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Abst ract

This meno describes version 2 of the KeyNote trust-nmanagenment system
It specifies the syntax and senmantics of KeyNote "“assertions,'
describes “action attribute' processing, and outlines the application
architecture into which a KeyNote inplenmentation can be fit. The
KeyNot e architecture and | anguage are useful as building bl ocks for
the trust managenent aspects of a variety of Internet protocols and

servi ces.
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1. Introduction

Trust nmanagenent, introduced in the PolicyMaker system [BFL96], is a
uni fi ed approach to specifying and interpreting security policies,



credentials, and relationships; it allows direct authorization of
security-critical actions. A trust-nmanagenent system provides

st andard, general - purpose mechani sms for specifying application
security policies and credentials. Trust-managenent credentials
descri be a specific delegation of trust and subsune the role of
public key certificates; unlike traditional certificates, which bind
keys to nanes, credentials can bind keys directly to the

aut hori zation to perform specific tasks.

A trust-nmanagenent system has five basic conponents:

* A language for describing “actions,' which are operations with
security consequences that are to be controlled by the system

* A nmechanismfor identifying “principals,' which are entities that
can be authorized to performactions.

* A language for specifying application “policies,' which govern the
actions that principals are authorized to perform

* A |l anguage for specifying “credentials,’” which allow principals
to del egate authorization to other principals.

* A “conpliance checker,' which provides a service to applications
for determ ning how an action requested by principals should be
handl ed, given a policy and a set of credentials.

The trust-managenment approach has a nunber of advantages over ot her
mechani sns for specifying and controlling authorization, especially
when security policy is distributed over a network or is otherw se
decentrali zed.

Trust nmanagenent unifies the notions of security policy, credentials,
access control, and authorization. An application that uses a trust-
managenent system can sinply ask the conpliance checker whether a
requested action should be allowed. Furthernore, policies and
credentials are witten in standard | anguages that are shared by al
trust - managed applications; the security configuration mechanismfor
one application carries exactly the sane syntactic and semantic
structure as that of another, even when the semantics of the
applications thensel ves are quite different.

Trust - managenment policies are easy to distribute across networks,
hel ping to avoid the need for application-specific distributed policy
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configuration nmechani sns, access control lists, and certificate

parsers and interpreters.

For a general discussion of the use of trust nmanagenent in
di stributed systemsecurity, see [Bla99].

KeyNote is a sinple and flexible trust-nmanagenment system designed to
work well for a variety of large- and small- scal e |Internet-based



applications. It provides a single, unified |anguage for both | oca
policies and credentials. KeyNote policies and credentials, called
“assertions,' contain predicates that describe the trusted actions
permitted by the holders of specific public keys. KeyNote assertions

are essentially small, highly-structured prograns. A signed
assertion, which can be sent over an untrusted network, is also
called a “credential assertion.' Credential assertions, which al so

serve the role of certificates, have the sane syntax as policy
assertions but are also signed by the principal delegating the trust.

I n KeyNot e:
* Actions are specified as a collection of nane-val ue pairs.

* Principal nanes can be any convenient string and can directly
represent cryptographic public keys.

* The same | anguage is used for both policies and credentials.

* The policy and credential |anguage is concise, highly expressive,
human readabl e and witable, and conpatible with a variety of
storage and transni ssion nedia, including electronic mail.

* The conpliance checker returns an application-configured “policy
conpl i ance val ue' that describes how a request should be handl ed
by the application. Policy conpliance values are al ways
positively derived frompolicy and credentials, facilitating
anal ysi s of KeyNot e-based systens.

* Conpliance checking is efficient enough for high-perfornmnce and
real -time applications.

Thi s docunent describes the KeyNote policy and credential assertion
| anguage, the structure of KeyNote action descriptions, and the
KeyNot e nodel of conputation

We assume that applications communicate with a locally trusted
KeyNot e conpliance checker via a "function call' style interface,
sending a collection of KeyNote policy and credential assertions plus
an action description as input and accepting the resulting policy
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conpl i ance value as output. However, the requirenents of different
applications, hosts, and environments nay give rise to a variety of
different interfaces to KeyNote conpliance checkers; this docunment
does not aimto specify a conplete conpliance checker API.

2. KeyNote Concepts

In KeyNote, the authority to performtrusted actions is associ ated
with one or nore “principals." A principal may be a physical entity,
a process in an operating system a public key, or any other
conveni ent abstraction. KeyNote principals are identified by a
string called a "Principal ldentifier.' |In sone cases, a Principa



Identifier will contain a cryptographic key interpreted by the
KeyNot e system (e.g., for credential signature verification). 1In
ot her cases, Principal ldentifiers may have a structure that is
opaque to KeyNot e.

Principals performtwo functions of concern to KeyNote: They request
“actions' and they issue "assertions.' Actions are any trusted
operations that an application places under KeyNote control
Assertions del egate the authorization to performactions to other
principal s.

Actions are described to the KeyNote conpliance checker in terms of a

col l ection of name-value pairs called an “action attribute set.' The
action attribute set is created by the invoking application. Its
structure and format are described in detail in Section 3 of this
docunent .

KeyNot e provi des advice to applications on the interpretation of
policy with regard to specific requested actions. Applications

i nvoke the KeyNote conpliance checker by issuing a ~query' containing
a proposed action attribute set and identifying the principal(s)
requesting it. The KeyNote system determ nes and returns an
appropriate “policy conpliance value' froman ordered set of possible
responses.

The policy conmpliance value returned froma KeyNote query advises the
application how to process the requested action. |In the sinplest
case, the conpliance value is Boolean (e.g., "reject" or "approve").
Assertions can also be witten to select froma range of possible
conpl i ance val ues, when appropriate for the application (e.g., "no
access", "restricted access", "full access"). Applications can
configure the relative ordering (from weakest' to “strongest') of
conpl i ance val ues at query tinme.

Assertions are the basic programming unit for specifying policy and
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del egating authority. Assertions describe the conditions under which
a principal authorizes actions requested by other principals. An
assertion identifies the principal that made it, which other
principals are being authorized, and the conditions under which the
aut hori zation applies. The syntax of assertions is given in Section
4.

A special principal, whose identifier is "POLICY", provides the root
of trust in KeyNote. "PCOLICY" is therefore considered to be
aut horized to performany action

Assertions issued by the "POLICY" principal are called "“policy
assertions' and are used to delegate authority to otherw se untrusted
principals. The KeyNote security policy of an application consists
of a collection of policy assertions.

VWhen a principal is identified by a public key, it can digitally sign



assertions and distribute themover untrusted networks for use by

ot her KeyNote conpliance checkers. These signed assertions are also
called “credentials,' and serve a role simlar to that of traditiona
public key certificates. Policies and credentials share the sane
syntax and are eval uated according to the sane senmantics. A
principal can therefore convert its policy assertions into
credentials sinply by digitally signing them

KeyNot e i s designed to encourage the creation of human-readabl e
policies and credentials that are anenable to transm ssion and
storage over a variety of media. |Its assertion syntax is inspired by
the format of RFCB22-style nessage headers [Cro82]. A KeyNote
assertion contains a sequence of sections, called “fields,' each of
whi ch speci fyi ng one aspect of the assertion's semantics. Fields
start with an identifier at the beginning of a line and continue
until the next field is encountered. For exanple:

KeyNot e- Ver si on: 2
Comment: A sinple, if contrived, emmnil certificate for user nmab
Local - Constants: ATT_CA key = "RSA: acdfaldf 1011bbac"
mab_key = "DSA: deadbeef caf e00l1la"
Aut hori zer: ATT_CA key
Li censees: mab_key
Conditions: ((app_donain == "enail") # valid for email only
&& (address == "mab@ esearch. att.coni));
Si gnature: "RSA-SHAL: f 00f 2244"

The neani ngs of the various sections are described in Sections 4 and
5 of this docunent.

KeyNot e semantics resolve the relationship between an application's
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policy and actions requested by other principals, as supported by
credentials. The KeyNote conpliance checker processes the assertions
against the action attribute set to determ ne the policy conpliance
val ue of a requested action. These senmantics are defined in Section
5.

An inportant principle in KeyNote's design is “assertion
nonotonicity'; the policy conpliance value of an action is always
positively derived fromassertions nmade by trusted principal s.
Renovi ng an assertion never results in increasing the conpliance
val ue returned by KeyNote for a given query. The nobnotonicity
property can sinplify the design and anal ysis of conpl ex network-
based security protocols; network failures that prevent the
transm ssion of credentials can never result in spurious

aut hori zati on of dangerous actions. A detailed discussion of
nmonotoni city and safety in trust managenent can be found in [BFL96]
and [ BFS98].

3. Action Attributes

Trusted actions to be eval uated by KeyNote are described by a



coll ection of name-value pairs called the “action attribute set.'
Action attributes are the nechani sm by which applications comunicate
requests to KeyNote and are the primary objects on which KeyNote
assertions operate. An action attribute set is passed to the KeyNote
conpli ance checker with each query.

Each action attribute consists of a name and a value. The semantics
of the nanes and values are not interpreted by KeyNote itself; they
vary fromapplication to application and rmust be agreed upon by the
witers of applications and the witers of the policies and
credentials that will be used by them

Action attribute nanmes and val ues are represented by arbitrary-Ilength
strings. KeyNote guarantees support of attribute names and val ues up
to 2048 characters long. The handling of |onger attribute nanes or
val ues is not specified and is KeyNote- inplenentation-dependent.
Applications and assertions should therefore avoi d dependi ng on the
the use of attributes with names or val ues | onger than 2048
characters. The length of an attribute value is represented by an

i mpl enent ati on-specific mechanism(e.g., NUL-termi nated strings, an
explicit length field, etc.).

Attribute values are inherently untyped and are represented as
character strings by default. Attribute values may contain any non-
NUL ASCI | character. Nuneric attribute values should first be
converted to an ASCII text representation by the invoking
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application, e.g., the value 1234.5 woul d be represented by the
string "1234.5".

Attribute nanes are of the form

<AttributelD>:: {Any string starting with a-z, A-Z, or the
underscore character, followed by any nunber of
a-z, A-Z, 0-9, or underscore characters} ;

That is, an <Attributel D> begins with an al phabetic or underscore
character and can be followed by any nunmber of al phanunerics and
underscores. Attribute nanes are case-sensitive.

The exact nechani smfor passing the action attribute set to the
conpl i ance checker is determ ned by the KeyNote inplenmentation
Dependi ng on specific requirenments, an inplenentati on may provide a
nmechani smfor including the entire attribute set as an explicit
paranmeter of the query, or it may provide sone form of call back
nmechani sm i nvoked as each attribute is dereferenced, e.g., for access
to kernel variables.

If an action attribute is not defined its value is considered to be
the enmpty string

Attribute names beginning with the "_" character are reserved for use
by the KeyNote runtine environment and cannot be passed from



applications as part of queries. The follow ng special attribute
nanmes are used

Name Pur pose
_M N_TRUST Lowest -order (mninun) conpliance
val ue in query; see Section 5.1.

_MAX_TRUST Hi ghest - order (nmaximmn) conpliance
val ue in query; see Section 5.1.

_VALUES Linearly ordered set of conpliance
val ues in query; see Section 5.1.
Conma separ at ed.

_ACTI ON_AUTHORI ZERS Nanes of principals directly
aut hori zing action in query.
Conma separ at ed.

In addition, attributes with names of the form" <N>", where <N> is
an ASCl | -encoded integer, are used by the regul ar expression matching
nmechani sm descri bed in Section 5.
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The assi gnment and semantics of any other attribute names begi nning
with " " is unspecified and inpl enentation-dependent.

The nanes of other attributes in the action attribute set are not
speci fied by KeyNote but nust be agreed upon by the witers of any
policies and credentials that are to inter-operate in a specific
KeyNot e query eval uation

By convention, the nane of the application domain over which action
attributes should be interpreted is given in the attribute named
"app_domain". The | ANA (or sone other suitable authority) wll
provide a registry of reserved app_domain nanes. The registry wl|l
list the nanmes and neani ngs of each application's attributes.

The app_domai n convention helps to ensure that credentials are
interpreted as they were intended. An attribute with any gi ven nane
may be used in nmany different application donmains but mght have

di fferent meanings in each of them However, the use of a gl oba
registry is not always required for small-scale, closed applications;
the only requirenent is that the policies and credential s nade
avai |l abl e to the KeyNote conpliance checker interpret attributes
according to the same semantics assuned by the application that
created them

For exanple, an email application night reserve the app_domain
"RFC822- EMAI L" and mi ght use the attributes naned "address" (the
emai | address of a nessage's sender), "name" (the human nane of the
nmessage sender), and any "organi zation" headers present (the

organi zati on nane). The values of these attributes would be derived
in the obvious way fromthe email nessage headers. The public key of



the message's signer would be given in the "_ACTI ON_AUTHORI ZERS"
attribute

Not e that "RFC822-EMAIL" is a hypothetical exanple; such a name my
or may not appear in the actual registry with these or different
attributes. (Indeed, we recognize that the reality of email security
is considerably nore conplex than this exanple nmight suggest.)

4. KeyNote Assertion Syntax

In the follow ng sections, the notation [ X]* neans zero or nore
repetitions of character string X. The notation [X]+ means one or
nore repetitions of X The notation <X>* means zero or nore
repetitions of non-terminal <X>. The notation <X>+ neans one or nore
repetitions of X, whereas <X>? neans zero or one repetitions of X
Nont ermi nal grammar synbols are enclosed in angled brackets. Quoted
strings in granmar productions represent termnals.
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4.1 Basic Structure
<Assertion>:: <VersionField>? <AuthFi el d> <Li censeesFi el d>?
<Local Const ant sFi el d>? <Condi ti onsFi el d>?
<Conment Fi el d>? <Si gnat ur eFi el d>?
Al'l KeyNote assertions are encoded in ASCII
KeyNot e assertions are divided into sections, called “fields,' that
serve various semantic functions. Each field starts with an
identifying |label at the beginning of a line, followed by the

character and the field' s contents. There can be at nobst one field
per line.

A field may be continued over nore than one line by indenting
subsequent lines with at | east one ASCI|I SPACE or TAB character

Wi t espace (a SPACE, TAB, or NEW.I NE character) separates tokens but
is otherwi se ignored outside of quoted strings. Coments with a

| eadi ng octothorp character (see Section 4.2) may begin in any

col umm.

One nmandatory field is required in all assertions:
Aut hori zer
Si x optional fields nay al so appear
Conmrent
Condi tions
KeyNot e- Ver si on
Li censees
Local - Const ant s
Si gnature

Al field names are case-insensitive. The "KeyNote-Version" field,



if present, appears first. The "Signature" field, if present,
appears last. Oherwi se, fields nay appear in any order. Each field
may appear at nost once in any assertion

Blank lines are not permtted in assertions. Miltiple assertions
stored in a file (e.g., in application policy configurations),

t herefore, can be separated from one anot her unanbi guously by the use
of bl ank |ines between them

4.2 Comments
<Comment >:: "#" {ASCI| characters} ;
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The octothorp character ("#", ASCI|I 35 decimal) can be used to

i ntroduce coments. Qutside of quoted strings (see Section 4.3), al
characters fromthe "#" character through the end of the current |ine
are ignored. However, comented text is included in the conputation
of assertion signatures (see Section 4.6.7).

4.3 Strings

A “string' is a lexical object containing a sequence of characters.
Strings may contain any non-NUL characters, including newines and
nonprintabl e characters. Strings may be given as literals, conputed
from conpl ex expressions, or dereferenced fromattribute nanes.

4.3.1 String Literals

<StringLiteral>:: "\"" {see description bel ow} "\ ;

A string literal directly represents the value of a string. String
literals rmust be quoted by preceding and following themwth the
doubl e- quot e character (ASCI1 34 decimal).

A printable character may be “escaped' inside a quoted string litera
by preceding it with the backslash character (ASCI1 92 deci mal)
(e.g., "like \"this\"."). This permits the inclusion of the double-
guot e and backsl ash characters inside string literals.

A simlar escape nechanismis also used to represent non-printable
characters. "\n" represents the newline character (ASCI| character
10 decimal), "\r" represents the carriage-return character (ASCl
character 13 decimal), "\t" represents the tab character (ASClI
character 9 decinmal), and "\f" represents the formfeed character
(ASCI 1 character 12 decimal). A backslash character followed by a
new i ne suppresses all subsequent whitespace (including the new ine)
up to the next non-whitespace character (this allows the continuation
of long string constants across lines). Un-escaped new ine and
return characters are illegal inside string literals.

The constructs "\ 00", "\0o00", and "\ooo" (where o represents any
octal digit) may be used to represent any non-NUL ASCI| characters
with their corresponding octal values (thus, "\012" is the sane as



"\n", "\101" is "A", and "\377" is the ASCI|I character 255 decimal).
However, the NUL character cannot be encoded in this manner; "\0",
"\ 00", and "\000" are converted to the strings "0", "00", and "000"
respectively. Simlarly, all other escaped characters have the

| eadi ng backsl ash renoved (e.g., "\a" becones "a", and "\\" becones
"\"). The followi ng four strings are equival ent:

"this string contains a newmine\n foll owed by one space.”
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“"this string contains a newine\n \
foll oned by one space.™

"this str\
ing contains a \
new i ne\n fol |l owed by one space."

"this string contains a new ine\012\040fol | oned by one space."
4.3.2 String Expressions

In general, anywhere a quoted string literal is allowed, a “string
expression' can be used. A string expression constructs a string
fromstring constants, dereferenced attributes (described in Section
4.4), and a string concatenation operator. String expressions nmay be
par ent hesi zed.

<StrEx>:: <StrEx> "." <StrEx> /* String concatenation */
| <StringLiteral > /* Quoted string */
| "(" <StrEx> ")"
| <DerefAttribute> /* See Section 4.4 */
| "$" <StrEx> ; /* See Section 4.4 */
The "$" operator has higher precedence than the "." operator

4.4 Dereferenced Attributes

Action attributes provide the primary mechani smfor applications to
pass information to assertions. Attribute names are strings froma
limted character set (<AttributelD> as defined in Section 3), and
attribute values are represented internally as strings. An attribute
is dereferenced sinply by using its nane. In general, KeyNote all ows
the use of an attribute anywhere a string literal is pernmitted.

Attributes are dereferenced as strings by default. Wen required,
dereferenced attributes can be converted to integers or floating
poi nt nunbers with the type conversion operators "@ and "&"'. Thus,
an attribute naned "foo" having the value "1.2" may be interpreted as
the string "1.2" (foo), the integer value 1 (@o0), or the floating
point value 1.2 (&fo00).

Attributes converted to integer and floating point nunbers are
represented according to the ANSI C "long' and “float' types,
respectively. In particular, integers range from-2147483648 to



2147483647, whilst floats range from 1. 17549435E- 38F to
3.40282347E+38F.

Any uninitialized attribute has the enpty-string val ue when
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dereferenced as a string and the value zero when dereferenced as an
i nteger or float.

Attribute names nmay be given literally or calculated fromstring
expressions and may be recursively dereferenced. |In the sinplest
case, an attribute is dereferenced sinply by using its nanme outside
of quotes; e.g., the string value of the attribute named "foo" is by
reference to "foo' (outside of quotes). The "$<StrEx>" construct
dereferences the attribute named in the string expression <StrEx>.
For exanple, if the attribute naned "foo" contains the string "bar"
the attribute nanmed "bar" contains the string "xyz", and the
attribute "xyz" contains the string "qua", the follow ng string
conparisons are all true:

foo == "bar"
$("foo") == "bar"
$f oo == "xyz"
$(foo) == "xyz"
$$f oo == "qua"

If <StrEx> evaluates to an invalid or uninitialized attribute nane,
its value is considered to be the enpty string (or zero if used as a
nuneric).

The <Deref Attribute> token is defined as:
<Deref Attribute>:: <Attributel D> ;
4.5 Principal ldentifiers

Principals are represented as ASCI| strings called "Principa
Identifiers." Principal ldentifiers nmay be arbitrary |abels whose
structure is not interpreted by the KeyNote systemor they may encode
cryptographi c keys that are used by KeyNote for credential signature
verification.

<Principal ldentifier>:: <Opaquel D>
| <Keyl D> ;

4.5.1 Opaque Principal Identifiers

Principal Identifiers that are used by KeyNote only as | abels are
said to be "opaque.' Opaque identifiers are encoded in assertions as
strings (see Section 4.3):

<Opaquel D>:: <StrEx> ;

Opaque identifier strings should not contain the char acter
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4.5.2 Cryptographic Principal ldentifiers

Principal Identifiers that are used by KeyNote as keys, e.g., to
verify credential signatures, are said to be “cryptographic.'
Cryptographic identifiers are also |lexically encoded as strings:

<Keyl D>:: <StrEx> ;

Unl i ke Opaque ldentifiers, however, Cryptographic ldentifier strings
have a special form To be interpreted by KeyNote (for signature
verification), an identifier string should be of the form

<IDString>: <ALGORI THW":"<ENCODEDBI TS> ;

"ALGORI THM' is an ASCII| substring that describes the algorithns to be
used in interpreting the key's bits. The ALGORITHM identifies the
maj or cryptographic algorithm (e.g., RSA [ RSA78], DSA [DSA94], etc.),
structured format (e.g., PKCS1 [PKCS1l]), and key bit encoding (e.g.
HEX or BASE64). By convention, the ALGORI THM substring starts with
an al phabetic character and can contain letters, digits, underscores,
or dashes (i.e., it should match the regul ar expression "[a-zA-Z][a-
zZA-70-9_-]1*"). The I ANA (or some other appropriate authority) wll
provide a registry of reserved algorithmidentifiers.

"ENCODEDBI TS" is a substring of characters representing the key's
bits, the encoding and format of which depends on the ALGORI THM By
convention, hexadeci mal encoded keys use | ower-case ASCI| characters.

Cryptographic Principal ldentifiers are converted to a nornalized
canoni cal form for the purposes of any internal conparisons between
them see Section 5. 2.

Note that the keys used in exanples throughout this document are
fictitious and generally much shorter than would be required for
security in practice.
4.6 KeyNote Fields
4.6.1 The KeyNote-Version Field
The KeyNote-Version field identifies the version of the KeyNote
assertion | anguage under which the assertion was witten. The
KeyNot e-Version field is of the form
<Versi onFi el d>:: "KeyNot e-Version:" <VersionString>
<VersionString>:: <StringLiteral >
| <IntegerlLiteral >

Bl aze, Fei genbaum | oannidis, Keronytis [ Page 13]

| NTERNET DRAFT The KeyNot e Trust-Managenent System March 1999



where <VersionString> is an ASCI|-encoded string. Assertions in
producti on versions of KeyNote use decimal digits in the version
representing the version nunmber of the KeyNote | anguage under which
they are to be interpreted. Assertions witten to conformwth this
docunent should be identified with the version string "2" (or the
integer 2). The KeyNote-Version field, if included, should appear
first.

4.6.2 The Local -Constants Field

This field adds or overrides action attributes in the current
assertion only. This nechanismallows the use of short names for
(frequently lengthy) cryptographic principal identifiers, especially
to make the Licensees field nore readable. The Local -Constants field
is of the form

<Local Const antsFi el d>:: "Local - Constants:" <Assignments> ;
<Assi gnnents>:: /* can be enpty */
| <AttributelD> "=" <StringLiteral > <Assignnments>

<AttributelD> is an attribute name fromthe action attribute
nanespace as defined in Section 3. The nane is available for use as
an attribute in any subsequent field. |If the Local-Constants field
defines nore than one identifier, it can occupy nore than one |ine
and be indented. <StringLiteral> is a string literal as described in
Section 4.3. Attributes defined in the Local -Constants field
override any attributes with the sane name passed in with the action
attribute set.

An attribute nmay be initialized at nost once in the Local -Constants
field. If an attribute is initialized nore than once in an
assertion, the entire assertion is considered invalid and is not
consi dered by the KeyNote conpliance checker in evaluating queries.

4.6.3 The Authorizer Field

The Authorizer identifies the Principal issuing the assertion. This
field is of the form

<Aut hFi el d>:: "Authorizer:" <AuthlD>
<Aut hl D>:: <Principalldentifier>
| <DerefAttribute>

The Principal ldentifier may be given directly or by reference to the
attribute nanespace (as defined in Section 4.4).

4.6.4 The Licensees Field
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The Licensees field identifies the principals authorized by the
assertion. Mre than one principal can be authorized, and

aut hori zati on can be distributed across several principals through
the use of “and' and threshold constructs. This field is of the form



<Li censeesFi el d>:: "Licensees:" <LicenseesExpr>

<Li censeesExpr>:: /* can be enpty */
| <PrincExpr> ;

<PrinckExpr>:: "(" <PrinckExpr> ")"
| <PrincExpr> "&&" <PrincExpr>
| <PrincExpr> "||" <PrincExpr>
| <K>"-of (" <PrincList> ")" /* Threshold */
| <Principalldentifier>
| <DerefAttribute>

<PrincList>:: <Principalldentifier>
| <DerefAttribute>
| <PrincList>"," <PrincList>

<K>:: {Decimal nunber starting with a digit from1l to 9} ;
The "&&" operator has hi gher precedence than the "||" operator. <K>
is an ASClI|-encoded positive decimal integer. |If a <PrincList>

contains fewer than <K> principals, the entire assertion is onmtted
from processi ng.

4.6.5 The Conditions Field
This field gives the “conditions' under which the Authorizer trusts
the Licensees to performan action. ~Conditions' are predicates that
operate on the action attribute set. The Conditions field is of the
form
<Condi tionsField>:: "Conditions:" <ConditionsPrograne ;

<Condi ti onsPrograne:: /* Can be enpty */
| <Clause> ";" <ConditionsPrograne ;

<C ause>:: <Test> "->" "{" <ConditionsProgram "}"
| <Test> "->" <Val ue>
| <Test> ;

<Val ue>:: <StrEx> ;

<Test>:: <Rel Expr> ;
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<Rel Expr>:: "(" <Rel Expr> ")" /* Parent heses */
<Rel Expr> "&&" <Rel Expr> /* Logi cal AND */
<Rel Expr> "||" <Rel Expr> /* Logical OR */
"I'" <Rel Expr> /* Logical NOT */

|

I

| <IntRel Expr>

| <FI oat Rel Expr >
| <StringRel Expr>

| "true" /* case insensitive */
| "fal se" ; /* case insensitive */



<IntRel Expr>:: <IntEx> "==" <IntEx>
| <IntEx> "!=" <IntEx>
| <IntBEx> "<" <IntEx>
| <IntBEx> ">" <IntEx>
| <IntEx> "<=" <IntEx>
| <IntEx> ">=" <IntEx> ;
<Fl oat Rel Expr>:: <Fl oat Ex> "<" <Fl| oat Ex>
| <Fl oat Ex> ">" <Fl oat Ex>
| <Fl oat Ex> "<=" <Fl oat Ex>
| <Fl oat Ex> ">=" <Fl oat Ex> ;

<StringRel Expr>:: <StrEx> "==" <StrEx> /* String equality */
| <StrEx> "!=" <StrEx> [* String inequality */
| <StrEx> "<" <StrEx> /* Al phanum conparisons */
| <StrEx> ">" <StrEx>
| <StrEx> "<=" <StrEx>
| <StrEx> ">=" <StrEx>
I

<StrEx> "~=" <RegExpr> ; /* Reg. expr. matching */
<IntEx>:: <IntEx> "+" <lntEx> /* Integer */
<IntEx> "-" <|ntEx>

|
| <IntBEx> "*" <IntEx>

| <IntEx> "/" <IntEx>

| <IntEx> "% <IntEx>

| <IntEx> """ <IntEx> /* Exponentiation */
| "-" <IntEx>

| "(" <IntEx> ")"

| <IntegerLiteral >

| "@ <StrEx> ;

<Fl oat Ex>:: <FloatEx> "+" <FloatEx> /* Floating point */
| <Float Ex> "-" <Fl oat Ex>
| <FloatEx> "*" <Fl oat Ex>
| <FloatEx> "/" <Fl oat Ex>
| <Fl oat Ex> """ <Fl oat Ex> /* Exponentiation */
| "-" <Fl oat Ex>
| "(" <FloatEx> ")"
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| <FloatLiteral >
| "&" <StrEx> ;

<IntegerLiteral >:: {Decimal nunber of at |east one digit}
<FloatLiteral >:: <IntegerLiteral >"."<IntegerLiteral > ;

<StringlLiteral > is a quoted string as defined in Section 4.3
<AttributelD> is defined in Section 3.

The operation precedence classes are (from highest to | owest):

{ (. )}
{unary -, @ & $}
{"}



Operators in the same precedence class are evaluated left-to-right.

Note the inability to test for floating point equality, as nost
floating point inplementations (hardware or otherw se) do not
guarantee accurate equality testing.

Al so note that integer and floating point expressions can only be
used within clauses of condition fields, but in no other KeyNote
field.

The keywords "true" and "fal se" are not reserved; they can be used as
attribute or principal identifier nanes (although this practice nakes

assertions difficult to understand and i s discouraged).

<RegExpr> is a standard regul ar expression, conformng to the PQOSI X
1003. 2 regul ar expression syntax and senantics.

Any string expression (or attribute) containing the ASCI
representation of a numeric value can be converted to an integer or
float with the use of the "@ and "&" operators, respectively. Any

fractional component of an attribute value dereferenced as an integer

is rounded down. |If an attribute dereferenced as a nunber cannot be

properly converted (e.g., it contains invalid characters or is enpty)

its value is considered to be zero.

4.6.6 The Coment Field

The Comment field allows assertions to be annotated with information

describing their purpose. It is of the form
<Conmment Fi el d>:: "Coment:" <text>
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No interpretation of the contents of this field is perforned by
KeyNote. Note that this is one of two nechanisns for including
conmments in KeyNote assertions; comments can al so be inserted
anywhere in an assertion's body by preceeding themw th the "#"
character (except inside string literals).

4.6.7 The Signature Field

The Signature field identifies a signed assertions and gives the
encoded digital signature of the principal identified in the
Aut hori zer field. The Signature field is of the form

<SignhatureField>:: "Signature:" <Signature>
<Si gnature>:: <StrEx> ;

The <Signature> string should be of the form



<IDString>:: <ALGORI THW":"<ENCODEDBI TS>

The formats of the "ALGORI THM' and "ENCODEDBI TS" substrings are as
descri bed for Cryptographic Principal Identifiers in Section 4.4.2
The al gorithm nane should be the sane as that of the principa
appearing in the Authorizer field. The IANA (or sone other suitable
authority) will provide a registry of reserved nanes. It is not
necessary that the encodi ngs of the signature and the authorizer key
be the sane.

If the signature field is included, the principal nanmed in the
Aut hori zer field must be a Cryptographic Principal Indentifier, the
al gorithm must be known to the KeyNote inplementation, and the
signature rmust be correct for the assertion body and authorizer key.

The signature is conputed over the assertion text, beginning with the
first field (including the field identifier string), up to (but not

i ncluding) the Sighature field identifier. The newine preceeding
the signature field identifier is the last character included in
signature calculation. The signature is always the last field in a
KeyNot e assertion. Text following this field is not considered part
of the assertion.

The al gorithns for computing and verifying signatures nmust be
configured into each KeyNote inplenentation and are defined and
docunent ed separately.

Note that all signatures used in exanples in this docunent are
fictitious and generally much shorter than would be required for
security in practice.
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5. Query Eval uati on Semantics

The KeyNot e conpliance checker finds and returns the Policy
Conpl i ance Val ue of queries, as defined in Section 5.3, bel ow.

5.1 Query Paraneters
A KeyNote query has four paraneters:
* The identifier of the principal (s) requesting the action
* The action attribute set describing the action.

* The set of conpliance values of interest to the application
ordered from MN TRUST to _MAX TRUST

* The policy and credential assertions that should be included
in the eval uation.

The nmechani sm for passing these paraneters to the KeyNote eval uator
is application dependent. |In particular, an evaluator mght provide
for sone parameters to be passed explicitly, while others are | ooked



up externally (e.g., credentials mght be | ooked up in a network-
based di stribution system), while still others m ght be requested
fromthe application as needed by the evaluator, through a "call back’
mechani sm (e.g., for attribute values that represent values from
anong a very | arge nanespace).

5.1.1 Action Requester

At | east one Principal must be identified in each query as the
“requester' of the action. Actions nay be requested by severa
principals, each considered to have individually requested it. This
allows policies that require multiple authorizations, e.g., "two
person control.' The set of authorizing principals is nmade avail able
in the special attribute "_ACTI ON AUTHORI ZERS"; if several principals
are authorizers, their identifiers are separated wth conmmas.

5.1.2 Odered Conpliance Val ue Set

The set of conpliance values of interest to an application (and their
relative ranking to one another) is determ ned by the invoking
application and passed to the KeyNote eval uator as a paranmeter of the
query. |In many applications, this will be Boolean, e.g., the ordered
sets {FALSE, TRUE} or {REJECT, APPROVE}. O her applications nay
require a range of possible values, e.g., {No_Access, Limted Access,
Ful | _Access}. Note that applications should include in this set only
conpli ance val ues nanes that are actually returned by the assertions.
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The | owest - order and hi ghest-order conpliance value strings given in
the query are available in the special attributes named "_M N TRUST"
and " _MAX TRUST", respectively. The conplete set of query conpliance
values is made available in ascending order (from_ _MN TRUST to

_MAX_ TRUST) in the special attribute nanmed "_VALUES'. Values are
separated with conmas; applications that use assertions that nake use
of the _VALUES attribute should therefore avoid the use of conpliance
val ue strings that thenselves contain comras.

5.2 Principal ldentifier Normalization

Principal identifier conparisons anong Cryptographic Principa
Identifiers (that represent keys) in the Authorizer and Licensees
fields or in an action's direct authorizers are perforned after
normal i zi ng them by conversion to a canonical form

Every cryptographic algorithmused in KeyNote defines a nethod for
converting keys to their canonical formand that specifies how the
conparison for equality of two keys is performed. |If the algorithm
naned in the identifier is unknown to KeyNote, the identifier is
treated as opaque.

Opaque identifiers are conpared as case-sensitive strings.

Noti ce that use of opaque identifiers in the Authorizer field
requires that the assertion's integrity be locally trusted (since it



cannot be cryptographically verified by the conpliance checker).
5.3 Policy Conpliance Value Cal cul ation

The Policy Compliance Value of a query is the Principal Conpliance

Val ue of the principal nanmed "POLICY'. This value is defined as

fol |l ows:

5.3.1 Principal Conpliance Val ue

The Conpliance Value of a principal <X> is the highest order
(maxi munm) of:

- the Direct Authorization Value of principal <X>; and

- the Assertion Conpliance Values of all assertions identifying
<X> in the Authorizer field.

5.3.2 Direct Authorization Val ue

The Direct Authorization Value of a principal <X>is MAX TRUST if
<X>is listed in the query as an authorizer of the action.
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QO herwi se, the Direct Authorization Value of <X>is _MN TRUST.

5.3.3 Assertion Conpliance Val ue

The Assertion Conpliance Value of an assertion is the | owest order
(mninmum of the assertion's Conditions Conpliance Value and its
Li censee Conpliance Val ue.

5.3.4 Conditions Conpliance Val ue

The Conditions Conpliance Value of an assertion is the highest- order
(maxi num) val ue anmong all successful clauses listed in the conditions
section.

If no clause's test succeeds or the Conditions field is enpty, an
assertion's conditions conpliance value is considered to be the
_M N _TRUST val ue, as defined Section 5. 1.

If an assertion's Conditions field is mssing entirely, its
conditions conmpliance value is considered to be the _MAX TRUST val ue,
as defined in Section 5. 1.

The set of successful test clause values is calculated as foll ows:

Recal | fromthe grammar of section 4.6.5 that each clause in the
conditions section has two |logical parts: a "test' and an optiona
“value,' which, if present, is separated fromthe test with the "->"
token. The test subclause is a predicate that either succeeds
(evaluates to logical “true') or fails (evaluates to |ogica
“false'). The value subclause is a string expression that eval uates



to one value fromthe ordered set of conpliance values given with the
query. |If the value subclause is missing, it is considered to be
_MAX_TRUST. That is, the clause

foo=="bar";
is equivalent to

foo=="bar" -> _MAX TRUST;
If the value component of a clause is present, in the sinplest case
it contains a string expression representing a possible conpliance

val ue. For exanple, consider an assertion with the foll ow ng
Conditions field:

Condi ti ons:
@iser _id == -> "full _access"; # clause (1)
@iser _id < 1000 -> "user_access"; # clause (2)
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@iser _id < 10000 -> "guest _access"; # clause (3)
user_nane == "root" -> "full_access"; # clause (4)

Here, if the value of the "user _id" attribute is "1073" and the
"user _name" attribute is "root", the possible conpliance val ue set
woul d contain the val ues "guest access" (by clause (3)) and

"full _access" (by clause (4)). |If the ordered set of conpliance
val ues given in the query (in ascending order) is {"no_access",
"guest _access", "user_access", "full _access"}, the conditions
conpl i ance val ue of the assertion would be "full_access" (because
"full _access" has a higher-order value than "guest access"). If the
"user _id" attribute had the value "19283" and the "user_ nane"
attribute had the val ue "nobody", no clause woul d succeed and the
conditions conpliance value would be "no_access"”, which is the

| owest - or der possible value (_M N _TRUST).

If a clause lists an explicit value, its value string nust be naned
in the query ordered conpliance value set. Values not naned in the
guery conpliance val ue set are considered equivalent to _M N _TRUST.

The val ue conmponent of a clause can also contain recursively-nested
cl auses. Recursively-nested clauses are evaluated only if their
parent test is true. That is,

a=="b" -> { b=="c" -> "valuel";
=="e" -> "value2";

true -> "value3"; } ;

is equivalent to

(a=="b") && (b=="c") -> "valuel";
(a=="b") && (d=="e") -> "value2";
(a=="b") -> "val ued";



String conparisons are case-sensitive

A regul ar expression conparison ("~=") is considered true if the

| eft - hand-si de string expressi on matches the right-hand-side regul ar
expression. |f the PCSI X regul ar expression group matching schene is
used, the nunmber of groups matched is placed in the tenporary neta-
attribute "_0" (dereferenced as _0), and each match is placed in
sequence in the tenmporary attributes (_1, _2, ..., _N). These match
attributes values are valid only within subsequent references nade
within the sane clause. Regular expression evaluation is case-
sensitive

A runtime error occurring in the evaluation of a test, such as
di vision by zero or an invalid regul ar expression, causes the test to
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be consi dered false. For exanple:

foo == "bar" -> {
@ == 1/0 -> "oneval "; # subcl ause 1
@ == -> "anotherval"; # subcl ause 2

};

Here, subclause 1 triggers a runtine error. Subclause 1 is therefore
false (and has the value _M N TRUST). Subcl ause 2, however, woul d be
eval uated normal ly.

An invalid <RegExpr> is considered a runtine error and causes the
test in which it occurs to be considered false.

5.3.5 Licensee Conpliance Val ue

The Licensee Conpliance Value of an assertion is cal cul ated by
eval uating the expression in the Licensees field, based on the
Princi pal Conpliance Value of the principals naned there.

If an assertion's Licensees field is enpty, its Licensee Conpliance
Value is considered to be MN TRUST. |If an assertion's Licensees
field is nmssing altogether, its Licensee Conpliance Value is
considered to be _MAX TRUST.

For each principal naned in the Licensees field, its Principa
Conpl i ance Value is substituted for its name. |f no Principa
Conpl i ance Val ue can be found for sone naned principal, its nane is
substituted with the _M N _TRUST val ue

The |icensees expression (as defined in Section 4.6.4) is eval uated
as foll ows:

* A"(...)" expression has the value of the enclosed subexpression

* A "&&" expression has the |ower-order (mninmum of its two
subexpressi on val ues.



* A"||" expression has the higher-order (maximun) of its two
subexpressi on val ues.

* A "<K>-of (<List>)" expression has the K-th hi ghest order
conpliance value listed in <list>  Values that appear nmultiple
times are counted with nmultiplicity. For exanple, if K= 3 and
the orders of the listed conpliance values are (0, 1, 2, 2, 3),
the value of the expression is the conpliance value of order 2.

For exanple, consider the follow ng Licensees field:
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Li censees: ("alice" && "bob") || "eve
If the Principal Conpliance Value is "yes" for principal "alice",
"no" for principal "bob", and "no" for principal "eve", and "yes" is
hi gher order than "no" in the query's Conpliance Value Set, then the
resulting Licensee Conpliance Value is "no"

nserve that if there are exactly two possible conpliance val ues
(e.g., "false" and "true"), the rules of Licensee Conpliance Val ue
resol ution reduce exactly to standard Bool ean | ogic.

5.4 Assertion Managenent

Assertions nay be either signed or unsigned. Only signed assertions
shoul d be used as credentials or transmtted or stored on untrusted
medi a. Unsigned assertions should be used only to specify policy and
for assertions whose integrity has already been verified as
conforming to local policy by some nechani smexternal to the KeyNote
systemitself (e.g., X. 509 certificates converted to KeyNote
assertions by a trusted conversion progranj.

| mpl ement ations that pernit signed credentials to be verified by the
KeyNot e conpli ance checker generally provide two “channels' through
whi ch applications can make assertions avail able. Unsigned, locally-
trusted assertions are provided over a “trusted' interface, while
signed credentials are provided over an “untrusted' interface. The
KeyNot e conpliance checker verifies correct signatures for al
assertions submtted over the untrusted interface. The integrity of
KeyNot e eval uation requires that only assertions trusted as
reflecting |local policy are subnitted to KeyNote via the trusted

i nterface.

Note that applications that use KeyNote exclusively as a |ocal policy
speci fication nechani sm need use only trusted assertions. O her
applications mght need only a small nunber of infrequently changed
trusted assertions to “bootstrap’' a policy whose details are
specified in signed credentials issued by others and subnitted over
the untrusted interface.

5.5 Inplenmentation |ssues

Informally, the semantics of KeyNote eval uati on can be thought of as



i nvol ving the construction a directed graph of KeyNote assertions
rooted at a POLICY assertion that connects with at | east one of the
principals that requested the action.

Del egati on of some authorization fromprincipal <A> to a set of
principals <B> is expressed as an assertion with principal <A> given

Bl aze, Fei genbaum | oannidis, Keronytis [ Page 24]
| NTERNET DRAFT The KeyNot e Trust-Managenent System March 1999

in the Authorizer field, principal set <B> given in the Licensees
field, and the authorization to be del egated encoded in the
Conditions field. How the expression digraph is constructed is

i mpl enent ati on-dependent and i npl enentati ons nmay use different
algorithnms for optimzing the graph's construction. Sone

i mpl ementations mght use a "bottomup' traversal starting at the
principals that requested the action, others mght followa "top
down' approach starting at the POLICY assertions, and still others
m ght enploy other heuristics entirely.

| mpl enent ati ons are encouraged to enpl oy mechani sms for recording
exceptions (such as division by zero or syntax error), and reporting
themto the invoking application if requested. Such nechanisns are
out side the scope of this docunent.

6. Exanples

In this section, we give exanples of KeyNote assertions that m ght be
used in hypothetical applications. These exanples are intended
primarily to illustrate features of KeyNote assertion syntax and
semantics, and do not necessarily represent the best way to integrate
KeyNot e i nto applications.

In the interest of readability, we use nmuch shorter keys than would
ordinarily be used in practice. Note that the Signature fields in
t hese exanpl es do not represent the result of any real signature
cal cul ati on.

1. TRADI TIONAL CA / EMAIL

A. A policy unconditionally authorizing RSA key abc123 for al
actions. This essentially defers the ability to specify
policy to the holder of the secret key corresponding to
abc123:

Aut hori zer: "POLICY"
Li censees: "RSA: abc123"

B. A credential assertion in which RSA Key abc123 trusts either
RSA key 4401ff92 (called "Alice') or DSA key d1234f (called
"Bob') to performactions in which the "app_domain" is
"RFC822- EMAI L", where the "address" matches the regul ar
expression "N . *@eynote\.research\.att\.con". In other
wor ds, abcl123 trusts Alice and Bob as certification
authorities for the keynote.research.att.com domai n.



KeyNot e- Ver si on: 2
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Local - Constants: Alice="DSA: 4401ff92" # Alice's key
Bob="RSA: d1234f" # Bob's key
Aut hori zer: "RSA:abc123"
Li censees: Alice || Bob
Condi tions: (app_domain == "RFC822-EMAI L") &&
(address ~= # only applies to one domain

"N *@keynote\\.research\\.att\\.con$");
Si gnature: "RSA-SHA1:213354f 9"

C. Acertificate credential for a specific user whose enmi
address is mab@eynote.research. att.com and whose nane, if
present, must be "M Blaze". The credential was issued by the
“Alice' authority (whose key is certified in Exanmple B
above):

KeyNot e- Ver si on: 2
Aut hori zer: "DSA:4401ff92" # the Alice CA
Li censees: "DSA: 12340987" # mab's key

Condi tions: ((app_donain == "RFC822-EMAIL") &&
(name == "M Blaze" || name == "") &&
(address == "mab@eynote.research. att.com'));

Si gnature: "DSA-SHA1l: ab23487"

D. Another certificate credential for a specific user, also
i ssued by the "Alice' authority. This exanple allows three
different keys to sign as jf @eynote.research.att.com (each
for a different cryptographic algorithm. This is, in
effect, three credentials in one:

KeyNot e- Ver si on: "2"

Aut hori zer: "DSA: 4401ff 92" # the Alice CA
Li censees: "DSA: abc991" || # jf's DSA key
"RSA: cde773" || # jf's RSA key
" BFI K: f d091a" # jf's BFIK key
Conditions: ((app_domain == "RFC822-EMAIL") &&
(name == "J. Feigenbaum || name == "") &&
(address == "jf @eynote.research.att.coni));

Si gnature: "DSA-SHAl: 8912aa"

nserve that under policy A and credentials B, C and D, the
followi ng action attribute sets are accepted (they return
_MAX_TRUST) :

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"

app_domai n = "RFC822- EMAI L"

address = "mab@eynote.research. att. cont
and

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"
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app_domai n = "RFC822- EMAI L"
address = "mab@eynote.research. att. cont
nanme = "M Bl aze"

while the followi ng are not accepted (they return
_M N_TRUST) :

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"
app_domai n = "RFC822- EMAI L"
address = "angel os@lsl . ci s. upenn. edu"
and
_ACTI ON_AUTHORI ZERS = "dsa: abc991"
app_domai n = "RFC822- EMAI L"
address = "mab@eynote.research. att. cont
nane = "M Bl aze"
and
_ACTI ON_AUTHORI ZERS = "dsa: 12340987"
app_domai n = "RFC822- EMAI L"
address = "mab@eynote.research. att. cont
nane = "J. Fei genbaunt

2. WORKFLOW ELECTRONI C COMVERCE

March 1999

E. A policy that delegates authority for the "SPEND' application
domain to RSA key dab212 when the amount given in the

"doll ars" attribute is |ess than 10000.

Aut hori zer: "POLICY"
Li censees: "RSA: dab212" # the CFO s key

Condi tions: (app_domai n=="SPEND") && (@lollars < 10000);

F. RSA key dab212 del egates authorization to any two signers,
froma list, one of which must be DSA key feedl1234 in the
"SPEND" application when @lollars < 7500. |If the anpbunt in
@lol lars is 2500 or greater, the request is approved but

| ogged.

KeyNot e- Ver si on: 2

Comment: This credential specifies a spending policy

Aut hori zer: "RSA: dab212" # the CFO
Li censees: "DSA: feedl1234" &&

The vice president

#
("RSA: abc123" || # middl e nanager #1
"DSA: bcd987" || # m ddl e nanager #2
"DSA: cde333" || # middl e nanager #3
"DSA: def 975" || # mi ddl e nmanager #4
"DSA: 978add") # m ddl e manager #5
Condi tions: (app_domai n=="SPEND') # note nested cl auses
->{ (@dollars) < 2500)
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-> _MAX_TRUST;
(@dollars) < 7500)



-> " ApproveAndLog";

Si gnature: "RSA-SHA1l:9867al1"

G According to this policy, any two signers fromthe list of
managers will do if @dollars) < 1000:

KeyNot e- Ver si on: 2
Aut hori zer: "POLI CY"
Li censees: 2-of ("DSA: feed1234", # The VP
"RSA: abc123", # M ddl e managenent cl ones
" DSA: bcd987",
" DSA: cde333",
" DSA: def 975",
" DSA: 978add")
Condi tions: (app_domai n=="SPEND"') &&
(@dollars) < 1000);

H A credential fromdab212 with a simlar policy, but only one
signer is required if @dollars) < 500. Alog entry is nade if
the anmobunt is at |east 100.

KeyNot e- Ver si on: 2
Comment: This one credential is equivalent to six separate
credentials, one for each VP and ni ddl e manager.
I ndi vidual ly, they can spend up to $500, but if
it's $100 or nore, we log it.
Aut hori zer: "RSA: dab212" # From the CFO
Li censees: "DSA: feedl1234" || # The VP
"RSA: abc123" || # The m ddl e nanagenent cl ones
"DSA: bcd987" | |
"DSA: cde333" ||
"DSA: def 975" | |
" DSA: 978add"
Condi tions: (app_domai n="SPEND"') # nested cl auses
->{ (@dollars) < 100) -> _MAX TRUST;
(@dollars) < 500) -> "ApproveAndLog";

Signature: "RSA- SHAL: 186123"

Assume a query in which the ordered set of Conpliance Values is
{"Reject", "ApproveAndLog", "Approve"}. Under policies E and G
and credentials F and H, the Policy Conpliance Value is
"Approve" (_MAX TRUST) when:

_ACTI ON_AUTHORI ZERS = " DSA: 978add"
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and

app_domai n = " SPEND'
dol lars = "45"
unnentioned _attri bute = "whatever"

_ACTI ON_AUTHORI ZERS = "RSA: abc123, DSA: cde333"
app_domai n = " SPEND'



7.

dol l ars = "550"
The followi ng return "ApproveAndLog":

_ACTI ON_AUTHORI ZERS = "DSA: f eed1234, DSA: cde333"
app_domai n = " SPEND'
dol lars = "5500"
and
_ACTI ON_AUTHORI ZERS = " DSA: cde333"
app_domai n = " SPEND'
dollars = "150"

However, the following return "Reject” (_M N_TRUST)

_ACTI ON_AUTHORI ZERS = " DSA: def 975"
app_domai n = " SPEND'
dollars = "550"
and
_ACTI ON_AUTHORI ZERS = " DSA: cde333, DSA: 978add"
app_domai n = " SPEND'
dol lars = "5500"

Trust - Managenment Architecture

KeyNot e provi des a sinple nechani smfor describing security policy
and representing credentials. It differs fromtraditiona
certification systems in that the security nodel is based on binding
keys to predicates that describe what the key is authorized by policy
to do, rather than on resolving names. The infrastructure and
architecture to support a KeyNote systemis therefore rather
different fromthat required for a name-based certification schene.
The KeyNot e trust-managenent architecture is based on that of

Pol i cyMaker [ BFL96, BFS98] .

It is inmportant to understand the separation between the
responsibilities of the KeyNote system and those of the application
and ot her support infrastructure. A KeyNote conpliance checker will
det erm ne, based on policy and credential assertions, whether a
proposed action is permtted according to policy. The useful ness of
KeyNot e out put as a policy enforcenment nechani sm depends on a nunber
of factors:
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* The action attributes and the assignnent of their val ues mnust
reflect accurately the security requirenents of the application
Identifying the attributes to include in the action attribute set
is perhaps the nost inportant task in integrating KeyNote into
new appl i cations.

* The policy of the application nust be correct and well-fornmed.
In particular, trust nust be deferred only to principals that
should, in fact, be trusted by the application.

* The application itself must be trustworthy. KeyNote does not



directly enforce policy; it only provides advice to the
applications that call it. 1In other words, KeyNote assunes that
the application itself is trusted and that the policy assertions
it specifies are correct. Nothing prevents an application from
submi tting msleading or incorrect assertions to KeyNote or from
i gnori ng KeyNote altogether

It is also up to the application (or sonme service outside KeyNote) to
sel ect the appropriate credentials and policy assertions with which
to run a particular query. Note, however, that even if inappropriate
credentials are provided to KeyNote, this cannot result in the
approval of an illegal action (as long as the policy assertions are
correct and the the action attribute set itself is correctly passed
to KeyNote).

KeyNot e i s nonotonic; adding an assertion to a query can never result
in a query's having a | ower conpliance value that it would have had
wi t hout the assertion. Qmrtting credentials nmay, of course, result
in legal actions being disallowed. Selecting appropriate credentials
(e.g., froma distributed database or “key server') is outside the
scope of the KeyNote | anguage and may properly be handl ed by a renpte
client making a request, by the local application receiving the
request, or by a network-based service, depending on the application

In addition, KeyNote does not itself provide credential revocation
servi ces, although credentials can be witten to expire after sone
date by including a date test in the predicate. Applications that
require credential revocation can use KeyNote to hel p specify and
i npl enent revocation policies. A future document will address
expiration and revocation services in KeyNote.

Because KeyNote is designed to support a variety of applications,
several different application interfaces to a KeyNote inplenmentation
are possible. Inits sinplest form a KeyNote conpliance checker
woul d exi st as a stand-al one application, with other applications
calling it as needed. KeyNote might also be inplenmented as a library
to which applications are linked. Finally, a KeyNote inplenmentation
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m ght run as a local trusted service, with local applications
conmuni cating their queries via sone interprocess comruni cation
mechani sm

8. Security Considerations
Trust nanagenment is itself a security service. Bugs in or incorrect
use of a KeyNote conpliance checker inplenentation could have
security inplications for any applications in which it is used.

9. | ANA Consi derations
Thi s docunent contains three identifiers to be maintained by the

| ANA. This section explains the criteria to be used by the ANA to
assign additional identifiers in each of these lists.



9.1 app_domain ldentifiers

The only requirenent on | ANA on allocation of these identifiers is
that they be unique strings. These strings are case-sensitive for
KeyNot e purposes, however it is strongly recommended that | ANA
assigns different capitalizations of the sane string only to the sane
or gani zati on.

9.2 Public Key Format ldentifiers

These strings uniquely identify a public key algorithmas used in the
KeyNot e system for representing keys. Requests for assignment of new
identifiers must be accompani ed by an RFC-styl e docunent which
describes the details of this encoding. Exanple strings are "rsa-
hex:" and "dsa-base64:". These strings are case-insensitive.

9.3 Signature AlgorithmlIdentifiers

These strings uniquely identify a public key algorithmas used in the
KeyNot e system for representing public key signatures. Requests for
assi gnment of new identifiers nust be acconpanied by an RFC-style
docunent which describes the details of this encodi ng. Exanple
strings are "sig-rsa-nmd5-hex:" and "sig-dsa-shal-base64:". Note that
all such strings nust begin with the prefix "sig-". These strings
are case-insensitive.
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B. Full BNF (al phabetical order)

<ALGORI THM>: : {see section 4.4.2} ;

<Assertion>:: <VersionFiel d>? <Aut hFi el d> <Li censeesFi el d>?
<Local Const ant sFi el d>? <Condi ti onsFi el d>?
<Comment Fi el d>? <Si gnat ur eFi el d>?

<Assignnents>:: "" | <AttributelD> "=" <StringLiteral > <Assi gnnent s>

<AttributelD>:: {Any string starting with a-z, A-Z, or the
underscore character, followed by any nunber of
a-z, A-Z, 0-9, or underscore characters}

<Aut hFi el d>:: "Aut horizer:" <Authl D>

<Aut hl D>:: <Principalldentifier> | <DerefAttribute>

<C ause>:: <Test> "->" "{" <ConditionsProgram "}"



| <Test> "->" <Value> | <Test> ;

<Comment >:: "#" {ASCI| characters}

<Comment Field>:: "Comment:" {Free-formtext} ;
<Condi tionsField>:: "Conditions:" <ConditionsPrograne ;
<Condi tionsPrograne:: "" | <Cl ause> ";" <ConditionsProgran ;

<Deref Attribute>:: <Attributel D> ;

<ENCODEDBI TS>:: {see section 4.4.2}

<Fl oat Ex>:: <Fl oat Ex> "+" <Float Ex> | <FloatEx> "-" <Fl oat Ex>
| <FloatEx> "*" <FloatEx> | <FloatEx> "/" <Fl oat Ex>
| <Fl oat Ex> """ <FloatEx> | "-" <Fl oat Ex>
| "(" <FloatEx> ")" | <FloatLiteral> | "&" <StrEx> ;

<Fl oat Rel Expr>:: <FloatEx> "<" <FloatEx> | <FloatEx> ">" <Fl| oat Ex>
| <Fl oat Ex> "<=" <Fl oat Ex>
| <Fl oat Ex> ">=" <Fl oat Ex> ;
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<FloatLiteral >:: <IntegerLiteral >"."<IntegerLiteral > ;
<IDString>:: <ALGORI THW":"<ENCODEDBI TS> ;
<IntegerLiteral >:: {Decimal nunber of at |east one digit}

<IntEx>:: <IntEx> "+" <IntEx> | <IntEx> "-" <IntEx>

| <IntEx> "*" <IntEx> | <IntEx> "/" <|ntEx>
| <IntBEx> "% <IntEx> | <IntEx> "~" <IntEx>
|
|

"-" <IntEx> | "(" <IntEx> ")" | <IntegerlLiteral >
"@ <StrEx> ;
<IntRel Expr>:: <IntEx> "==" <IntEx> | <IntEx> "!=" <|ntEx>

| <IntBEx> "<" <IntEx> | <IntEx> ">" <lntEx>
| <IntEx> "<=" <IntEx> | <IntEx> ">=" <IntEx> ;

<K>:: {Decimal nunber starting with a digit from1l to 9}

<Keyl D>:: <StrEx> ;

<Li censeesExpr>:: "" | <PrincExpr> ;
<Li censeesFi el d>:: "Licensees:" <LicenseesExpr> ;
<Local Const ant sFi el d>:: "Local - Constants:" <Assignments> ;

<Opaquel D>:: <StrEx> ;

<PrincExpr>:: "(" <PrincExpr> ")" | <PrincExpr> "&&" <PrincExpr>
| <PrincExpr> "||" <PrincExpr>



| <K>"-of (" <PrincList> ")" |
| <DerefAttribute> ;
<Principal ldentifier>: <Opaquel D> | <KeylD> ;
<PrincList>:: <Principalldentifier> | <DerefAttribute>
| <PrincList>"," <PrincList> ;

<RegExpr>:: {POSI X 1003. 2 Regul ar Expression}
<Rel Expr>:: "(" <Rel Expr> ")" | <Rel Expr> "&&" <Rel Expr >
| <Rel Expr> "|]|" <Rel Expr> | "!" <Rel Expr>
| <IntRel Expr> | <FloatRel Expr> | <StringRel Expr>
| "true" | "false" ;
<Si gnature>:: <StrEx> ;
<SignhatureField>:: "Signature:" <Signature> ;
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<StrEx>:: <StrEx> "." <StrEx> | <StringLiteral> | "(" <StrkEx> ")"
| <DerefAttribute> | "$" <StrEx> ;
<StringLiteral >:: {see section 4.3.1} ;
<StringRel Expr>:: <StrEx> "==" <StrEx> | <StrkEx> "!=" <StrEx>
| <StrEx> "<" <StrEx> | <StrEx> ">" <StrEx>
| <StrEx> "<=" <StrEx> | <StrEx> ">=" <StrEx>
| <StrEx> "~=" <RegExpr> ;
<Test>:: <Rel Expr> ;
<Val ue>:: <StrEx> ;

<Principal Identifier>

<Ver si onFi el d>: :
<VersionString>::
Ref er ences
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Ful | Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwise explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this



docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into | anguages other than
Engl i sh.
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The Iimted perm ssions granted above are perpetual and will not be

revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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