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Abst ract

Thi s docunent presents a Logical Key Hi erarchy (LKH) Conproni se
Recovery (CR) inplenmentation for the key managenent protocol
suggested in the paper "Key Managerment for Milticast: |[|ssues and
Architectures"[10]. The goals of this paper include: defining the
CR nethod, identifying the requirenents, defining the operational
protocol, and reconmendi ng an inplementation for an LKH CR

i mpl enent ati on.
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1 Background

Mul ticasting technol ogy has been a prom se for nany years now, a bl end

bet ween uni cast (point-to-point) and broadcast (on sender, many,
unidentifiable receivers), multicasting allow a group of participants to
conmuni cate efficiently between thensel ves using public networks. Security
has been a key area hol di ng back wi despread adoption of multicast.

Group comuni cations can be obtai ned using unicast nethods (e.g., send

an e-mail to each participant), but this has an i npact on the network
infrastructure, requiring sufficient resources to send each nessage from
the sender to each recipient uniquely (an e-mail to 100 addresses requires
the sender to actually send 100 nessages). Using nulticast, information is
sent once into the multicast infrastructure and the infrastructure creates
new nessages/ packets only when needed. Dependi ng upon the networking
technol ogies in use, multicast can be performed with a single nessage.

Group comuni cations can al so be obtai ned usi ng broadcast methods, though
these nethods tend to be sinplex (one-way) in nature. |In this case, the

sender sinply broadcasts his informati on and each receiver nust determ ne
if the nessage is of interest to them This approach is inefficient due

to the processing required at each broadcast recipient to filter out the

want ed from unwant ed nessagi ng. Broadcasting is also not practical with

sone networking technol ogies (e.g., packet sw tched).

Mul ticasting, in general, provides the capability for information to

be dissem nated to an identified group of participants efficiently.
Multicasting is typically performed by creating a group where participants
place informati on destined for all other participants. This group can be in
the formof a newsgroup, |P address, or ATM address.

The security challenge for nulticasting is in providing an effective

nmet hod of controlling access to the group (and it's information) that is as
efficient as the underlying nulticast. A primary nethod of liniting access
to information is through encryption and selective distribution of the keys
used to encrypt group information. Control of the key distribution process
provi des effective control of the group. The controlling policy for key

di stribution may differ anbng groups. For instance, mlitary organizations
may wish to distribute keys to particular individuals or units based on

| ocation or perm ssions; banks nay wish to limt key distribution to
particular trusted individuals; individuals nmay wish to limt distribution
to particular famly menbers. The range of options is limtless.

Establ i shing this cryptographic group on an internet is not a trivial task.
The entire group nust converge on a single suite of security nechanisns

for data protection. The single cryptographic key nust be created and
distributed to all menbers of the group in a secure manner. Sone type

of access control policy nust be enforced as part of the key distribution
mechani sm These policies nust be created and di ssem nated to the groups in
a manner that that can be trusted.
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The decision to create a cryptographic group on the internet is a decision
based on the data that is going to be passed across the network and the
needs of the communicating group. |f the data being passed across the
network is extremely inmportant and not tine sensitive, the security

policy for creation, dissenination, and access control may be stringent.
Alternately, if the data is not very sensitive, the security policies of the
group may be nore relaxed. This is an inportant distinction because there
is a trade-of f between security (assurance that the policy is in effect) and
performance (tine and resources necessary to inplement the policy). The job
of coordinating that trade-off falls to a managenment protocol

1.1 Security for Milticast

The issue of secure multicast comruni cations for nulticast groups has two
parts. The first part consists of the nechani sns used to secure the data
while it is in transit between the multicast group menbers. The second
part, is the nanagenent of the security groups. Managenent in this case,
refers to:

1. Creation and distribution of keys,
2. Enforcement of access control policies, and

3. Operational control (e.g., conprom se recovery, rekey, identity
i nfrastructure issues).

Thi s docunent presents a Logi cal Key Hierarchy (LKH) Conproni se Recovery
(CR) inplenentation for the key management protocol suggested in the
paper "~ Key Managenment for Milticast: |ssues and Architectures''[10].
The goals of this paper include: defining the CR nethod, identifying
the requirenents, defining the operational protocol, and recomendi ng an
i mpl enentation for an LKH CR i npl enentati on

2 Conproni se Recovery

2.1 Definitions

For the purpose of this docunent, a group is a gathering of communicating
menbers with a single key. |If the group key is conprom sed, then secure
conmuni cati on nmust be restored through a recovery action. A conpronise
occurs when a nenber of the group can no |onger be trusted (e.g. group
nmenber | oses their key or a group nmenber's key is stolen). Wen this
happens, the group needs to change the conpromni sed keys, w thout giving
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the new keys to the conprom sed nenber. This docunent proposes as LKH CR
protocol for this purpose.

2.2 Conprom se Recovery Policy

A conpromi se is an event that makes a trusted nmenmber of a group untrusted
and untrustable. Al keys in that nenber's possession are considered
““lost™T. Many different events nay trigger a conprom se including

equi prent | oss, discovery of inappropriate data transfer and theft.
Conprom sing events are defined by the CR Policy. The CR Policy nust be
defined and understood prior to the conpronise. The policy should define
what type of conmprom se requires recovery, the speed with which recovery
nust be conpleted, and the | evel of acceptable risk to the system

The following sections identify the mninum CR Policy assunptions that would
be necessary to support the LKH CR protocol presented in this document.

2.2.1 Restoration of Secure Network Operations

Net wor k operations should be restored with a m ninmal nunber of nessages
and with mnimal delay. The goal of recovery is to resunme operations in

a secure node quickly and efficiently. The size of the LKH array and the
extent of the conpronise will determ ne the nunber of nessages required to
recover the LKH

2.2.2 Restrict Conprise Recovery Actions to Authorized |ndividuals

The CR process changes the group nmenbershi p and comobn group keys. An
unaut hori zed CR action could subvert the group into comunicating with
unaut hori zed i ndividuals or be used to deny service to the network. In
order to prevent unauthorized CR actions and reduce system vul nerability,
only authorized individuals should be allowed to identify that a conprom se
has occurred, assess the risk, and inplenent the necessary CR action

2.2.3 Multiple Co-Located Conprom ses

The CR process shall provide nechanisns to allow recovery from single- and
mul tiple-entity conprom ses. Historically, conprom ses have occurred due
to the breach of physical security neasures at a particular location. In
a group environnent, it is possible that several group nenbers wll be
physically co-located. The CR process should be capable of dealing with
mul tiple co-located conmpromn ses.
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2.2.4 Secure Conprom se Recovery Life-Cycle

The entire life-cycle of the CR process nust be secure. This includes the
generation of CR materials, establishment of the CR group, execution of
recovery froman event, and term nation of CR for a group

2.2.5 System Stability After a Conprom se

The outcone of any conmprom se event and the resulting CR action nust |eave
t he group capabl e of recovering from anot her conproni se.

2.3 Requirenents

The foll owi ng sections present the requirements necessary to support the LKH
CR protocol

2.3.1 Ceneration of LKH Arrays

The LKH array generation nmechani sms, as well as the LKH arrays, mnust

be protected from unauthorized access. The CR Manager wi |l have the
only access to these mechani sms. Further, the conputers on which these
nmechani sns reside nust also be sufficiently protected from unauthorized
access.

2.3.2 Ceneration of Support Materials

The LKH CR process will be supported by certificates. The certificate
regi stration process nust provide nechanisns to ensure that there is
unanbi guous identification of individuals and authorities. The mechani sms
and processes within the certificate registration process nmust al so be
verifiable and protected from unauthorized access and discl osure.

2.3.3 Secure Conprom se Recovery

The CR process includes the exchange of sensitive materials (LKH key array).
To ensure that the conproni se recovery process is secure, it nust include
mechani sns for:

1. ldentifying all group nenbers;
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2. ldentifying all CR agents;

3. Verifying the authority for all sensitive acts;

4. Verifying the integrity of all data exchanges;

5. Protecting all information that could be used to attack the CR system
and

6. Verifying the assurance level of all CR conputer components.

2.3.4 Normal QOperation Requirenents

The requirenents identified in this section support the distribution
management and storage of the LKH arrays prior to a conproni se event. These
requi renents nust also be fully satisfied upon conpletion of a CR action

2.3.4.1 Mninal Exposure of LKH Arrays

The LKH arrays are sensitive information and, if |left unprotected, can be
used to attack or conprom se the secure group. The use of routers and

ot her network conponents to distribute the LKH arrays should take pl ace

wi th the understanding that the conpromni se of the conponent could lead to
group attacks. In order to help nminimze the risk of exposure, the LKH
arrays should be held by as few conputers as possible. Each CR Manager
that mai ntains an LKH array nust provi de adequate physical, procedural, and
conputer trust protection mechanisnms to protect the array.

2.3.4.2 Authentication of Identities

For all key managenent actions, the identities of the receiving and sendi ng
parties need to be nutually understood. This requirenent could be net by
verifying the public key of a party during key generation

2.3.4.3 Verification of Authorization

The managenent actions supporting CR are critical to group security. The
identification and participation authorization of each group menber invol ved
inacritical action nust be verified. This requires a clear security
policy understood across the group. This policy can be static or dynam c
based on a policy dissem nation nmechani sm
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2.3.4.4 Conputer Security Trust Requirenents

The LKH key arrays are critical. |If these arrays reside unencrypted on

a conputer at any tine, then that conputer nust be trusted to protect the
group's data. This requirenment would be supported by maintaining only the

LKH arrays on group nenber's conputers. Each group nenber's conputer nust
be trusted to protect the group's data.

2.3.4.5 Cryptographic Structure of G oups

It is anticipated that very large groups may choose to inplement this LKH

CR technique to support their CR process. In order to provide the best

managenent and oversight, the large group should be constructed as the union

of multiple smaller groups. Each of the smaller groups will have its own

LKH array structures. These smaller LKH array structures will provide the

capability to:

1. Localize the CR processes;

2. Cenerate and maintain smaller LKH arrays;

3. Localize the CR reporting procedures;

4. Localize CR managenent; and

5. I nplenent cryptographic gateways to mnimze any single group traffic
key exposure.

2.3.4.6 CR Message Requirements

There are security requirements placed on CR nessages to ensure that the
nmessages are sent and received by the individuals with the appropriate
authority levels. CR nessages should provide the follow ng information:
1. Source verification;

2. Authority verification

3. Confidentiality of data from unauthorized access;

4. Verifiable integrity of all data exchanges;

5. Protection of all information that could be used to attack the CR
system and
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6. Verifiable assurance levels of all CR conputer conponents.

The CR messages do not have a secure association (SA) with the group and,
therefore, confidentiality nust be provided within the recovery key schems.

2.3.4.7 Conprom se Event Di scovery and Reporting

A del i berate compronise event may be difficult to di scover because it is

in the interest of the attacker to keep the conprom se a secret. As |ong

as the conproni se remains undi scovered, the attacker will continue to have
access to the group's data. An accidental or unintentional conprom se wll
likely be reported as soon as the action is identified. However, regardl ess
of the source of the conprom se, the CR Manager nust have sufficient
nechani sns established to identify a conprom se. The CR Manager nust then
assess the extent of the conpromise to identify the necessary CR actions for
recovery.

All CR actions will result in a tenporary disruption of the group while
the group nenber's identities are verified and the keys are changed and

di ssem nated. A conplete di scussion of conpronise discovery and reporting
is outside the scope of this docunent. Formal conpromni se discovery and
reporting policies should be devel oped to support this process. The LKH
CR techni que presented in this docunent relies on input froma conprom se
di scovery action to identify the conpromn sed group nemnber.

3 LKH CR Protocol Specification

The | ogical definition of a secure group is multiple nenbers conmuni cating
via a common key schene. The focus of the LKH CR protocol is the CR
protocol of this group. The nethods used to create, distribute, verify, and
aut henticate the common group key are outside the scope of this document.

3.1 Goup Establishment

A large group can be serviced by several independent CR Agents each
controlling a subset of the CR domain. This architecture distributes the
processi ng and comuni cation requirenents of CR actions across the group
t hus avoi di ng comuni cati on and processing bottl e-necks.

For exanple, in an hierarchical tree CR protocol, a 2-layered LKH structure
with the CR Manager, ~ "Menber 1°°, at the top. The second |ayer nenbers
(1.1 to 1.5) are all subject to CR actions initiated by “~~Menber 1°°. Each
of the second tier menbers thensel ves have sub-nodes and hence, have LKH
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dat abases.

The top node in the LKHis identified as ~ Menber 1°° for the discussion in
the following sections. "~ “Menber 1°° (Node 1 in the LKH schematic) will act
as the CR Manager. The second |evel nodes act as CR Agents.

3.1.1 LKH Establishnment Protoco

The CR Manager and each of the CR Agents, will either create or obtain

t he LKH dat abases and distribute the appropriate keys to the nenbers in
their domain. These keys are extrenely inmportant to the continued secure
operation of the group. As such, the distribution of these keys needs to be
a secure process. The keys nust be kept confidential. Al the nembers need
to have an unanbi guous identification of any party downl oadi ng keys to them
The CR Manager and CR Agents need to have unanbi guous identification of the
menbers to which they will distribute keys. The nenbers need to verify that
the CR Manager and CR Agents are authorized to act in those roles. Each

of these requirenents is simlar if not exactly equal to the requirenents
needed to distribute the original group key. To avoid redundancy of action
wher ever possible, the CR data will be distributed with the symetric key.

3.1.1.1 Generation of LKH Array

The CR Manager generates the keys needed to construct a LKH array. There
are two nmethods for generating an LKH array for very l|large groups. First,
the CR Manager could generate a very deep array capabl e of enconpassing al
the potential nenbers of the group. Second, the CR Manager can generate a
smal l er array capable of recovering the first tier of a group. These first
tier menbers can act as del egated CR Agents, each generating LKH arrays for
group menbers in branches bel ow t hem

O the two nmethods for generating an LKH array for |arge groups, the

del egated CR mechani sm provi des greater scalability. The issue with this
del egat ed approach is the CR Manager and CR Agents nust be identified to
the group nenbers prior to the establishnent of a group. One nechanism for
acconplishing this is the use of a group policy token. The CR Manger and
CR Agents could be identified and a single group authority could authorize
t hem

This method of establishing LKH arrays will be illustrated in the follow ng
specification. The CR Manager generates and stores the |list of keys.
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3.1.1.2 Distribution of LKH Array to Group Menbers

The distribution of LKH array material should involve a peer-to-peer session
associ ation. The security of the group is built froma collection of
peer -t o-peer access control decisions.

It is inmportant to note that all access control decisions do not need to be
made by the CR Manager or any central point. A multicast group can easily
be constructed by a number of peer-to-peer access control decisions. The
critical issue is to ensure that the access control decisions are made by
nmenbers aut horized to make such a decision for the group

The identity of group access control points is a matter for group policy.
The sinplest policy is that one site nakes all group access decisions. A
nore scal eable solution identifies multiple points authorized to nake these
decisions for the group. An even nore scal eable solution allows any group
menber (with proof that they have been accepted into the group) to make an
access control decision for the group. Essentially, known group menbers
could be allowed to vouch for new group nenbers.

In the case of distribution of CR material, the generator of the LKH array
could distribute pieces of the array to authorized distribution points
within the group for subsequent distribution.

3.1.1.2.1 Establishment of a Secure Associati on Mbdern SA protocols like the
I nternet Secure Association Key Management Protocol (1SAKMP) are suited to
this task. The security characteristics of the establishment protocol for
the SA should include:

1. Verification of all identities;

2. Validation of public certificates (if used);

3. Creation of a pairwise traffic confidentiality key; and

4. Transfer of identity and certificate information to nmulticast security

managenent pr ot ocol

Once the SA is established, the multicast security nanagenment protocol can
use that SA for secure confidential conmmunications.

3.1.1.2.2 Data Structure of LKH Array Downl oad Message Wen the identities
of each side of the SA are known to the multicast security protocol

the multicast security protocol can use these identities along with the
verified information on the public certificates to enforce group security
policy. The group security policy includes information about authorized
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CR nmechani sms and distribution authorities. The nanagenent protocol needs
to verify that the CR Manager is authorized to download the LKH CR arrays.
The management protocol will take the identity and authority informtion
verified in the establishment of the SA and make sure that it neets the
policy criteria.

In order to verify authority, there has to be something that identifies
aut horized CR Agents. This could be an internal configuration file or
it could be a data structure that dynamically conveys a policy from an
aut hori zed source. In the case of a data structure, this policy data
structure (token) could be sent with the LKH array.

The data structure of the LKH array and (optional) Policy Token is:

2 bytes Data I D

16 bytes GpID

8 bytes Dat e/ Ti me

1 byte Sig Alg ID

2 bytes Cert Infra ID
1 byte LKH Versi on

4 bytes LKH array | ength
Vari abl e LKH array

1 byte (policy token)
4 bytes (# packets)
Vari abl e (Packets 1-n)
1 byte (Pub Cert)

2 byte (# Packet s)

1 byte (Packets 1-n)
Vari abl e Sig

wher e:
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Data I D: Identifies the packet as a CR data item
1=LKH array, 2=LKH array with policy
t oken, 3=LKH array with policy token and
public certificate of signer

Gp ID Specifies the group the LKH array wll
addr ess

Dat e/ Ti ne: Sel f - expl anat ory

Sig Alg I D: Speci fies the signature algorithm used
in this data item

Cert Infra ID: Specifies the certificate infrastructure
needed for verifying signature

LKH ver: Versi on of the LKH CR protoco

LKH Array Length: Total number of bytes in the LKH array

LKH Array: Dat a

() signifies optional fields

(Policy Token): Identifies the Policy Token

(# Packets): Sel f - expl anat ory

(Policy Token Packets 1-n): Sel f - expl anat ory

(Pub Cert): Identifies public certificate data being
sent

(# Packets): Sel f - expl anat ory

(Packets 1-n): Sel f - expl anat ory

Si g: Signature field as identified earlier

3.2 CR Policy and Enforcenent

3.2.1 Conprom se Event

The CR Manager, designated as Menber 1, nanages conpromi ses occurring in the
second tier of the hierarchy. |In the second tier nmenber designations (eg.
1.1), the nunber to the left of the decinmal refers to the CR Manager. The
nunber to the right of the decinmal is the unique identifier of the CR Agent.
The third tier is conmprised of group nenmbers who do not act as CR Agents.

In the third tier designations (eg., 1.1.5), the first number refers to the
CR Manager. The second nunber designates the second tier CR Agent that owns
the domain on which this particular nmenber resides. The third nunber, in
this example 5, is a unique identifier. This nunbering scheme is useful for
reporting conpromni ses and all ows the menber designation of the bottomtier
menber to uniquely identify that nenber, the CR Manager, and the del egated
CR Agent in the hierarchy above.
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3.2.1.1 Conprom sed Di scovery

After a conpromise is discovered, a conprom sed report is received by Menber
1, the CR Manager. The contents of this nessage include, at a m ni mum

the identity of the conprom sed nenber and, in the case of a nulti-tiered
architecture, a path to that nenber.

The active nenmber in this exanple is the CR Manager (Menmber 1). The CR
Manager will verify that the CR report was received and is authentic. It
will then initiate CR actions.

3.2.1.2 Recovery Protocol

The CR Manager creates the CR nessage based on the infornmation that was
passed within the CR report. The CR Manager sends this message to al
menbers of its domain utilizing the nulticast comunication address of the

group.

The CR nessage is sent on the group address and to the commopn key nanagenent
port routing to the key management application resident at each nmenber.

Each nenber verifies that the CR nessage is authentic and that the signature
on that nessage conmes froma party that is authorized to send a CR nessage.
Thi s authorization decision is based on some known policy that has been
previously configured for the group. One nechanismthat is useful for
configuring group policy is a policy token.

Each CR nessage will contain a Date/ Time stanp. A CR action nmay only be
processed if its Date/Tinme stanmp is later than the Date/ Tinme stamp of

the last CR action processed for the group. In the event of nultiple CR
actions, the CR nmessages should be processed in ascendi ng order according
to their date/tinme stanp.

After the CR nessage has been verified, each nenber will decrypt their
portion of the CR nessage. That single CR nessage will recover some portion
of the conproni sed group and provide the first tier menbers the neans to the
reset group traffic keys to a new secure key. Any nmenber in the path of a
conprom sed nenber and will be unable to decrypt the new group traffic key.

The LKH shown in Figure 1 represents virtual nodes as letters and nenbers
nodes as numerals. Assuming Menber 1 is conpronised, the synbolic form of
the recovery nmessage is:

ConpHdr {[ Sec HdrB(MXK' )B], [Sec HdrD(MX' , A" )D], [Sec Hdr2
(MX' ,C,A)2]}Sigl khc

Not at i on:

ConpHdr {} = CR nessage header for nmessage between {}
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LKHControl | er

| | | |
1---2 3---4 5---6 7---8

Figure 1. Sanple Conproni se
[ SecHdr*(M3K' ).] = Data packet containing a security header that allows
t he decryption of the data package encrypted in key * (in this case, the

dat a packet contains MK Milticast Goup Key Prine)

{}SigXo = Public key signature of data contained within {}, public key to
verify is Xo.

The data structure of the CR nessage foll ows:

1 byte CR Msg ID
16 bytes GplID

8 bytes Dat e/ Ti me

1 byte Encr Alg ID
1 byte Sig Alg ID
1 byte Hash I D

2 bytes Cert Infra ID
1 byte CR Msg Type
1 byte Tree type

1 byte LKH Ver

4 bytes # Packets
Vari abl e Packets 1-n

Vari abl e Sig
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CR Msg I D

Gp ID

Dat e/ Ti ne:

Encr Alg ID:

Sig Alg I Dt

Hash | D:

Cert Infra I D

CR Msg Type:

Tree Type:

LKH Ver:

# Packets:

Packets 1-n:

Packet type:

Packet Length:

Si g:

Si gnature format:

LKH Pr ot ocol Mar ch, 1999

CR Message | D distinguishes this nessage
from ot her key nmanagement nessages. Suggest
an integer value with: 66=CR

Group identification value is a 16 byte
string that identifies the specific group
the CR nessage is to recover. Suggest this
field be the group comopn nane.

This field specifies the date/tine this
nessage was sent.

Encryption Algorithmldentification. This
field specifies the exact cryptographic
algorithmto be used by this nessage. An

i nteger value suffices. 1=DES CBC, 2=triple
DES.

Signature Algorithmldentification. This
field identifies the algorithmused to sign
this message. Suggestion 1=DSS.

Hash ldentification specifies the hash

al gorithmused. Suggestion 1=SHA
Certificate Infrastructure ldentification
specifies type and | ocation of certificate
i nfrastructures.

CR Message Type specifies type of CR
message. Suggest: 1=G oup Recovery,

2=l ndi vi dual Recovery, 3=Mai ntenance,

4=Del ete Group Key.

Thi s specifies the nechani smused by the CR
process.

LKH Protocol Version. Suggestion 1=first.
Nunber of Packets specifies the nunber of
infornation data itenms in the payload of the
CR nessage.

Each i ndivi dual packet will take the
followi ng form

1 byte Packet type

4 bytes Length of packet

Vari abl e Data

Specifies the data within the packet.
Suggest: l=encrypted key(s),

2=crypt ographi ¢ changeover tine,
3=unencrypt ed dat a.

An integer specifying the number of bytes in
t he data packet.

The signature bl ock contains the actua
signature in the algorithmspecified in the
Sig Alg ID data field. It should take the
followi ng form

1 byte Signature fornat

4 bytes Length of data

Vari abl e Data

This field defines the exact data contai ned
in the data field. Suggest: 1=DSS, 2=DSS
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3.2.2 Single Message to Excl ude Conprom sed Menber

The CR Manager has been notified of the conprom sed status of a tertiary
menber (eg., 1.1.1). The CR Agent in the conprom se path generates a
nmessage using keys stored in its database that will exclude the conprom sed
menber fromreceiving the new group key.

ConpHdr { [ SecHdr B( MaK0) B] ; [ SecHdr D( M3K0; A0) D] ; [ SecHdr 1: 1: 2( MaK0; Q0;
A0) 1:1:2]}SigXl:1

The CR nessage is sent out over the multicast conmunication address. Al
nodes in the group and in the subgroup receive that nessage and each

aut hori zed menber decrypts the new traffic key. It is possible that

the CR Agent could act as a cryptographic gateway for its sub-nodes. A
crypt ographi c gateway changes the cryptographic traffic key for a branch of
a group. A nessage encrypted with the group key of the second tier would
cone to the CR Agent who would then take all the data and re-encrypt that
data in the group key common for its branch

The CR Agent's CR nmessage will be restricted only to group nmenbers in its
domain. There are two possi ble scenarios to support this restriction

In the first, the CR Agent could be a cryptographic gateway and therefore
woul d have a group address for it's branch. The group address could offer
alimted distribution option to preclude external transmission. |In the
second scenario, the CR Agent coul d establish a special |ocal group address
for the branch.

3.2.3 New G oup Key

When suborninate CR Agents are used all nenbers in the path of a conproni se
nmust be brought back into the secure group. To acconplish this, the CR
Manager (Member 1) creates a SA with the del egated CR Agent using a SA
protocol |ike | SAKVP

Once a SA is established, the CR Manager sends a conbi nati on nessage to

t he del egated CR Agent (Menber 1.1). This conbination message tells the
CR Agent that one of a its sub-nodes has been conproni sed and al so passes

t he new secure group key. The CR Agent verifies that the CR Manager is the
originator of this nmessage and then updates it's group key. The CR Agent
then begins CR actions for his domain

The synbolic formof the message is:
ConpHdr[ (SecHdr1 (M )1, ConpRpt)Sigl]l

Not at i on:
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ConpHdr {} = CR nessage header for nessage between {}

SecHdr*(M3K') = Data packet containing a security header that allows the
decryption of the data package encrypted in key * (in this case, the data
packet contains MK Milticast G oup Key Prine)

{}SigXo = Public key signature of data contained within {}, public key to
verify is Xo.

The nessage structure for this comnbination nessage is exactly the sane as
the group recovery nessage defined in Section 3.2.2. This nessage utilized
a new data packet type, Packet Type 3, to transmt the CRreport to the CR
Manager .

4 RECOVIVENDATI ONS

4.1 Devel op Multicast Framework

In the interest of standardization and efficiency, it is reasonable to
propose a standard multicast security framework that could organize the
establ i shnent of security for nulticast groups. 1In such a framework, CR
woul d be a conponent of the overall security profile for a group. The
LKH CR protocol could be an option for supporting CRw thin a standardized
framework architecture

The LKH CR protocol is part of a conplete multicast security nanagenent
protocol. It provides CR services for a group w thout respect to the

di stribution methodol ogi es or underlying comruni cati on protocols. The
LKH CR protocol does make sone assunptions about services provided by the
nore general nulticast security management protocol. This protocol should
i ncl ude nmechani sns to support the foll owi ng requirenents:

- Verifiable and understandabl e security policy;

- Unanbi guous identification of nenbers;

- Verification of authority to performrelevant actions; and

- Confidential delivery of information to group nenbers.
These basic services are fundanental to securing groups with keys. A
wel | -orchestrated protocol should incur the overhead of these services once
and pass all necessary information to the group nenbers. The LKH CR does

not inplenment these nechanisns due to the assunption that these services
are avail able during secure key establishnent. Inplementing these services
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within the LKH CR protocol is redundant.

4.2 Conputer Trust Requirements

Mul ticast security protocols do not allow each nenber of a group to verify
the identity and authority of every other nmenber of the group. This neans
t hat each menber of the group nust \trust"sonme other party (group nember
or not) to verify another group nmenber. This cooperative enforcenent of
security policy across the group requires a base-level of trust in those
verifying authorities.

It is important that every group nmenber, CR Agent, or CR Manager with
access to either the group key or the LKH key array (in unencrypted form,
is capable of protecting that information from unauthorized di scl osure.
This requires that all proper rules nmust be enforced as part of the group
security protocol. These computers must al so be trusted not to divul ge
the keys via an unofficial route (e.g., a hacker exploiting a weakness in
anot her application).
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