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1 1 NTRODUCTI ON

Mul ticasting technol ogy has been a prom se for nmany years now. A

bl end between uni cast (point to point) and broadcast (on sender, nany,
unidentifiable receivers), multicasting allow a group of participants to
conmuni cate efficiently between thensel ves using public networks. Security
has been a key area hol di ng back wi despread adoption of multicast.

Group comuni cations can be obtai ned using unicast nethods (e.g., send

an e-mail to each participant), but this has an i npact on the network
infrastructure, requiring sufficient resources to send each nessage from
the sender to each recipient uniquely (an e-mail to 100 addresses requires
the sender to actually send 100 nessages). Using nulticast, information is
sent only once into the nulticast infrastructure and the infrastructure only
creates new nessages/ packets when needed. Depending upon the networking
technol ogies in use, multicast can be performed with a single nessage.

Mul ticasting, in general, provides the capability for information to

be dissem nated to an identified group of participants efficiently.
Multicasting is typically perfornmed by creating a group where participants
pl ace informati on destined for all other participants. This group can be in
the form of a newsgroup, |P address, or ATM address.

The security challenge for nulticasting is in providing an effective

net hod of controlling access to the group (and it's information) that is as
efficient as the underlying nulticast. A primary nmethod of liniting access
to information is through encryption and selective distribution of the keys
used to encrypt group information. Control of the key distribution process
provi des effective control of the group. The controlling policy for key
distribution may differ anbng groups. For instance, organizations nay w sh
to distribute keys to particular individuals or units based on |ocation or
perm ssions; banks may wish to limt key distribution to particular trusted
i ndividuals; or individuals may wish to linmit distribution to particular
fam |y nmenbers. The range of options is linmtless.

Establ i shing this cryptographic group on an internet is not a trivial task.
The entire group nust converge on a single suite of security nechani sns

for data protection. The single cryptographic key nust be created and
distributed to all menbers of the group in a secure manner. Sone type

of access control policy nust be enforced as part of the key distribution
mechani sm These policies nmust be created and di sseminated to the groups in
a manner that can be trusted.

The decision to create a cryptographic group on the internet is a based

on the data that is going to be passed across the network and the needs

of the communi cating group. |f the data passed across the network is
extremely inmportant and not tine sensitive, the security policy for
creation, disseni nation, and access control may be stringent. Alternately,
if the data is not very sensitive, the security policies of the group

may be nore relaxed. This is an inportant distinction because there is
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a trade-of f between security (assurance that the policy is in effect) and
performance (tinme and resources necessary to inplement the policy). The job
of coordinating that trade-off falls to a managenment protocol

Thi s paper identifies and discusses the security and key managenent

requi renents for cryptographic groups. This includes group creation, group
key creation, key distribution, policy creation, policy distribution, access
control and group behaviors (managenment, rekey and conproni se recovery).

The goal is to craft the specific requirements for a Milticast Security
Management Protocol (NMSWVP)

1.1 Desirabl e Features

The desirable features for a MSMP i ncl ude:

- The security managenent protocol shall operate in a heterogeneous
conmuni cati ons protocol environnment

- The security managenent protocol shall provide and utilize al
reasonabl e security nechani sns to provide high assurance to
security-rel evant managenent events.

- The security managenent protocol shall protect the group fromall known
security attacks pertaining to security nanagenent.

1.2 Candi date Applications

In looking to the internet, the Inter-Domain Routing Protocol (IDRP) and

the Distance Vector Multicast Routing Protocol (DVMRP) use nulticast as

a nechanismfor parties to relay comon information to their peers. Each
party both sends and receives information in the nulticast channel. As
appropriate, a party may choose to | eave or join the comunication w thout

t he express permi ssion of any of the other parties. Mre interestingly, the
nmul ticast internet protocol (IP) nodel has the receiver telling the network
to add it to the distribution for a particular multicast address, whether it
exi sts yet or not, and the sender is not consulted as to the addition of the
receiver.

O her applications of nulticast conmunications in the internet (e.g., NASA
sel ect broadcasts) can be viewed as inplenenting the sender nodel because

t he sender selects the broadcast tine, channel, and content, though not the
destinations.



Har ney/ Har der dr af t - har ney-spart a- nsnp- sec- 00. t xt [ Page 4]



| NTERNET- DRAFT MBMP Requi rements and Policy Mar ch, 1999
1.2.1 Tel econferencing
Vi deo or audio tel econferencing is one nodel of nulticast comunications.

W despread use of the video or audio tel econferencing applications wll
result in many small groups existing at one time. These groups wll

be highly dynam c. Individual users may have several applications, or
i nstances of applications, running simultaneously with different keys.
I ndividuals will gain access to groups based on their network address and

on personal characteristics (e.g., name, organization, physical |ocation
aut hori zations) that nmay be contained in cryptographic certificates. There
may even be a secondary nmechani sm for finer grained access managenent
controlled locally.

1.2.2 Broadcast (NNTP, NASA broadcast)

Anot her scenario for group keys is a large single keyed group. There

are some interesting environnental constraints on key nanagenment i nposed

by the characteristics of extrenely |arge groups (e.g., network news and
broadcast). Network news transnissions represent the case of extrenely

| arge groups where each recipient receives the sane data package. The
keyi ng of a secure network news group is conplicated by the unidirectiona
characteristic of the comunications. The sheer size of network newsgroups
precl udes any sort of standard reply fromeach recipient, as these

acknow edgnents woul d easily consunme all avail abl e network bandw dth for
popul ar groups.

cooperative enforcement of the group security policies would require that

all entities enforcing the access control policy were trusted to do so.

This requirement may seemdifficult to manage. Yet, the group with access
to the data decryption key are trusted to protect that data. It seems

| ogi cal that those sane menbers should be trusted, by default, to protect
the key that is protecting the data. Essentially, the group nenbers trusted
to protect the data being encrypted are available, and trusted, to enforce

t he groups' access control policy. The problem devolves to how do we use

t hose nenmbers to speed group establishment.

The security of the key is inversely proportional to the nunber of holders
of that key. This observation | eads to sone potential alternatives

for controlling the keys protecting information in such a group. One
alternative for large groups is to conpose it of smaller groups connected by
““cryptographic gateways''. (1) In principle, if any single endpoint goes

1. Cryptographic gateway refers to a device that is trusted to decrypt and
re-encrypt
traffic fromone ““enclave'' to another. Such a device nay be a specialized
nmul ticasting gateway, providing security translation service between a | oca
network and the multicast backbone. Also, such a device nmay be
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bad, the conprom se is confined to that communi cation group. In effect, the
conprom sed cryptographic key would have Iimted utility. The geographica
| ocation of that communicati on net bounds the utility of the key. Systemns
that require actual broadcast of secure packets (e.g. satellite downfeeds
and some cable architectures) could not use the nmeshed | arge cryptographic

group.

1.3 Security for Milticast

The issue of secure multicast communications for multicast groups has two
parts. The first part consists of the nechani sns used to secure the data
while it is in transit between the nmulticast group nenbers. The second part
is the managenent of the security groups. Managenent in this case, refers
to:

- Creation and distribution of keys,
-  Enforcement of access control policies, and

- Operational control (e.g., conpromn se recovery, rekey, identity
i nfrastructure issues).

1.3.1 Securing Milticast Packets

When a group of entities share a cryptographic key, for encryption of data
traffic over a multicast address, they all share use of that key. Milticast
conmuni cati ons all ow any nenmber of the group to encrypt a message and

have it decrypted by nultiple destinations. The sender IDis included

in an | P packet but any nmenber of the group can create a packet with any
sender I D nmaking it inpossible to unanbi guously distinguish the source

of the transm ssion based on the key used to decrypt the transni ssion

This inplies that a separate nechani sm rmust authenticate the source for
transm ssion in a cryptographic group

Several mechani sms exi st that can authenticate individual sources of
transm ssion in a cryptographic group. The npost obvious and wi dely used
mechanismis the digital signature. Digital signatures have the advantage
of being received by a wi de audi ence and being created by a very narrow
audi ence. They have the di sadvantage of taking a long tine (as conpared
to encryption) either to sign or to verify. Depending on the type of
conmuni cati on going on, the tine required to use a digital signhature my

enpl oyed where there are issues of cryptographic releasability, allow ng for
groups to be created, that use several cryptographic algorithms.
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make it inmpractical.(2) For conmunications that are not tine sensitive,
it may be reasonable to apply a digital signature. Network news naybe
appropriate for digital signatures.

1. 3.2 Managi ng Secure G oups

The MSMP enconpasses all the issues of a cryptographic group. The
management of rmulticast secure groups is nost likely an application |ayer
protocol. Each group of menbers needs an instance of the managenent
application |ayer protocol. Those protocol instances need to cooperate
to successfully enforce the group's policies and provide keys and group
management i nformati on.

There are many nmanagenment issues associated with the securing of a multicast
group, including:

- Key generation procedures,
- Key distribution to all group nenbers,
- Commonl y understood group mechani sms, and

- Orchestrated group actions.

The next section outlines the details of the target requirenments for such a
group managenent protocol

2 REQUI REMENTS

A clear collection and definition of the multicast security and key
managnent requirements will help in the definition of the MSMP. Many peopl e
have an idea of how to solve nmulticast key managenent problens for specific
systens. The requirements presented in this paper were collected fromthe
requirenents for multicast key and security nmanagenent fromdifferent types
of systems. Several multicast security proposals were also reviewed to
include their stated requirenents.[1, 2, 3, 4, 5, 8]

2. The use of digital signatures for stream ng applications may

be inpractical on a " packet-by-packet'' basis, though it may be possible to
performa digital signature verification on a periodic basis over " chunks'
of the previously transmtted stream Al so, the use

of a running cryptographic checksum initialized by an authenticated nessage
(signed precursor), may al so serve this purpose.



Har ney/ Har der dr af t - har ney-spart a- nsnp- sec- 00. t xt [ Page 7]



| NTERNET- DRAFT MBMP Requi rements and Policy Mar ch, 1999

2.1 Real World Requirenents

There are two broad requirenents of the real world: efficiency and utility.
MBMP nust present a useful functionality set for nost applications. |t rmnust
contai n enough options to allow it to operate across heterogeneous systens
and configurations. Unfortunately, the desire to provide a functional too
set for the w dest range of applications conflicts with other concerns,
nanely efficient use of resources and perfornance.

2.1.1 Performance

- MSMP shal |l establish snall groups in a few seconds.
- MSMP shal | support |arge groups that never converge.

- MSMP shal |l support confirmation of group convergence (nerge) in |arge
groups, where required by group policy.

- The MSMP should be able to accommpdate a variety of convergence states.

2.1.1.0.1 Resource Uilization

It is desirable to perform managnent operati ons when they have the |east
operational inpact. It may be useful to describe a performance curve

for multicast security nmanagenent over the life span of a secure group

The set-up phase of the group is where a mgjority of the managenent
functions should occur. Interactions that would interrupt the group (rekey,
conprom se recovery, |leave, join) should be localized to nenbers of the
group requiring the service. These interactions should also be streanlined
to mnimze the inpact on the legitimte group nenbers.

In the group comunications of a multicast group, the security nanagenent
set-up takes place coincident with the group set-up. During nornal group
conmuni cation, the security nanagnent of the group is nerely a watchdog
effort ensuring the group is operating correctly. During a re-key, |eave,
or join, security managenment occurs, but it is mniml and |ocalized, if
possi bl e. The group conmuni cati ons processing increases if there is a

conprom se of a group nember. |If conprom se recovery is possible for a
group, the security nanagenent protocol will becone active in keying the
conprom sed individual out of the group. |In nost instances, a new group

is created that excludes the conpromised entity. The security managnent
prot ocol would al so support documentation of information for a forensic
revi ew of the conprom se

In summary, the MSMP nust:
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- Front |oad processing requirements (set-up) and

- Provide audit mechani sns.

2.1.2 Flexibility/Mdularity

MBMP nust be flexi ble enough to apply to many different environments.
It nust be npdular to easily allow users to adapt the protocol to their
environnent. One nmechanismto create an efficient and highly flexible
protocol is to provide a single architecture that supports nmultiple
speci al i zed sub-protocols. To some degree, it may make sense to make
protocol "objects" optimzed for a particul ar need.

In summary, the MSMP nust:

- Support multiple environments and

- Provide mechani sms for the expansion and optim zation for specia
envi ronnent s.

2.1.3 Scalability

Scal ability refers to the protocols' ability to do two things -- support
groups with | arge nunbers of users and support |arge nunmbers of individua
groups. Unfortunately, these two architectures can be at odds with each
ot her.

2.1.3.1 Many Group Menbers

Sone multicast groups have an extrenely high nunber of sites. Usually, nost
group members are receive-only and very few are transmit. There are sone
interesting requirenents associated with this type of group. The security
protocol may need to operate "out of band" and each individual site wll
need to correlate keys to the appropriate group address.

There are architectural issues with whether a group like this should even
share a single key. Today's architecture relays a single nessage around
the globe. This may not be desirable in the case of a secure group. A key
shared by many people really will not protect nmuch information. O course,
it is also true that if a key holder cannot be trusted to protect the key,
nor can they be trusted with the information protected by the key.

An alternative architecture to the single key per group is the |arge
group built up of smaller groups connected by cryptographi c gateways.
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<l nt er net >

| | |
<Cr ypt oGat eway> <Cr ypt oGat eway> <Cr ypt oGat eway>

Key=1 Key=1/2 Key=2/ 3

I I I I I I
<Menber> <Menber> <Menmber> <Menber> <Menber> <Menber>

Key=1 Key=1 Key=2 Key=2 Key=3 Key=3

Figure 1. Use of Cryptographic Gateways to Reduce Key Exposure

Figure 1 presents this type of large group. These conposite groups have
the advantage of Iimting the utility of any single cryptographic key

and tighter control can be placed on access control by specifying |oca
trusted controllers. The MSMP need do very little to support this type

of group. Each local group is feasibly a normal cryptographic group. The
cryptographi c gateway can either be a |ocal decision or it could be stated
in the policy. See Figure 1

In summary, the MSMP nust:

- Enforce conmmunications policy defined by group and

- Link single key(s) to individual groups.

2.1.3.2 Large Numbers of Small Groups

Anot her scalability issue is that the protocol nust support a |arge number
of groups each with a fairly small number of nmenbers. |t seens reasonabl e
to predict that the internet will probably have nany I P video or audio

t el econferences occurring at any one time.

The scalabilty issues with this scenario deal with availability of
resources. An approach that relies on a central server in establishing
groups woul d |ikely experience problens as the nunber of groups increases
and, given the dynam c nature of groups, the group's lifespan decreases.
That central server woul d becone very busy and a potential single point of
failure.

In summary, the MSMP nust Support small group proliferation without creating
conmuni cati on or processing overl oads.
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2.2 Security Requirenents

There are security requirements inherently tied to a protocol that

manages keys [3,4,5]. The follow ng sections attenpt to identify all of

t hese possible requirenents. Protocols designed to service a particular
environnent will have a tailored subset of requirenents. However, a generic
MSMP nust be flexible enough to satisfy these broad requirenents.

The use of cryptography to protect data shifts the burden of security to

t he managenent of the cryptographic key. In essence, control of the key is
equi valent to control of the data, and key nanagenent becones the pivota
poi nt for cryptographic-based security.

2.2.1 AlgorithmDefinition

Due to the nature of groups, negotiation of cryptographic algorithms is
difficult, if not inpossible. MM nust define a conmon al gorithm policy.
This could be optimzed to the environment.

Al ternatively, the Internet Secure Associati on Key Management Protoco

(1 SAKMP now | KE) could negotiate the algorithmsuite. |If |SAKMP was able

to conpletely cover the domain of the potential user base of the MSMP, then

| SAKMP woul d be an adequate solution. The problem arises when a user tries

to utilize MSMP without having benefit of a pre-negotiation by | SAKMP. NMSMP

woul d have to either negotiate the algorithmsuite itself or cause | SAKMP to
do so.

In summary, the MSMP shoul d:

- Select cryptographic algorithms based on negotiated group policy, and

- Provide an interface for 1 SAKMP to establish the cryptographic
envi ronnent .

2.2.2 Key Generation Definition

Two general mechani sms exi st for the generation of cryptographic keys. A
cooperative peer exchange [8] of key information can create a cryptographic
key. Alternatively, a single entity can use a key generation technology to
generate a key by itself.

The choi ce of which mechanismto use is determ ned by the security

requi renents of the group and the conmunication resources available to the
MSMP. For each environnment, a policy decision will have to be made. The
MBMP nust support both nechani sns as directed by a policy decision
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In summary, the MSMP nust enforce key generation policy.

2.3 Authorization Definition

The definition of authorization nechanisns, and infrastructure, nust be
consi stent across a MSMP domain. Due to the potential use of authorization
tokens and certificates [ 9,10] for identity within the MSMP, the only

way to make correct access control decisions would be to have a conmon

aut hori zation definition. It may be possible to define a mapping

bet ween aut hori zati on mechani sms to all ow het erogeneous authorization
infrastructures to interact. However, this mappi ng nechani smcurrently
falls outside the scope of this security protocol

In summary, the MSMP nust:

- Enforce authorization policy, and
- Support a conmon authorization definition, and/or

- Support a conmon nmapping of definition between authorization
infrastructures.

2.3.1 Access Contro

Access control, as it relates to security and key nanagenent, denies the key
fromentities without permission to hold the key. Historically, asymetric
key managenent protocols have inplenmented a policy of peer review Peers
cooperate to create the key. They "know' each others' identity based upon

i nfornati on passed. This identity information was previously certified by
atrusted third party. Each peer "knew' that it wanted (or was allowed) to
create a secure session with the other entity.

In the case of a nmulticast group, the peer-to-peer relationship for access
control is inpossible to inplenent. The nunber of nessages required for
every menber in a group to identify, verify and perform access contro

for every other nmenber group is prohibitive in terns of processing and
bandwi dth. Hence, the access control mechanisms nust be different for

nmul ticast groups. |In a nmulticast group, it is reasonable for the group
owner to define the access control policy.

To sunmari ze, the NMSBMP nust:

- Support configuration of the access control policy,

- Distribute the access control policy to group, and
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- Verify access control

Since the MSWP has to control access to the key, it performs the access
control decisions. These access control decisions lay the very foundation
for group security. There are two different philosophies: rules-based and
i dentity-based access control

2.3.1.1 ldentity-Based

I dentity-based access control decisions |end thenselves to groups where al
partici pants of the group are known in advance. These decisions are very

cl ean and provide a high degree of assurance that only those group nenbers
listed have access to the data. This assunmes, of course, that the nechani sm
for identifying group nenbers is a strong one. |Identity in this case can
mean i ndividual identities as defined by individual's certificates or it can
refer to an | P address of a host machi ne.

Any identity-based access control policy requires that all access contro
deci si on nmakers have of the |ist of approved identities. The MSMP nust
provi de a nechanismto di ssem nate not only the policy, but also the actua
list of approved group nembers to all access control decision points.

2.3.1. 2 Rul e-Based

Rul e- based access control [9,10] relies on sone set of preestablished

par amet ers known about each potential nmenber of the group. A certificate
architecture infrastructure provides a framework to make rul e-based access
control decisions. The asymetrical signed certificates, signed by a
trusted entity, provide information about each individual

An issue with rul e-based access control is that the rule enforcenent nust be
consi stent across the entire group. This is easily acconplished if a single
point is making all the access control decisions. However, with nultiple
access control decisions being made by multiple menbers of the group, the
MSMP nust provide a nechanismto dissem nate the access control rules and
access control policy.

2.3.2 Key Dissem nation Architectures

Just as there are different |evels of data, there are different |evels of
security (trust in the access control) that apply to a group. There is

a natural trade-off between how fast the group can be established and the
degree of assurance of the group. These two factors tend to oppose each

other in secure group managenent.
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In a small highly secure group, it may be desirable to have a single trusted
authority or a small subset of trusted authorities to control access to

the group key. This architecture leads to a very tightly controlled group
Such groups have a very difficult tinme scaling for a |arge group

Access control requirenments and control of the group, may be relaxed to

all ow sone or all group nmenbers to dissem nate the key based on the passing
of some rudi nentary access control rules. This would result in an increase
in the speed of establishing an extrenmely |arge group

In either instance, the host naking access control decisions to the
cryptographi c key needs to be trusted to nmake those decisions. The
definition of trust is up to the owners of the data. It could take the form
of formal conputer security trust levels or it could be defined |ocally.

In summary, the MSMP nust:

- Support configurable key disseni nation architectures and protocols, and
- Conformto conputer security trust requirenments inposed by the
architecture.

2.3.3 Trust

The nmechani sms used to support and inplement a MSMP nmust be " “trusted
whi ch neans that the nechani sns are responsible for enforcing security and
the I evel of security enforced by the systemis dependent on the flaw ess

execution of these resources. |If the MSMP nust enforce trust policies,

it needs to be cogni zant of the trust topology of its resources. |If a
sub-group of routers has the necessary trust nechanisns to protect keys, it
is a candidate for a key dissemnation protocol. However, this would inpose

a trust topology on the multicast internet. Use of these trusted routers
woul d need nanagenent. The trust |levels need nmonitoring (to verify the
trusted state is exists), and the list of trusted routers nmust be avail able
to all entities that desire to create groups.

To sunmarize, the MSMP nust:
- Enforce policy concerning data protection and conputer security trust
I evel ;

- Mintain verification of the trusted state of "trusted" entities, in
accordance with data protection accreditation; and

- Miintain state information for its domain in order to know ~“who'' to
trust.
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2.3.4 Authorization

Mul ticast groups require authorization of all inportant security actions.
The multicast protocols nust provide a mechani sm where each group nenmber can
verify the identity of the entity asking it to performinportant actions and
check this identity against a pre-stored |ist of pernissions.

In peer security protocols, the authorization mechanismis relatively
sinmple. Each peer [6, 7] will make the decision to create a secure

session with another peer based upon the | P address or user ID of the

peer. Since there is direct conmunication between peers during secure
associ ation establishment, there is perfect know edge of the identity of the
conmuni cati on part ner

In the case of MSMP, there is a requirenent for a different authorization
nmechani sm Group nenbers, in many instances, accept a key as valid w thout
participating in the key's creation. There is a degree of trust on the

part of the group nenber that the key is valid and does indeed belong to the
group cl ai ned.

A MSMP could fail if it does not have a full set of authorization

mechani sms. The SMKD protocol [8] is designed for core base trees

(CBT). The security protocol utilizes CBT routers to di ssem nate group

keys. The CBT routers all undergo a mutual suspicious exchange verifying
identities and authorization to receive the key. The group nenbers strongly
aut henticate thensel ves to the CBT routers when they request a group key.
However, the CBT routers do not strongly identify thenselves to the group
menbers. Nor do the new menbers have information froma trusted source
authorizing the router to distribute the group key. In this protocol it

is conceivable that a CBT router could becone a rogue router. Wen the
group member makes a request to join a group, the rouge router could give

it a bogus key for that group and create an entire sub-group with this bogus
key. It could trick nenbers of the false group into conmunicating sensitive
i nformati on on the bad key. 1In short, not having a robust authorization
nmechani sm and utilizing the nechanism could |l ead to masquerade attacks.

In summary, the MSMP nust enforce authorization policy concerning group
establ i shnent, key dissem nation, rekey and conpromni se recovery.

2.3.5 Rekey Approach

Traditionally, a cryptographic key was treated as if it had a shelf life.
More accurately, a cryptographic key is changed when too nuch data was
protected by that single key. The nost straightforward mechanismto achieve
this changeover is to cancel the old group and create new group in its place
containing all the old nmenbers. However, the creation of a cryptographic
group, especially a large one, is an arduous task requiring a great deal of
access control decisions, messages, processing and processing resources.
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This is a time consunming process. In many cases, it is preferable to

m nimze the disruption of the comruni cation group by sending out a single
nmessage that will change the group's key. This process is called rekeying a
gr oup.

When the rekey occurs, the single secure nmessage containing the new group
key is created. That nmessage is transmitted to the group. Included in

that message is some sort of cryptographic changeover tine. This tine

is far enough into the future that nost, if not all, of the group nmenbers

are sure to receive the rekey nessage prior to changeover time. At that
cryptographi ¢ changeover tinme, all group nenbers will switch to the new
cryptographic key for the group

To allow for graceful transition between old and new group keys, there is
usual ly a short period of tine when either key decrypts messages. This
al | ows nessages that were in transm ssion, encrypted under the old group
key, to be received at their destinations and decoded i nmedi ately after

t he cryptographi c changeover time. However, all messages being sent after
crypt o-changeover tine use the new key for encryption

Usual ly, only large groups securing critical conmunications use rekey. The
MSMP shoul d support the concept of rekey particularly for critical groups
t hat cannot withstand an interruption in service.

2.3.6 Conpron se

For the purpose of this discussion:

- Aconpromise is the loss of trust in an entity with access to keys.
This loss of trust (inplies an assunption that the key has been
exposed) invalidates the key.

- A conpromise is not an adninistrative decision to renove or replace an
entity with access to key. A loss of trust in that entity is not
assuned. Admi nistrative decisions do not necessarily inply that the
key held by an entity is invalid.

The conpromi se of a secure group nmenber is a nore serious problemthan the
di scovery of a conproni sed nmenber for pairw se secure comunication. In
the case of pairw se conmunication, the secure association is deleted and
no further action need take pl ace.

If a group nenber is conpromni sed, the conprom sed nenber needs del etion
fromthe group, but at the sane tinme the other group nenbers need to be
able to continue their conmmunications without a disruption of service.
The seriousness associated with disruption of service and the urgency of
renovi ng a conprom sed nenber is a trade-off.
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There are several issues dealing with the handling of a conpromn sed group
nmenber that could |ead to nany requirements on the MSMP. The general goa
of dealing with a conpromnised group nenber is to return the group to a
secure state. This conpromsed entity is denied access to future group
information. Normally, one creates a separate group that includes al
nmenbers of the original group mnus the conprom sed nenber.

Thi s inposes several managenent requirements on the security nanagenent
protocol. The security managenment protocol nust be able to either recognize
t he conpromi se of a group menmber or accept a report that a group menmber is
conpr om sed

There are at |least two separate neans for dealing with conprom ses. One
mechani smrecently put forth [10] replaces the conpromnise recovery keys
within the group. These keys split the group in such a nmanner that it
woul d be easy to send a single nessage to nultiple group nenbers to get
them on a new secure group transm ssion key. This nechani smwoul d reduce

t he amount of tinme needed to reconstitute the secure group, after discovery
of a conprom se. However, this mechanism al so requires nanagenent of these
conprom sed recovery keys and the storage of conprom se recovery by all the
group nmenbers. Such a conpromi se recovery nechani smwoul d be extrenely

val uable in the case of long-termstatic groups. This is especially true
if the comunications are critically inportant.

Anot her conprom se recovery mechanismis sinply to cancel the conprom sed
group and create a new group that is exactly equal to the old, mnus

t he conpromi sed menber. This nechanismhas sinplicity on its side, but
certainly is slower and causes nmore disruption to the group conmuni cati ons.

In short, the MSMP nust enforce conpronise recovery policy as defined at
group establishment.

2.4 Protocol Requirenents

The multicast security protocol has requirenents |evied upon it based nore
in the good design of a protocol rather than focused on the security aspects
of the protocol. The follow ng sections attenpt to catal og these design
goal s.

2.4.1 Self Defined

The MSMP shoul d provide a conplete tool set for the managenent of keys and

security for cryptographic groups. It should generate and contain all the
i nfornati on the protocol needs to function. The one possible exception
could be the certificate's infrastructure, if one is needed. In the case of

the certificate infrastructure, a very good case exists for the utilization
of existing infrastructures rather than trying to reinvent it. The MSMP
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must :

- Provide mechanisms to all ow group-w de enforcenent of group policy, and

- Support existing certificate infrastructures.

2.4.2 Comunications Protocol |ndependent

The MSMP shoul d be independent of the conmunication systemit is being
transmitted over and any protocol that it mght be servicing. A majority of
the work done in this area has been under the auspices of the | PSEC Wir ki ng
Group. However, the MSMP not only services |IP |layer security, but will also
serve session and application |ayer security. The MSWMP will also reside on
hosts serviced by heterogeneous conmuni cati on protocols. As an application
protocol itself, MSMP should be conpletely divorced fromthe nature of the
conmuni cat i on.

The MSMP shoul d not target a specific conmunication protocol. However,

t hat does not nean that an option under the MSMP cannot target a specific
conmuni cati on environment. For exanple, the general protocol could offer

an option for those systens that operate solely over ATM or CBT networks.
These honmpbgeneous networks offer distinct advantages for a security
managenent protocol. A security managenent protocol could utilize a trusted
backbone of routers [8] to either set groups up nore quickly or to ease the
recovery froma conpromise. The MSMP shoul d of fer mechani sms that allow
custom zed protocols.

It is also inportant to realize that different cryptographic groups,
depending on their utilization, have different requirenents and natures.

For instance, a large |IP network may have the luxury to limt the nunber of
endpoints with identical keys, thereby linmting the scope of a conprom se.
In other systens (e.g. cable systemor especially those utilizing satellite
downf eeds), there is no capability to limt the scope of conproni sed keys by
l[imting the size of key groups. The MSMP mnust:

- Remmi n i ndependent of any specific comuni cation protocol or
infrastructure
- Support operation as a source to destination protocol; and

- Support honbgeneous systens with optim zed sol utions.
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2.4.3 Architecture | ndependent

The MSMP shoul d provide nulticast security management regardl ess of the
environnent it is serving. This protocol should satisfy at |east 95 percent
of the security architectures that require secure keys.

For exanple, the MSMP should be able to support networks that push a group
key onto the end points and where the end points pull the group. A large
group could be built up of multiple cooperatives or it could sinply be a

| arge commonly held group of symmetrical keys. Again, the MSMP shoul d be
able to satisfy both cases. The MSMP shoul d be configurable to support
extremely high security groups, even though they incur a degradation in
terms of speed. Conversely, it should be configurable to support groups
that trade high security for speed and ease of group establishnent.

Qobviously, a single scheme for creating secure groups and distributing
keys to those end points will not be adequate to satisfy all the different
architectures and environnents the MSMP will be supporting. A single,

uni versal ly accepted, protocol construct is required that all ows access to
sub-protocols optimzed for different environnents.

3 PCLI CY COVPONENTS

Security nechani sns and security protocols all enforce some policy or
policies within their domain. A clear definition of the enforced policies
is critical to the successful design and i nplenmentation of a security
protocol. The followi ng section attenpts to define policies that are being
enforced by the MSMP

3.1 Security Policy

Security policy is a statement of the rules enforced by security mechani sns.
There are nmultiple rules the MBMP will be able to enforce. |In a dynamc
system groups define these policies based on the data that particular group
will protect.

The security policy can be static, and therefore assuned, or it can be
dynam c and tailored to the requirenents of the group. A dynam c security
policy would allow the group owner to identify one or several key |ocations
as well as authorizing new group nenbers as needed. |f MSMP has a dynamc
security policy, a nechanismnmust define and di sseminate this policy across
the group. The MBMP must understand the policy and verify the authorization
of that policy.

A group security policy will nake statenments about the key the group wll
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share. For exanple, it is reasonable to see a policy that identifies a key
for financial data. The MSMP nust inplenent this policy across the group
uniformy

3.2 Architecture

The nore interesting policies MSMP will enforce involve the structure of
the group itself. The MSMP will enforce policy roles, key distribution
behavi ors, access control, rekey, and conprom se recovery.

3.2.1 Qperational Policy

Al'l of the proposed multicast security protocols [1, 2, 8] assuned a
structure of the key managenent protocol itself. A single entity creates
the key and makes it available for dissem nation to group nembers. The
various proposals disagree about key dissem nation, if routers are used to
make access control decisions, and how access control decisions are decided.

There is no reason that the MSMP need operate the exact sane way as it
creates keys for different groups in different environnments. A nechani sm
that conveys to the MSMP the operational policies will facilitate a nore
dynam c pr ot ocol

3.2.2 Key Dissenination Policy

Anot her group policy is key dissemnation. A single entity may create

t he keys, but the key can be disseminated to the group nenbers in severa
manners. One key di ssem nation policy could be that a single trusted entity
perforns all key disseminati on and associ ated access control decisions.
This single point to dissemnation policy is not performance oriented and
may not be acceptable for larger groups. Another policy is to del egate
responsibility for key dissem nation to a subset of routers. This policy
assunes trusted routers. The trusted routers nust protect the key and make
access control decisions in accordance with the sensitivity of the data
been protected. Yet another policy, is that any group nenber dissem nates
the group key to any potential group nember that nmeets a certain set of
criteria.

The particular policy for key dissem nation is highly dependent on

the sensitivity of the data to be protected. Depending on the data

bei ng protected, the sane application could have a very different trust

requi renent placed on the dissem nation of key. The MSMP coul d change its
di ssem nati on nmechanisns or indeed its utilization of sub-protocols based on
a policy statement about key di ssem nation and trust requirenents.
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3.2.3 Access Control Policy

Perhaps the nmost critical policy definition of the group is that of access

control. The access control policy defines the user or host that have
access to the cryptographic key. This policy can be identity- or rul e-based
or a mxture of both. 1In any case, the access control policy nust be

unambi guously stated so that only authorized group nmenmbers receive the key.

There are several ways to define access control policy. It can be based

on a hunan identity, |P address, perm ssion paraneters, job title, or
conpany name. The requirenment is that the paraneter be unanbi guous and
verifiable. The npbst conmon nechanismis a certificate. The information

in a certificate supports an access control decision because a trusted third
party verifies the accuracy of that information.

The MSMP coul d operate between multiple certificate infrastructures
providing there is a policy that clearly stated the acceptable certificate
parameters in each infrastructure. In short, the access control policy
states who shoul d have access to the keys and the nmechani sns used to prove
t hat .

3.2.4 Rekey Policy

As described in earlier sections, a rekey is a useful action when a
cryptographic key is of long duration or is protecting a great anount of
data. The decision to rekey is appropriate for any particular group and the
nmechani smthat rekey will utilize is the rekey policy.

Rekey involves the creation of the new group key and the creation of a

gl obal |y acceptabl e nessage to dissenminate that key to all the current group
menbers. A single group entity needs to coordinate this process. After all
there can only be one valid group key at a tine. The rekey policy would
need to state clearly the individual authorized to performthe rekey, the
time of the rekey, and the tine allotted for graceful key changeover.

3.2.5 Conprom se Policy

Conprom se recovery policy involves several decisions. There is the
deci si on whether to pre-place a conprom se recovery key hierarchy or to
del ete and rebuild the group. Another decision, is who has the authority
to declare the group conprom sed and how was that decision communicated to
t he group.

Perhaps the nost difficult part about conpronise recovery is discovering
the conpromise. The rules for discovering a conprom se and reporting it are
beyond the scope of this security protocol. However, the MSMP will need to
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have the capability to accept notification that the group is conprom sed.
How that notification is comunicated or utilized by the MSMP is a policy
deci sion. Conprom se recovery key structures can be pre-placed in a secure
group along with the normal group encryption keys. However, the MSMP nust
define the nature of the key structures' needs and pass it to the group at
the tinme of group establishnent.

4 DES|I GN RECOMVENDATI ONS

The anal ysis and revi ew of the MSMP requirenents and policies have resulted
in two recommendations regarding the direction of the nulticast security
effort. The first recommendation is to create a globally acceptable policy
nmechani smthat is accepted across the environnents and woul d conpletely
define the cryptographic group. The second recomendati on deals with the
design and inplenmentation of the NMSMP

4.1 d obal Policy Mechani sm

One thing that became clear during the analysis of nulticast group
requirenents is that there are nany policy decisions involved with

group establishnment. The nulticast environnent, unlike the pairw se

envi ronnent where a peer-to-peer negotiation is unconplicated, requires
nore coordinati on between the group nembers. Certainly, a single group
menber can make the cryptographic key. There are nmultiple ways the NMSMP
coul d dissem nate cryptographic key to the group. There is the issue of
whet her or not the group needs a rekey and, if it does, how to orchestrate
the rekey. There is the whole issue of conpronise recovery orchestration
Many of these decisions are highly dependent upon the sensitivity of the
data, the duration of the group, and the criticality of the communication

There is a strong argunent for each of these options. The MSMP shoul d be
capabl e of being configured to satisfy nmpost environnental requirenents.
Because the entire group needs a comon policy and group definition, it
nmakes sense for a single mechanismto provide this information. 1t would

be best if this policy definition nechanismperformed all MSMP configuration
actions. Hence, one reconmmended goal for the MSMP is that a single

mechani smis defined that will informthe MSMP of the group policy.

4.2 Limted Goup of Security Mechani sns

The foll owi ng recormendati on deals with the protocol design and

i mpl enentation. A small subset of security protocols should be designed and
optim zed for specific practical environments. These specialized protocols
cone froma generally accepted group specification nessage.



Har ney/ Har der dr af t - har ney-spart a- nsnp- sec- 00. t xt [ Page 22]



| NTERNET- DRAFT MBMP Requi rements and Policy Mar ch, 1999

Thi s reconmendati on suggests a highly nodul ari zed MSMP with a snmall, fully
optim zed, sub-protocol. There are benefits to doing this, including having
a universally accepted definition of multicast groups. The end points could
then either participate in a group (providi ng possession of the optim zed
sub-protocol), go get the appropriate sub-protocol, or not join the group
End systens could | oad those nodul es that are relevant to them and ignore
all the others. This leads to a protocol structure that works efficiently
for specific environments, provides universal protocol recognition, and
al l ows conservation of user resources.

Fromthe point of view of developing an international standard, the
nodul ari zed approach leads to a highly useful and efficient standard and
protocol. A high degree of interoperability exists due to the universally
accepted group definition. Each environment could have a the MSMP targeted
for that environnment. Honbgeneous environnments could use CBT routers or
internediate routers to distribute to key. Heterogeneous environnents
could have the end systems generate group keys w thout the know edge

of the routers. Extrenely |large unicast networks could utilize unique
conmuni cation infrastructures |like group set-up servers. Extremely high
security systens could include a conpronise recovery key structure.

4.3 Policy Decomposition O Milticast Protocols

The following table illustrates how some multicast protocols woul d deconpose
into the policy conponents previously identified. Each protocol nakes

di fferent assunptions of it's environment and those assunptions lead to
different policies. Yet, these policies can be represented using the sane
deconposition fornat.

KwP

perational - Certificate Infrastructure ID, Group Controller |IP address:
a.b.c, Goup 1st nenber |IP address: a.b.c.d, G oup Owmer Conmmon Nane: X

Di ssemi nation - Goup Controller only (push or pull) or any nember

Access Control - Mitual suspicious, IP address list or Rules: IP a.b.*,
Conmon Nane: *.acne.com

Rekey - Token required, uses GKEK sent during group establishment

Conprom se Recovery - Destroy group, create new, with certificate revocation
capability during establishment

SMKD

Qperational - CBT routers relays key, routers undergo rigorous
aut henti cati on
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Di ssemi nation - Downl oad from respondi ng CBT router

Access Control - Host sends signature to router

Rekey - NA

Conprom se Recovery - Destroy group, create new
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