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Abst ract

Thi s docunent describes a protocol for intra-domain group key
management for I P nulticast security, based on the framework of
[HCDO9]. In order to support multicast groups, the donmamin is divided
into a number of administratively-scoped "areas". A host-nenber of
a nmulticast group is defined to reside within one (and only one) of
t hese areas. The purpose of placing host-nmenbers in areas is to
achieve flexible and efficient key managenent, particularly in the
face of the problem of changes (joining, |eaving, ejections) in the
menbership of a multicast group. A separate adm nistratively-scoped
area control-group is defined for each (data) nulticast group, for
t he express purpose of key nmanagenment and ot her control - nessage
del i very.
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1. Introduction

Thi s docunent describes a protocol for intra-domain group key
managenent for IP nulticast security, based on the framework of
[HCDO9]. In order to support multicast groups, the domain is divided
into a number of administratively-scoped "areas". A host-nmenber of
a nmulticast group is defined to reside within one (and only one) of
these areas. The purpose of placing host-nenbers in areas is to
achieve flexible and efficient key managenent, particularly in the
face of the problem of changes (joining, |eaving, ejections) in the
menbership of a multicast group

A separate adm nistratively-scoped area control-group is defined for
each (data) nulticast group, for the express purpose of key
management and ot her control -nmessage delivery. A unique
cryptographic key is associated with every (nmulticast group

control -group) pair in a given area. The control-groups are used
for key managenent, follow ng the re-keying behavi or described in
[WEL98] and extending it over several key distributor entities.
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2. Background

The current docunent follows fromthe group key nanagenment

framewor k proposal of [HCDO99]. The framework of [HCDO9] introduces
two planes corresponding to the network entities and functions
pertaining to multicasting ("network infrastructure plane") and to
security ("key managerment plane"). Wthin the key nanagenment pl ane
two hierarchies (levels) of regions are introduced, nanely one
"trunk region" (inter-region) and one or nore "leaf regions" (intra-
region). These regions are defined to have uni que group keys and
are open to differing (inter-region or intra-region) group key
management prot ocol s.

The current work introduces an "intra-regi on" (leaf-region) group
key managenent protocol, where the term "domain" in the current

work is taken to mean a single leaf region of [HCDO9]. Although in
practice one |eaf region of [HCD99] can consist on one or nore of
our current "domains", for sinplicity we assume that one | eaf region
corresponds to one current domain

The definition of a "domain" (leaf) here is viewed nore from an

adm ni strative perspective, in which the "donmain" is adm nistered
and controlled by one body. This single-adm nistration perspective
is assuned both for nmulticasting and for key managemnent.

The group key nmanagement behavior in the current docunent is
inspired by the work of [W3.98] which is based on a centralized
server. The current work extends it to cover nmultiple entities in a
di stributed fashion.

The current document addresses group key management for nulticast
security. The issue of how a cryptographic key is applied to data
in a nulticast group is not addressed, although the current docunent
points to | Psec (ESP and AH) [KA98a, KA98b, KA98c] as a forenpst
candi dat e, depending on the nulticast application type. Although in
t he docunment a key is used to "encipher" the nulticast data to
control access by group nenbers, the intent is clear that

aut hentication-only nulticast applications nmay al so enpl oy the
current design.

The current docunent seeks to cover both the one-to-nmany and nany-
to-many multicast application types. Hence, the protocol has

been described is the broadest way possible, w thout affecting the
security of key managenent in general



Har dj ono, Cain, Monga [ Page 3]

Internet Draft I ntra-Domai n GKM Pr ot ocol February 2000

3. Architecture

The current work ains to manage nulticast group keys based

on wel |l -defined domains. It also distinguishes between nulticast
groups for the purpose of payload delivery and for the purpose of
key managenent.

The current docunment is concerned with the correct and secure
delivery of keys to nenbers of a nulticast group. It does not
prescribe how a key is to be used on the data being transnmitted in
the multicast group. The reader is directed to nethods such as

| Psec ESP [ KA98b] for concrete possibilities.

[ === RITE------------- |
I I
| DKD DVAAE |
I I
| ----R--- ----R--- ----R----
|| || || ||
| | AKD | | AKD | | AKD | |
|| || || ||
|| R R ||
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Figure 1. Intra-Donmain Group Key Managenent El enents

3.1 Domai ns, Areas and Key Distributors

At the dommin-level, a Domain Key Distributor (DKD) entity is
defined for the domain for the purpose of key nanagemnent.

In order to support multicast groups, the domain is divided into a
nunber of adm nistratively-scoped "areas" [Mey98]. A host-nenber of
a multicast group is defined to reside within one (and only one) of
t hese areas. The purpose of placing host-nmenbers in areas is to
achieve flexible and efficient key managenent, particularly in the
face of the problem of changes (joins and | eaves) in the nenbership
of a multicast group

At the area level, an Area Key Distributor (AKD) entity is defined
for each area for the purpose of key managenent.
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Dependi ng on the address all ocati on approach (see Section 3.4), each
area may be associated with one Area Milticast Address Allocation
Entity (AMAAE), such the MAAS of [HTE98], from which the Area Key
Distributor (AKD) of that area obtains area-w de nulticast

addresses. |In addition, at the domain-level, a Domain Milticast
Address Allocation Entity (DMAAE) nust exist to cater for the
domai n.

Wthin the domain, all Key Distributors (the DKD and AKDs) are
menbers of the domai n-wi de admi nistrativel y-scoped nmulticast group
called the "All -KD group", which does not extend beyond the domain
and whose nmenbership consists only of Key Distributors.

The Donmain Key Distributor (DKD) conmunicates to Area Key
Distributors (AKD) either through secure one-to-one (unicast)
conmuni cati ons or through the All-KD-group. The All-KD-group is

i ndependent of other multicast groups and it exists even when there
are no host-nenbers of any nmulticast group in the domain

The Area Key Distributor (AKD) communi cates to host-menbers residing
inits area either through secure one-to-one (unicast)
conmuni cati ons or through a special (ie. control) multicast group
whose scope is linmted to that area

Should a nulticast group originate from outside the domain and
should its traffic be enciphered under a foreign key, then
Translating Entity(s) (TE), such as a border-router(s), nust be
specified in the domain. |In such a case, the Donmain Key Distributor
(DKD) is assuned to have a copy of the foreign key through other

nmet hods (unspecified). The DKD will then supply the Translating
Entity(s) with a copy of the foreign key and a copy of a new

nmul ticast key to be used on the traffic in the domain

3.2 Trust Rel ationshi ps

The trust relationship in the current work revol ves around t he Key
Distributors and does not extend beyond the domain. Al Key
Distributors (DKD and AKDs) are configured and nai ntai ned by the
human admini stration in the domain. They nmust be inplenented using
t he nost secure technol ogy avail able, since they represent the best
poi nt - of - at t ack.

All entities trust the Domain Key Distributor (DKD) as the primary
source of authentic paraneters. The DKD can in fact al so take-on
the role of a certification authority when the need arises. The
public-key of the DKD is well-known to (and/or is configured wthin)
each host and within the Area Key Distributors (AKDs).
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A host residing within an area trusts the Area Key Distributor (AKD)
in that area.

3.3 Multicast Groups for Data and Contro

The current work enpl oys adm nistrativel y-scoped multicast
groups for the purpose of key nanagenent.

To distinguish these adm nistratively-scoped nulticast groups for
control (ie. key nmanagenment) fromthe nulticast group for data, the
latter will be referred to as "data nulticast groups", "data-groups”
or sinmply "multicast groups”". A control-related group will be
referred to as "control-multicast group"” or sinmply "control-group”

A "control -group” is an adm nistratively-scoped nulticast group
which is area-wide. It is initiated/ owned by the Area Key
Distributor (AKD) of an area. The purpose of an area control -group
is for key managenment relating to an associ ated data-nulti cast

gr oup.

An area control -group associated with a data-multicast group exists
so long as there are nmenbers of the correspondi ng data-multicast
group in the area. Once a data-multicast group ceases to have any
menbers in an area, the Area Key Distributor (AKD) of that area my
term nate that correspondi ng area control -group

A special control-group is the All-KD-group. This is an

admi ni strativel y-scoped multicast group which is domai n-wi de and
consists only of the Domain Key Distributor (DKD) and Area Key
Distributors (AKD). It has a fixed address and is initiated/ owned by
the Domain Key Distributor (DKD). There is only one All-KD-group in
a domain, and it is a permanent group, independent of whether any
data multicast group nmenbers exists in the domain. Unless
specifically mentioned, in the remainder of this docunent al

control -groups are area control -groups.

Note that once a host (in an area within the domain) becones a
menber of a multicast group, it also nmust becone a menber of one of
the area control -groups of the area within which that host resides.
This allows the Area Key Distributor (AKD) to conmunicate with the
host - nenber through the area control -group

Fromthe perspective of an Area Key Distributor (AKD) of an area,
for a nmulticast group having a host-menber in its area, the Key
Distributor (AKD) nust assign that host-nenber to one of the area
control -groups in that area.
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3.4 Keys: Multicast Groups and Control-Milticast G oups

A multicast group is associated with a domai n-wi de Ml ticast-Key

(MKey). The current work assunmes that cryptographic keys are

used for the enciphernent of the multicast traffic as a nmethod to
provi de recei ver access-control, where only valid nenbers of the

mul ticast group is provided with a copy of the cryptographic key.
This is true for data nulticast groups and area control -groups.

For each multicast group having a nenber in the domain, a unique
Mul ticast-Key (MKey) is assigned by the Domain Key Distributor (DKD)
for that nulticast group.

A multicast group having a nmenber in an area in the domain is

associ ated with one control-group in the area by the Area Key
Distributor (AKD) of that area. Al traffic within an area control -
group is enciphered in such a way that only the AKD of that area and
the intended receivers of the traffic will be able to deci pher the
traffic. The cryptographic key associated with an area control -
group is referred to generally as the Area- G oup-Key (AreaG oupKey).
An Area-Goup-Key is selected by the Area Key Distributor (AKD).

The Area- Group-Key (AreaG oupKey) is unique for each (multicast
group, control-group) pair

For the special All-KD group, an All-KD-Key (Al I KDKey) is assigned
by the Domain Key Distributor (DKD) for the All-KD group

Here, it is assumed (initially) that all payl oad

related to a nulticast group travelling within a domain is encrypted
using the Multicast-Key (MKey). Should the sender of the multicast
group be | ocated outside the domain, then a "Translating-Entity"
(TE), such as the border-router of the domain, must be enployed to
decrypt the entering traffic (using sone inter-domain cryptographic
key) and to re-encrypt it using the Milticast-Key (Mey) assigned in
the domain to that nulticast group. Similarly, the Translating-
Entity nust "translate" nulticast group traffic (sent froma group
nmenber in the current donmmin) when the traffic | eaves the domain

The "boot -strappi ng" process of each nulticast group and control -
group relies on the establishment of a Security Association (SA) and
a shared private-key between a (candi date) nember of the group with
the Key Distributor (DKD or AKDs) that controls the group. It is

t hrough this one-to-one secure channel that the paraneters for the
groups are then given to host-nenmbers by the Area Key Distributor in
the case of the multicast group and area control groups, or to the
Area Key Distributors (AKDs) by the Donmain Key Distributor (DKD) in
the case of the All-KD- group
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3.5 Control -Milticast G oups: Address Allocation

Three possi bl e approaches are available with regards to the use of
area control -groups (corresponding to a given nulticast group) for
key managenent by the Area Key Distributor (AKD)

(a) One control-group per area per multicast group

For each multicast group, having nenbers in an area, a separate
control-group is created within the area

Each separate area control-group is associated with a different
Ar ea- G oup- Key.

One di sadvantage of this approach is the potential |ack of
mul ti cast addresses within the area. Another disadvantage is the
wast e of resource related to area-wide nulticasting if the area
only has very few nmenbers of the corresponding nulticast group
Thi s approach requires the presence of an Area Milticast Address
Al location Entity (AMAAE) in each area

(b) One control-group per area for all nulticast groups:

In this approach, for each multicast group, having menbers in an
area, only one control-group is created within the area. Hence,
the area control -group is shared anong nmenbers of different

nmul ticast groups.

Al t hough there is only one (shared) area control-group, a
separate Area-Goup-Key is used for each data nmulticast group
VWhen the AKD wi shes to comunicate with nenbers of a particul ar
nmul ticast group residing inits area, the AKD will encipher the
conmuni cati ons using the appropriate Area-G oup-Key. O her non-
i ntended recipients will also receive the enci phered packets, but
will drop themsince they will not be able to deci pher them

The advantage of this approach is that there is only one control -
group which can be long-lived and have a fixed address. Having
the fixed address obviates the Area Milticast Address Allocation
Entity (AMAAE), thereby sinplifying the entire design.

The main di sadvantage of this approach is that bandwi dth w thin
the area is wasted when the AKD is perform ng key nanagenent
conmuni cations with only a small subset of group nenbers residing
in the area, since all other unconcerned nenbers are receiving

t he (enci phered) packets and dropping them Another related

di sadvantage i s increased opportunity for cryptanalysis of

enci phered packets of control -groups, since unconcerned menbers
are receiving these packets and may cryptanal yze t hem
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(c) One control-group per area for several multicast groups:

Thi s approach attenpts to bring together the advantages of the
previous two. For a fixed nunber of multicast groups, having
menbers in an area, a single control-group is created within the
ar ea.

Thus, within a given area a set of N nulticast addresses for N
control -groups can be selected and fixed. Each nulticast group
havi ng (one or nore nmenbers in an area) is then mapped to one of
the N control -groups in that area (eg. by hashing the multicast
group address).

In terns of key nanagenent, each (nulticast group, control-group)
pair will be associated with a uni que Area- G oup-Key
(AreaG oupKey) .

Thus, for exanple, a host who is a nenber of two multicast groups
Mzl and M2 may find that in its area both MGl and M3 are nmapped
into one control-group CGL, with two Area- G oup-Keys AGK1 and
AGK2 corresponding to the two multicast groups. Hence, for the
control -group CGl the host nmust maintain the unique triplets
(M3L, CGl, AGK1l) and (M=X2, CGl, AGK2). The host nust be able to
di stingui sh control -group packets in CGL corresponding to the two
mul ticast groups, in order for it to apply the matching keys.
Taggi ng met hods within control - packets may be enpl oyed to achieve
this effect, saving the host the effort of trying the keys.

In this manner, the design is sinplified by obviating the

Area Multicast Address Allocation Entity (AMAAE) for each area,
and the problem of unintended nembers receiving and droppi ng
(enci phered) nessages is al so sonewhat reduced.

The current work will enploy the third approach due to its
simplicity. W specify that an Area Key Distributor

(AKD) nmi ntains a napping between a nulticast group and its
corresponding control-group in the area. How this mapping is
established is inplenentation-specific, and thus outside the scope
of the document. Furthernore, we assune that each

control -group packet carries sufficient identification information
relating to the multicast group to which it corresponds, thereby

al  owi ng non-i ntended receivers of the packets in the shared
control -group to drop the packets wi thout attenpting to decrypt it.
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3.6 Goup Security Associations

The I Psec security architecture [ KA98a] defines the concept of a
Security Association (SA) between two comuni cating parties. An SA
is a sinplex connection that affords security services to the
traffic carried by it. An SAis uniquely identified by the triple
consi sting of the Security Parameter Index (SPl), an |P Destination
Address and a security protocol identifier. Thus, for a tw way
conmuni cations, two Security Associations nust be negotiated and
est abl i shed.

The current work recogni zes that for the many-to-nmany

nmul ticast applications the basic |Psec Security Association as a

si mpl ex connecti on does not suffice. Hence, it uses the notion of a
Mul ticast Group Security Association (GSA) derived fromthe sinplex
Security Association. Note that the concept of a GSA for multicast
has previously been describe, albeit briefly, in the |Psec security
architecture docunent [KA98a] and other rel ated docunments.

In the current docunent we assume that a Group Security

Associ ation (GSA) attributes is not negotiated between the

conmuni cating parties, but rather selected by one party. The entity
that sel ects the GSA depends on the whether it is a nmulticast group
or a control-group. Al menbers of the group would then use the one
same (Goup Security Paraneter Index (GSPl) related to the GSA
Simlarly, when a re-keying occurs, a new Group Security Paraneter
Index (GSPI) nust selected for the GSA and a new key nust be
generated by one entity and delivered to the group nenbers.

The notion of a Goup Security Association (GSA) selected by one
entity departs fromthe existing | Psec definition and has
inmplications on the ability of hosts to join nulticast groups.
Recal | that in the two-party conmmuni cation scenario, each party
negoti ates the Security Association (SA) depending on their
cryptographic capability (eg. cryptographic algorithns avail able).
In the case of a Group Security Association (GSA) sel ected by one
entity, the required capability (eg. mninmal algorithnms) denanded of
a potential nenmber must be announced through ot her nethods, such as
t hrough the multicast session description protocol or other
protocols. In this way, a nmulticast group initiator or owner can
speci fy what cryptographic algorithn(s) can be used in the nmulticast
group. This approach is in-line with the one-to-nany nulticast
applications (eg. pay per view service owners) and is deened
reasonable within the many-to-many multicast applications.
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3.7 Secure Channel s

The general term "secure channel" is used in the remainder of the
current document to mean conmuni cations between one sender and one
receiver (unicast), with authenticity and confidentiality. Secure
channel s here will be based on |IPsec (AH and/or ESP) [KA98a]. The
terminplies the existence of a Secure Association (SA) and a
privat e-key shared between the sender and receiver before the two
begi n communi cating securely. The |IKE protocol [HC98] can be used
to establish the Security Association and the shared private-key.

I ndependent of the Group Security Association (GSA) for the

mul ticast group, each host-nenber is assuned to have establish a
Security Association (SA) and a shared private-key with the Area Key
Distributor (AKD) of the area within which that host resides before
the host joins any groups. Simlarly, each Area Key Distributor

(AKD) is assuned to have establish a Security Association (SA) and a
shared private-key with the Donain Key Distributor (DKD) before the
AKD serves any multicast groups.

A "secure channel " between one sender and one receiver inplies that
the identity of the one is known to the other. Hence, in

conmuni cating via a secure channel with a Key Distributor (AKD or
DKD) a host-menber is by definition identified and authenticated by
the Key Distributor, and vice versa.

3.8 Periodi c Re-Keying

It is conmonly accepted that the |onger a cryptographic key is being
enpl oyed, the higher the chances of that key being successfully
cryptanal yzed by an attacker (who is assuned to have coll ected

ci phertext of messages encrypted using the key). This is
particularly true for keys of symmetric cryptosystens.

The current docunent recognizes the inportance of periodic re-
keying and attenpts to provide a workable solution in the face of
the issue of re-keying due to a new host-nenber joining (backward
confidentiality) and the issue of an existing nenber |eaving or
being ejected (forward confidentiality).

The approach of re-keying only when the group nenbershi p changes
suffers fromthe possibility that the nenbership does not in fact
change over |ong periods, and thus opening the possibility of
cryptanalysis of the multicast key.

Hence, the current design adopts the underlying phil osophy
that periodic re-keying is necessary (even if the nmenbership of the
mul ticast group does not change), independent of whether or not
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i medi ate re-keying is performed when a host joins/leaves the

mul ticast group. In this way, the design provides flexibility
for the inplementor to be "strict" (i mediate re-key at each
menber shi p change) or to be "l oose" (wait until next periodic re-
key) with regards to multicast key re-keying.

In the follow ng discussions on the group key nmanagenent protocols,
the current work will observe the strict re-keying policy (ie.

i medi ate re-key at each menbership change) since it represents a
nore conpl ex case. The | oose re-keying can be established by
renovi ng sone steps fromthe protocols and executing other steps
only when the designated periodic re-keying occurs. Periodic re-
keying in the nmulticast group will be determ ned by the Donmi n Key
Distributor (DKD) and inplemented with the aid of the Area Key
Distributors (AKDs). Periodic re-keying in a control-group (in an
area) associated with a multicast group will be determ ned by the
Area Key Distributor (AKD) of that area.

Fromthe perspective of multicast reliability, the approach of using
periodic re-keying all ows each Key Distributor (AKD and DKD) to
prepare for the re-keying, hence providing themw th a w ndow of
opportunity to obtain the next key. Having this w ndow of
opportunity provides a context within which reliability nechanisns
for key delivery can be established, either through existing
reliable multicast protocols or through mechani sms specific to key
managenent. In either case, the current docunent recognizes that
reliability is paranmount to group key managenent if nulticast
security is to be achieved.

3.9 Arrangenent of Keys in the Donmain

The current protocol ains at delivering a nulticast key, in the
formof a private-key (symmetric cryptography), to nenbers of a

nmul ticast group or a control-group. The fact that a host holds a
copy of the nulticast key is taken to nean that the host has
previously been correctly identified by its Area Key Distributor
(AKD) and that it has established a Security Association with its
AKD. The private-key used in a nmulticast group or a control-group
affords confidentiality and "group authentication" in the sense that
the source of any infornmation enciphered under the key is a valid
nmenber of the group. Note, that this |level of authentication (group
aut hentication) is inplicit and does not provide irrefutable proof
of the singular identity of the sender

The current docunent recogni zes the benefits of a public key
certification infrastructure and is open to such an infrastructure
bei ng depl oyed, with each entity being assigned a public key.
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However, in order to render the protocol inmediately depl oyable

in the near future, we assune that public keys are

assigned only to the Key Distributors (DKD and AKDs) and the Domai n
Mul ticast Address Allocation Entity (DMAAE) to allow themto
digitally-sign information that is to be sent through the multicast
group or the control-groups. These public keys are valid only
within the domain, and may not be recogni zed outside the domain
(unless a certification infrastructure is enployed).

3.9.1 Public Keys

The current protocol assumes that all Key Distributors (DKD and
AKDs) are assigned public-keys (asymmetric cryptography) in order
for these Key Distributors to digitally-sign certain information in
such a way that it is verifiable by all hosts in the domain.

A host-nmenber residing in area is assuned to have a copy of the
public-key of its Area Key Distributor (AKD) and the public-key of
the Domain Key Distributor (DKD).

An Area Key Distributor (AKD) is assuned to have a copy of the
public-key of the Domain Key Distributor (DKD). An Area Key
Distributor (AKD) nay obtain the public-keys of other Area Key
Distributors fromthe Domain Key Distributor (DKD), with the DKD
acting as a domain-wide certification authority.

Al the very least, the public key of the Domain Key Distributor
(DKD) must be advertised in a tamper-proof manner (eg. printed or
manual |y configured) to allow it to be used to vouch for the public
keys of the Area Key Distributors (AKDs).

3.9.2 Shared Private-Keys

Three types of group-oriented (ie. shared by a group) private-keys
(symretric cryptography) are used:

- Milticast-Key (MKey): this is the private-key associated with a
mul ticast group that is used by all the group nenmbers in the
domain to encrypt/decrypt the nulticast traffic in the nmulticast
group. This key is generated by the Domain Key Distributor (DKD)
of the domain.

This key is delivered securely to each Area Key Distributor
(AKD), who will in turn deliver the key securely to each group
menber in their area.
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- Area-Goup-Key (AreaG oupKey): this is the private-key associated
with the (multicast group, control-group) pair, and used to
enci pher the conmunications in the control-group. An Area-G oup-
Key is generated by the Area Key Distributor (AKD) of that area
and delivered to each nenber through a secure-channel. An Area-
Group-Key is known only to the AKD of an area and the nenbers (of
the corresponding multicast group) residing in that area.

- AIl-KDKey (Al KDKey): this is the private-key associated with
the special All-KD-group. All the Area Key Distributors (AKDs)
and the Domain Key Distributor (DKD) hold a copy of the All-KD
Key. This key is generated by the Domain Key Distributor (DKD)
and delivered to each AKD through a secure-channel. This key is
used to enci pher the conmunications within the All-KD group.

Two types of pair-oriented private-key are used in the current
wor k:

- Menber-Private-Key (MrPKey): Each host-nmenber in an area pair-
W se shares a Security Association (SA) and a Menber- Privat e- Key
(MorPKey) with the Area Key Distributor (AKD) of that area. The
Security Association (SA) and the Menber-Private-Key (MrPKey)
are long-term and must be established before the host-nenmber
joins (or initiates) any multicast groups and is given a copy of
that group's Milticast-Key (MKey). There is only one SA and one
Mor PKey shared between the host-nenber and the Area Key
Distributor (AKD), independent of the nunmber of rmulticast groups
to which that host-nenmber bel ongs.

-  AKD- Private-Key (AKDPKey): Each Area Key Distributor (AKD) of an
area pair-w se shares a Security Association (SA) and a AKD
Private-Key with the Domain Key Distributor (DKD). The Security
Associ ation and the AKD-Private-Key (AKDPKey) are |ong-term and
nust be established before any nulticast group exists in the
donai n.

In summary, the private-key arrangenment fromthe point of view of
entities is as foll ows.

Host s:
A host-menber of a multicast group residing in an area holds a
copy of the Milticast-Key (Mey) and a copy of the Area- G oup-Key
(AreaG oupKey) corresponding to the (multicast group, control-
group) pair. In addition, the host-nenber also holds its own
Menber Private-Key (MrPKey) independent of any multicast groups.
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Area Key Distributors (AKD):
For each multicast group having a nmenber in an area, the Area Key
Distributor (AKD) of the area holds a copy of the Milticast-Key
(MKey) of the multicast group and hol ds a uni que Area- G oup- Key
(AreaG oupKey) corresponding to each (multicast group, control -

group) pair.

In addition, an AKD al so holds a copy of the current All-KD Key
(Al KDKey), its own AKD- Private-Key (AKDPKey) and a copy of the
Menber Private-Key (MrPKey) of each nenber residing in its area.
These (the Al | KDKey, AKDPKey and Mor PKeys) are independent of any
nmul ticast groups to which a resident host-nenber bel ongs.

Domai n Key Distributor (DKD):
The Donmain Key Distributor (DKD) of a given domain holds the
Mul ticast-Key (MKey) for each multicast group, a copy of the
current All-KD Key (Al KDKey), and a copy of the AKD- Private-Key
(AKDPKey) of each Area Key Distributor (AKD) in the donain.

Mul ticast access purposes: Milticast Key (Mey)

Control purposes:

Pai r-w se Shared Group-wi se shared
DKD Key: AKD- Pri vat e- Key Key: Al | - KD Key
with - Long-term - Mediumterm
AKD - Independent of groups - Independent of groups
AKD Key: Menber-Privat e- Key Key: Area- G oup- Key
with - Long-term - Mediumterm
Hosts - | ndependent of groups - N per area

Table 1. Key arrangenent

Note that the Dommin Key Distributor (DKD) does not hold copies of

t he Menber-Private-Keys (MurPKey). This is in contrast to the
approach in [WEL98] in which a central server holds the private-keys
of all nenbers in the nulticast group. |If a host is in need of
conmuni cating directly through a secure channel to the Donain Key
Distributor (DKD) or any other entity, then the host nust establish
a Security Association and a shared private-key with the DKD or
entity.
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Al t hough currently not prescribed, depending on the reliability
mechani smto be enpl oyed, the Donmain Key Distributor (DKD) may hold
copi es of the Area- G oup-Key (AreaG oupKey) within each area in the
domain. However, the intent is clear that the Domain Key
Distributor (DKD) is not to replace any Area Key Distributor (AKD).

Each key is assunmed to be associated with a Key ldentifier which
uniquely identifies the cryptographic key is question.

4. Creation of New Milticast G oups

Two possi bl e scenarios with respect to new nulticast groups exist.
In the first case, the new multicast group is initiated fromthe
current domain. In the second case, the nulticast group was
initiated fromoutside the domain and has existed before a host in
the current donain joins it.

4.1 Initiation of New Internal -Oigin G oups

VWhen a host ("lnitiator") in the current donmmin w shes to conmence a
new mul ticast group, it must first initiate the creation of the
mul ticast group via the underlying multicast routing protocol and
some menbership protocol (eg. |GW).

If it has not already done so, the initiator host nust establish a
Security Association (SA) and a shared Menber Private-Key (MorPKey)
with its Area Key Distributor (AKD).

The comencenment of a new multicast group fromthe perspective of
group key managenent is described as follows, consisting two

i nseparabl e parts. The first part is the generation and distribution
of the nulticast-key, while the second part is the generation and
di stribution of the Area-G oup-Key.

Protocol -1: Generation and distribution of the nulticast key

Step N1: The initiator in an area within the current domain creates

a new donmi n-wi de multicast group (nethod unspecified) with

the aid of the Domain Multicast Address Allocation Entity
(DVMAAE) at the domain level. The DVAAE returns to the

initiator the follow ng paraneters, digitally signed by the

DMAAE:
- a nulticast group address
- anulticast group identity
- the identity of the initiator (as group owner)
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Step N2:

Step N3:

Step MN4:

The initiator selects the Milticast Group Security
Associ ation (MSSA) attributes (without the GSPI). The
initiator then authentically notifies its Area Key
Di stributor (AKD) about the new multicast group and requests
a new mul ticast key for the new multicast group. The nessage
is sent through a secure channel and contains the signed
paranmeters fromthe DMAAE, the MSSA and an Access Control
List (ACL):

- the multicast group address

- the multicast group identity

- the identity of the initiator

- the Miulticast Group Security Association (MSSA)

- the tinme-period for re-keying cycle

- an Access Control List (ACL) generated by the initiator

The Area Key Distributor (AKD) of the initiator receives
the request fromthe initiator, notifies the Domai n Key
Distributor (DKD) about the new nulticast group and passes
t he request message to the DKD through a secure channel.

The Donmain Key Distributor (DKD) receives the request and
perforns the foll owi ng steps:

Step N4.1: The Donmain Key Distributor (DKD) verifies the digital

signature of the Domain Miulticast Address Allocation Entity
( DMAAE) .

Step N4.2: The Donmain Key Distributor (DKD) generates:

- a Goup Security Paraneter |Index (GSPlI) for the MGSA
- a Milticast-Key (Mey)
- anulticast key identifier MeylD

based on the MGSA selected by the initiator.

Step N4.3: The Donmain Key Distributor (DKD) digitally-signs the

nmul ti cast group paraneters:
- the multicast group address
- the multicast group identity
- the identity of the initiator
- the time-period for re-keying cycle
- the Access Control List (ACL)
- the Miulticast Group Security Association (MSSA)
- the Milticast-Key (Mey)
- the multicast key identifier MKeylD
- a timestanp
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Step N4.4: The Domain Key Distributor (DKD) securely delivers the
signed nmulticast group paraneters to each Area Key
Distributor (AKD), either through the All-KD-group (encrypted
under the All-KD Key) or through a one-to-one secure channel
to each Area Key Distributor (AKD). This nessage al so serves
as an acknow edgnment to the Area Key Distributor (AKD) of the
initiator.

The process of the creation of the All-KD-group is simlar to
Protocol -1, with the exception that the rmulticast address is fixed
and the DKD selects the Group Security Association (GSA) for the
Al -KD-group. The DKD al so generates the All-KD Key (AllKDKey) and
the Al -KD-Key identifier Al KDKeylD for the nulticast group, based
on the MGSSA sel ected by the DKD.

Protocol -1l Generation and distribution of the area key

Step N5: Upon receiving the signed nulticast group paraneters from
the DKD, the Area Key Distributor (AKD) of the initiator
perforns the foll owi ng steps:

Step N5.1: The Area Key Distributor (AKD) maps the nulticast group
address to one of the area control -group addresses. The AKD
mai ntains the following information for the given multicast
group:

- an area control -group address
- an area control -group identity
- the identity of the AKD (as group owner)

Step N5.2: The Area Key Distributor (AKD) selects the Area G oup
Security Association (AGSA) attributes and generates:
- a Goup Security Paraneter |Index (GSPlI) for the AGSA
- an Area- G oup-Key (AreaG oupKey)
- an area key identifier AkeylD
based on the AGSA sel ected by the AKD.

Step N5.3: The Area Key Distributor (AKD) digitally-signs the area
control -group paraneters:
- the multicast group address
- the multicast group identity
- the area control -group address
- the area control-group identity
- the identity of the AKD
- the tinme-period for re-keying cycle
- the Area Group Security Association (AGSA)
- the Area- G oup-Key (AreaG oupKey)
- the area key identifier AKeylD
- a timestanp
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Step N6: The Area Key Distributor (AKD) of the initiator returns to
the initiator, through a secure channel
- the multicast group paraneters (from Step N4) without the
ACL, signed by the AKD
- the area control -group paraneters (from Step N5) signed by
t he AKD

Step N7: The initiator joins the area control-group (nethod
unspeci fied).

Note that Step N4 above effectively provides each and every Area Key
Distributor (AKD) in the domain with the necessary paraneters
related to the nulticast group, regardl ess of whether or not the
area of an AKD actually contains any menmbers of the multicast group
Thi s approach is chosen to allow for quick response by an AKD shoul d
other hosts in other areas wish to join the multicast group. In

addi tion, the approach | eaves open the possibility of the AKDs to
participate in the reliability nechanisns to be enpl oyed

(ie. as backups), since each of the AKDs hol ds the

paranmeters related to every nulticast group in the domain.

The multicast group paraneters are digitally signed by Donmi n Key
Distributor (DKD) in order to aid reliability protocols. That is,
in the case that the DKD goes down, the paraneters can be obtained
by one AKD from another AKD through a one-to-one secure channel
with the recipient being able to verify the authenticity of the
paranmeters as signed by the DKD.

4.2 Menbership to External -Origin G oups

Al t hough the current design focuses on intra-domain group key
managenment, it does not preclude the possibility of a multicast
group originated by a host external to the domain. However, unlike
mul ticast groups which originate froma host within the donmain and
which is therefore known to the Domain Key Distributor (DKD)

mul ticast groups which originate fromoutside a domai n nust be
explicitly made known to the DKD

Since the current protocol views the multicast distribution tree
used by a nulticast routing protocol as a construct outside its
control, the Domain Key Distributor (DKD) can be notified (when a
host in domain joins the external-origin nmulticast group) through a
nunber of ways, anong ot hers:
- The joining host can explicitly notify its Area Key Distributor
(AKD) or the Domain Key Distributor (DKD).
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- A domain border-router can notify the Domain Key Distributor
(DKD) when it senses a request froma host to join the
di stribution tree

- The Domain Key Distributor (DKD) can by default be a menber of
all external-origin nulticast groups whose distribution tree
extend into the domain.

However, from the perspective of group key managenent, the Domain
Key Distributor (DKD) only plays a role when the external-origin
multicast traffic is enci phered for access control and the owner of
the group requires the aid of the DKD to enforce access control
Hence, in this situation the DKD nust obtain a copy of the key used
to encipher the nulticast traffic as it enters the donain and assign
a new multicast key for that same traffic within its domain (nethod
unspeci fi ed).

The current docunent |eaves the precise description and
specification of the group key managenent for external-origin
mul ticast groups to a later date.

5. Re-Keyi ng Approach

The basi c approach to re-keying is discussed first

in order to sinplify later discussions on re-keying

due to nenbership changes and due to periodic re-keying. For
sinmplicity, the process is view fromthe perspective of the Domain
Key Distributor (DKD) and one Area Key Distributor (AKD).

It is the DKD who initiates and controls all re-keying events in the
domain related to nmulticast groups. Re-keying of Area-G& oup-Keys of
area control -groups are initiated and controlled by the respective
Area Key Distributors (AKD).

Note that it is inmportant to have "cycle-over"” period in which al
host - nenbers are in possession of the new re-key paraneters, but is
still enploying the existing/old paraneters.

5.1 Re-Keying of Milticast Keys
In the following, all re-key steps are related to a given nulticast

group. The protocol is initiated and controlled by the Domain Key
Di stributor (DKD).
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Protocol -111: Re-keying the nulticast key

Step RML: The Donmin Key Distributor (DKD) issues an authentic
prepare-to-rekey message to all Area Key Distributors (AKD)
t hrough the All-KD group. The nmessage contai ns:
- an existing nmulticast group address
- a existing multicast group identity
of the nulticast group being re-keyed

Step RM2: The Domain Key Distributor (DKD) generates:
- a new Group Security Paraneter Index (GSPI) for the MSSA
- a new Mil ticast-Key (Mey)
- a new nmulticast key identifier MeylD
based on the MSSA selected by the initiator.

Step RVMB: The Donmain Key Distributor (DKD) digitally-signs the
nmul ti cast group paraneters:
- the existing nmulticast group address
- the existing multicast group identity
- the Miulticast Group Security Association (MSSA)
- the new Mul ticast-Key (Mey)
- the new nmulticast key identifier MeylD
- a timestanp

Step RVA: The Dormain Key Distributor (DKD) securely delivers the
signed paraneters to each Area Key Distributor (AKD), either
t hrough the Al -KD group (encrypted under the All-KD Key) or
t hrough a one-to-one secure channel to each Area Key
Di stributor (AKD).

Step RVb: The Area Key Distributor (AKD) securely delivers the

signed multicast group paraneters to each host-nenber (of the

mul ticast group) in its area using one of the follow ng

nmet hods (dependi ng on the cause of the re-keying event):

(a) through the area control-group related to the nmulticast
group (encrypted under the AreaG oupKey)

(b) through a one-to-one secure channel to each concerned
host - nenber.

5.2 Re-Keying of Area Keys
In the following, all re-key steps by the Area Key Distributor (AKD)

are related to a given multicast group. The protocol is initiated
and controlled by the Area Key Distributor (AKD).
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Protocol -1V: Re-keying the area key

Step RAL: The Area Key Distributor (AKD) issues an authentic
prepare-to-rekey message to all menbers of the nulticast
group within the area through the rel evant area control -
group. The nessage contains:

- an existing area control -group address
- an existing area control-group identity
of the area control-group being re-keyed

Step RA2: The Area Key Distributor (AKD) generates:
- a new Group Security Paraneter Index (GSPI) for the AGSA
- a new Area- Group-Key (AreaG oupKey)
- a new area key identifier AkeylD
based on the AGSA sel ected by the AKD.

Step RA3: The Area Key Distributor (AKD) digitally-signs the area
control -group paraneters:
- the existing area control -group address
- the existing area control-group identity
- the Area Group Security Association (AGSA)
- the new Area- Goup-Key (AreaG oupKey)
- the new area key identifier AKeylD
- a timestanp

Step RA4: The Area Key Distributor (AKD) securely delivers the
signed control -group paraneters to each host-nenmber (of the
mul ticast group) in its area, using one of the follow ng
nmet hods (dependi ng on the cause of the re-keying event):
(a) through the area control-group related to the multicast

group (encrypted under the ol d/current AreaG oupKey)
(b) through a one-to-one secure channel to each concerned
host - nenber.

5.3 Re-Keying of the All-KD Key

The foll owi ng describes the protocol to be enpl oyed when the All-KD
Key (Al |l KDKey) is to be re-keyed. Al the Area Key Distributors
(AKDs) and the Domain Key Distributor (DKD) share an All - KD Key.
This key is used to encrypt traffic within the A|l-KD group. Note,
that unli ke host-nenbers, Key Distributors never |eave the All-KD
group, and hence its menbership is static.
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Prot ocol -V: Re-keying the All-KD Key

Step RKLl: The Donmin Key Distributor (DKD) issues an authentic
prepare-to-rekey message to all Area Key Distributors (AKD)
t hrough the All-KD group. The nmessage contai ns:
- the existing All-KD group address
- the existing Al -KD-group identity

Step RK2: The Domain Key Distributor (DKD) generates:
- a new Group Security Paraneter Index (GSPI) for the MSSA
- a new Al |l -KD Key (All KDKey)
- a new Al l -KD-Key identifier AllKDKeylD
based on the MGSA sel ected by the DKD

Step RK3: The Dormain Key Distributor (DKD) digitally-signs the All-
KD- group paraneters:
- the existing nulticast group address
- the existing multicast group identity
- the Miulticast Group Security Association (MSSA)
- the new Al |l - KD-Key (All KDKey)
- the new Al | -KD-Key identifier (Al KDKeylD)
- a timestanp

Step RK4: The Domain Key Distributor (DKD) securely delivers the

signed All-KD-group paraneters to each Area Key Distributor
(AKD) using one of the follow ng nmethods, depending on the
status of the AKD and the network condition:
(a) through the All-KD group (encrypted under the

exi sting/old All-KD Key)
(b) through a one-to-one secure channel to each Area Key

Di stributor (AKD).

6. Hosts Joining a Miulticast Goup

When a host within a domain wishes to join a nulticast group having
already (at |east) a nenber in the donmain, the two possible
approaches can be adopted in adnmitting the host to become a group
menber. |In the first case, the host is disallowed from accessing
(reading) traffic previous to its joining the group. In the second
case, no such access restriction apply. The choice between the two
approaches is dictated by policy, and hence beyond the scope of

the current document.

In the following, the strict re-keying policy is adopted, in which a
re-keying of the Milticast-Key and the re-keying of the AreaG oupKey
(of the area within which the new host joins) is conducted
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i Mmediately. In the | oose re-keying policy, the task is postponed
until the next periodic re-keying, at which point the new nmenber is
abl e access (deci pher) the data of the nulticast group

In the following, it is assumed that when a host in an area (first
menber or otherwi se) joins a nmulticast group the Area Key
Distributor (AKD) has al ready created the necessary area control -
groups in its area. To conserve resources, an AKD nay postpone the
control -group creation (corresponding to a given multicast group)
until such tinme that a first menber of the multicast group appears
inits area.

6.1 Joining with Backward Confidentiality

VWhen a new host joining a nulticast group is to be prevented from
accessing (reading) previous traffic (which it may have intercepted
and stored), then Multicast-Key (MKey) of the nulticast group in the
domai n nust be re-keyed each time a host joins the nulticast group

Note that even when a host is the first menmber of a nulticast group
inits area, all the other areas having a nmenber nust be re-keyed to
reduce the possibility of that new host having access to previous
traffic which it obtained (intercepted) in other areas.

Protocol -VI: Host joining with backward confidentiality
Step JBl: The host sends an authentic join-request nessage for the
mul ticast group to its Area Key Distributor (AKD)

Step JB2: The Area Key Distributor (AKD) checks the host against the
Access Control List (ACL) of the multicast group. |If the
host is permitted to join, then the Area Key Distributor
(AKD) authentically notifies the Domain Key Distributor (DKD)
and the other Area Key Distributors (AKD) of the nenbership
change (new host-nenber). Oherwise, the AKD returns a join-
rej ect nessage to the host

Step JB3: The Dormain Key Distributor (DKD) initiates an inmedi ate
re-keying (Protocol-I111: Re-keying the nulticast key). This
results in all Area Key Distributor (AKD) and all existing
nmenbers of the nulticast group obtaining the follow ng
nmul ti cast group paraneters:

- the existing multicast group address

- the existing multicast group identity

- the Miulticast Group Security Associati on (MGSA)
- the new Mul ticast-Key (Mey)

- the new nmulticast key identifier MeylD

- a timestanp
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Step JB4: The Area Key Distributor (AKD) of the area (w thin which
the host resides) nust re-key its Area- G oup-Key, and thus
gener at es:
- a new Group Security Paraneter Index (GSPI) for the AGSA
- a new Area- Group-Key (AreaG oupKey)
- a new area key identifier AkeylD
based on the AGSA sel ected by the AKD.

Step JB5: The Area Key Distributor (AKD) digitally signs the area
control -group paraneters:
- the existing area control -group address
- the existing area control-group identity
- the Miulticast Group Security Associati on (MGSA)
- the new Area- G oup-Key (AreaG oupKey)
- the new area key identifier AKeylD
- a timestanp

Step JB6: If there are existing host-nmenbers in the area, the Area
Key Distributor (AKD) securely delivers the signed control -
group paraneters to each existing host-nenber (of the
nmul ticast group) in its area, using one of the follow ng
nmet hods:

(a) through the area control-group related to the multicast
group (encrypted under the ol d/current AreaG oupKey)

(b) through a one-to-one secure channel to each existing
host - menber .

Step JB7: The Area Key Distributor (AKD) of the new host-nenber
securely delivers the signed nulticast group paraneters (from
Step JB3) and the signed control-group paraneters (from Step
JB5) to the new host-nmenber through a one-to-one secure
channel to the new host-nenber.

Step JB8: The new host joins the nulticast group (method
unspeci fied).

Step JB9: The new host joins the area control-group (nethod
unspeci fi ed).

6.2 Joining Wthout Backward Confidentiality

Here, when a host joins a nulticast group, the Milticast-Key need
not be re-keyed since backward confidentiality is not required. The
Area Key Distributor (AKD) of the host is already in possession of
all the paraneters related to the nulticast group
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Protocol -VI1: Host joining without backward confidentiality

Step JWL: The host sends an authentic join-request nessage for the
mul ticast group to its Area Key Distributor (AKD).

Step JW2: The Area Key Distributor (AKD) checks the host against the
Access Control List (ACL) of the multicast group. |If the
host is permitted to join, then the Area Key Distributor
(AKD) proceeds with the next step, otherwise it returns a
join-reject nessage to the host.

Step JWB: The Area Key Distributor (AKD) | ooks-up the follow ng
nmul ticast group paraneters which it previously digitally-
si gned:
- the existing multicast group address
- the existing multicast group identity
- the Miulticast Group Security Association (MSSA)
- the new Mul ticast-Key (Mey)
- the new nmulticast key identifier MeylD
- a timestanp

Step JW: The Area Key Distributor (AKD) | ooks-up the follow ng
control -group parameters which it previously digitally-
si gned:

- the existing area control -group address

- the existing area control-group identity

- the Miulticast Group Security Association (MSSA)
- the existing Area- G oup-Key (AreaG oupKey)

- the existing area key identifier AKeylD

- a timestanp

Step JWb: The Area Key Distributor (AKD) of the new host-nenber
securely delivers the signed nmulticast group paraneters (from
Step JWB) and the signed control-group paraneters (from Step
JW) to the new host-nmenber through a one-to-one secure
channel to the new host-nenber.

Step JW5s: The new host joins the nulticast group (method
unspeci fi ed).

Step JW: The new host joins the area control-group (nethod
unspeci fied).
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7. Host Leaving a Multicast G oup

The case of a host |eaving a multicast group can be caused by a
nunber of reasons depending on the policy dictating group nmenbership
and on the multicast application in question.

Fromt he perspective of the current design, re-keying nust be
conducted to preserve forward confidentiality. That is, re-keying
nmust be conducted to prevent the ex-nenber from further accessing
(deci phering) the data in the multicast group, even if the ex-nenmber
persists in being a part of the nulticast distribution tree.

In the following, the strict re-keying policy is adopted, in which a
re-keying of the Miulticast-Key and the re-keying of the Area- G oup-
Key (AreaG oupKey) of the area within which the new host joins are
conducted i mediately. In the | oose re-keying policy, the task is
post poned until the next periodic re-keying, at which point the ex-
nmenber ceases to be able to decipher traffic in the nulticast group
and its correspondi ng control-group in the area.

Note that in the current design, when a host |eaves a

nmul ticast group it nust also (by default) depart fromthe associ ated
control-group. |In general, it makes no sense for a host to join a
control -group without joining the correspondi ng nmulticast group

Protocol VIII: Host |leaving a multicast group and control -group

Step LB1: The | eavi ng-host sends an authentic |eave-request nessage
for the multicast group to its Area Key Distributor (AKD)
Al ternatively, the Domain Key Distributor (DKD) notifies the
AKD t hrough an authentic eject-host-request nessage to the
AKD.

Step LB2: The Domain Key Distributor (DKD) of the affected area
authentically notifies the other Area Key Distributors (AKD)
of the nenbership change (host-nmenber |eaving).

Step LB3: The Dormain Key Distributor (DKD) initiates an inmedi ate
re-keying (Protocol-I111: Re-keying the nulticast key). This
results in all Area Key Distributors (AKDs) and all host-
menbers of the nulticast group, except host-nenbers in the
af fected area, obtaining the follow ng nulticast group
par anet er s:

- the existing multicast group address

- the existing multicast group identity

- the Miulticast Group Security Associati on (MGSA)
- the new Multicast-Key (Mey)

- the new nmulticast key identifier MeylD

- a timestanp
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Step LB4: The Area Key Distributor (AKD) of the affected area
(within which the | eaving-host resides) nust re-key its Area-
Group- Key, and thus generates:
- a new Group Security Paraneter Index (GSPI) for the AGSA
- a new Area- Group-Key (AreaG oupKey)
- a new area key identifier AkeylD
based on the AGSA sel ected by the AKD.

Step LB5: The Area Key Distributor (AKD) digitally signs the area

control -group paraneters:

- the existing area control -group address

- the existing area control-group identity

- the Miulticast Group Security Associati on (MGSA)

- the new Area- G oup-Key (AreaG oupKey)

- the new area key identifier AKeylD

- a timestanp
and digitally-signs the multicast group paraneters that the
AKD received fromthe DKD in Step LB3:

- the existing multicast group address

- the existing multicast group identity

- the Miulticast Group Security Associati on (MGSA)

- the new Mul ticast-Key (Mey)

- the new nmulticast key identifier MeylD

- a timestanp

Step LB6: The Area Key Distributor (AKD) securely delivers the
signed nmulticast group paraneters and control -group
parameters to each remaini ng host-nenber (of the nulticast
group) in its area, through a one-to-one secure channel to
each existing host-nmenber.

Step LB7: The | eaving-host |eaves the nulticast group (nethod
unspeci fied).

Step LB8: The | eaving-host |eaves the area control -group (nethod
unspeci fied).

8. Reliability in Key Managenent

The current docunent recognizes that key management be conducted

in areliable manner, due to the sensitivity of cryptographic keys
and the basic necessity that a host-nmenber obtain the nulticast key
before it can access (decipher) the nulticast data. Reliability is
al so inmportant in the re-keying of the keys used in the nulticast
group and in the area control-groups. This is true particularly if
in the re-keying process, the control-group itself is used to
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transmit the new paranmeters (for either the multicast group or the
sanme control -group) to the nenmbers of the group

However, the current document views reliability of transm ssion,
particularly in the control-groups, as nore of a nulticast-
reliability issue. That is, reliability should not be expected from
and shoul d not be part of key nmanagement. This is also true for the
one-to-one "secure channel s", in which confidential and authentic
conmuni cations is created between a sender and a receiver through

t he previously-established Security Association (SA) and the shared
privat e- key.

Note that in the re-keying of a Miulticast-Key (Mey), it is

i mportant that each Area Key Distributor (AKD) first reliably
obt ai ns the new paraneters (including the new key) of the multicast
group. This is because without the new parameters, the AKD will not
be able to even begin to re-key its area. Once each AKD obtains the
new paranmeters of the multicast group, the re-key of the Milticast-
Key in each area is independent of one anot her

The current work currently does not specify how or what

manner reliability in key nanagenent is to be achieved. However,
when a control -group (either the Al-KD-group or an area control -
group) is used for key managenent from a sender to a numnber of
reci pients (eg. delivery of new key and new paramneters) severa
basi ¢ approaches can be used:

(a) ACKs from nmenbers

VWhen a control-group is used to transnit re-keying paraneters, the
recipients sinply return an acknow edgnment (ACK) to the Key
Distributor through the secure channel previously established with
the Key Distributor. Should the Key Distributor fail to receive
such an ACK froma recipient within specified tine, it will then
query the recipient through the secure channel previously
establ i shed. Depending on the frequency of key managenent and the
nunber of host-nenbers, this approach may cause an ACK-i npl osi on on
t he AKDs.

(b) Tinmeouts

When sone period after a prepare-to-rekey nessage is received, sone
recipients fail to receive the actual new key and paraneters through
the control -group, those recipients query the sender (AKD or DKD).

When nothing is heard after both the due tine for the prepare-to-
rekey message and due time for the actual key/parameters to be
recei ved, the recipients query the sender (AKD or DKD).
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10.

(c) Explicit Reliable Miulticast (RM protocol

Enpl oy a specific RMprotocol to establish reliability within the
Al'l -KD-group and/or the area control -groups. Each control-group can
in fact enploy different RM protocols.
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