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Abstract

We present and inplenment a scal able method for establishing

group session keys for secure |arge, dynam c groups such as

nmul ticast sessions. Qur nmethod is based on a novel application
of One-Way Function Trees (OFTs). The nunber of keys stored by
group menbers, the number of keys broadcast to the group when

new nmenbers are added or evicted, and the conputational efforts
of group nenbers, are logarithmc in the nunber of group nenbers.
The nmet hod provi des perfect forward and backward security:

evi cted menbers cannot read future messages, even with collusion
by arbitrarily many evicted nenbers, and newy adnmtted group
nmenbers cannot read previ ous nmessages. |n conparison with the
Logi cal Key Hierarchy (LKH) of Wallner et al., our algorithm
roughly hal ves the nunber of bits that need to be broadcast to
menbers in order to re-key after a nmenmber is added or evicted.

In addition, and unlike LKH, our algorithmhas the option of being
nmenber contributory in that nenbers can be allowed to contribute
entropy to the group key. Running on a Pentiumwith 64 MB of RAM
our prototype has handl ed groups with up to 100, 000 nmenbers.
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1. Introduction

Efficiently managi ng cryptographi c keys for |arge, dynanmcally
changing groups is a difficult problem Every tine a nenber is
evicted froma group, the group key must change; it may al so be
required to change when new nenbers are added. The nenbers of the
group nmust be able to compute a new key efficiently, while arbitrary
coalitions of evicted nenmbers nust not be able to obtain it.

Conmuni cati on costs nust al so be consi dered.

Real -ti ne applications, such as secure audi o and vi sual broadcasts,
pay TV, secure conferencing, mlitary conmmand and control, and
controlling access to the @ obal Positioning System (GPS) service
need very fast re-keying so that changes in group nmenbership are not
di sruptive. To deal with large group sizes (e.g. 100,000 nenbers),
we seek sol utions whose re-keying operations "scale" well in the
sense that time, space, and broadcast requirenents of the nethod grow
at nost logarithmically in the group size. Key nmanagenent for these
applications should be able to take advantage of efficient broadcast
channel s, such as radi o broadcast and Internet mnulticast.
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We present a new practical algorithmfor establishing shared, secret
group communi cations keys in large, dynam c groups. Qur algorithm

[ @8, Hard97, Bal 98, Bal 98b], which is based on a novel application
of one-way function trees, scales logarithmcally in group size. In
conparison with previously published methods, our algorithm

approxi mately hal ves the required broadcast size. Significantly, our
al gorithm has the option of being menber contributory in that nenbers
can be allowed to contribute entropy to the group key. This docunent
descri bes our algorithm conpares it with other approaches, and

di scusses i nmpl enentation i ssues based on our inplenmentation of this
al gorithm

2. Previous Wrk

The broad and chal | engi ng probl em of establishing keys for |arge
dynam ¢ groups touches upon a | arge body of previous work, including
al gorithnms for key establishnent, group managenent, authentication in
| arge groups, and nulticast security. As for key nanagenent,
unfortunately very little work has been done on this critical problem
in the open literature (e.g. see Schneier [Sch96, pp. 169-187]).

2.1 Key Establishnent Algorithns for Large G oups

Prior methods for establishing keys in groups fall roughly into five
categories: sinple methods that scale linearly in group size,

i nfornati on- theoretic approaches, algorithms based on group
Diffie-Hell man key exchange, hybrid nethods that trade off

i nformati on-theoretic security for reduced storage requirenents,

scal abl e net hods based on hierarchies, and other techni ques. Shernan
[Bal 98, Section 7], Kruus [Kru98], Menezes [Men97], and Just [Jus94]
survey sone of these nethods.

Unfortunately, the information-theoretic approaches [Blu92, Sti96,

Chi 89] require exponential space to achieve forward secrecy agai nst
arbitrarily many col luding evicted nenbers. Although the group
Diffie-Hell man nethods [ Ste96-7, Bur97, Bur94, Ate98] offer

di stributed functionality, which night be attractive for sone
applications, they typically suffer froma |inear nunber of expensive
public-key operations. Sinmilarly, the hybrid approaches [Fi a93,
Ber91] scale linearly or worse. As for other techniques (e.g.

[Bl 090, Gon89]) that do not fall nicely into any of the above
categories, we have not found any that provi de adequate security.

VWhen the network is a tree, group Diffie-Hellman methods can require
only a logarithm c nunber of operations [Bur97]. Nevertheless,

di stributed conputation is not appropriate for all applications, and
the basic unit of cost for all Diffie-Hellmn methods still includes
expensi ve public-key operations.



Therefore, for large groups, the | eading candi dates are the
hi erarchi cal nethods, which scale logarithmcally in group size.
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Recently, three hierarchical methods have been proposed:

t he Logi cal Key Hierarchy (LKH) of Wallner, Harder, and Agee
[Val 97, Harn99b],

the One-Way Function Tree (OFT) of McG ew and Shernman [ Mc@¥8],
and

t he One-Way Function Chain (OFC)of Canetti et al. [Can99b
Section 4.2].

LKH is a top-down nethod in that it "pushes" new group keys down the
key tree; OFT and OFC are bottomup nethods in that they derive new
group keys fromthe | eaves up to the root. |In conparison with LKH
the bottomup OFC and OFT net hods broadcast approximately 50% | ess
bits during a single nenber evict operation. Only OFT, however, has
t he option of being menber contributory.

The first Internet Draft on the LKH al gorithm appeared in July 1997,
aut hored by Wal I ner, Harder, and Agee [Vl 97]. The nane LKH
(suggested by Shernan) was adopted by Harney and Harder [Harn99b] in
their 1999 inplementation of the algorithm In July 1997, Wng et
al . [Wn97, Wn98] anal yzed generalizations of LKH, and in 1998,
Caronni et al. [Car98] independently published a simlar idea to
LKH. OFT was devel oped at TIS Labs at Networks Associates, Inc., as
part of the DARPA-funded Dynam c Cryptographic Context Managenent
(DCCM) Project [Bal98]. In Novenmber 1997, Sherman [Hard97] nmade the
first presentation on OFT. The OFT algorithmis the subject of this
docunent .

I mportantly, in 1999, Canetti et al. [Can99b, Section 4.2] propose a
variation of OFT, which we refer to as One-Way Function Chain (OFC)
In OFC, there is always a functional rel ationship anong the node
secrets along the path in the key tree fromsonme |eaf to the root.
OFC shares the broadcast reduction of OFT over LKH, additionally,
OFC is slightly sinpler than OFT. Canetti clains (w thout forma
witten proof) that both LKH and OFC can be proven secure in the
sense that a computationally linmted adversary cannot distinguish

bet ween an actual set of OFC nessages versus a set of randomy chosen
f ake nessages.

Recent work by Canetti et al. [Can99], which nmentions OFT, gives a
generalization and inprovement of LKH based on a storage-

conmuni cati on tradeoff. They show that, for a group of n users with
user storage of b+l keys, re-keying can be done by broadcasting Q((b
n*(1/ b)) - b) keys with manager storage of approximately Q(n). They
al so prove a | ower bounds of b+l nenber storage and n”(1/b) keys
broadcast, which is tight for constant b. An interesting specia



case of their tradeoff is Q(lg n) nenber storage, QI g n) keys

broadcast, and Q(n/(lg n)) manager storage. [Note: "n”e" denotes n
raised to the e-th power, and "I g" denotes |og base 2.]
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Sel cuk, McCubbin, and Sidhu [Sel 00] note that, if the a priori menber
eviction probabilities are known, then these probabilities can be
used to advantage by placing nmenbers with high eviction probabilities
near the root of any key tree. Poovendran and Baras [Po099] al so
studied simlar ideas. Unfortunately, for nbst applications, such
probabilities are likely not to be known.

The hierarchical nethods of Ballardie [Bal 96, Bal 97] and Har ki ns
[ Har k98a] are scal able but require trusted routers.

In addition, the linear Single Key Distribution Center (SKDC)
approach is attractive for its sinplicity -- at least for relatively
smal | groups (e.g. see [Harn99a, Harn99c, Harn97a-b]).

2.2 Managi ng Large G oups

Managi ng | arge groups is inportant for group communi cations and for a
variety of other applications, including distributed fault-tolerant
conputing and virtual private networks. Researchers have addressed

i mportant group-nmanagenent issues including defining group
menber shi p, supporting distributed fault-tolerant applications, and
ef fecting decentralized dynanic group nanagenent.

An inportant problemin group managenment is the problem of defining
group menbership. To support the design of secure, asynchronous,

di stributed, fault-tolerant systens, Mchael Reiter [Rei94] devised a
group- menber ship protocol that tolerates malicious corruption of up
to one third of the participants. This protocol is useful in

buil ding systens that are robust against limted failures (e.g.
hardware failure of some nodes), and that through threshold

techni ques distribute trust among two or nore parties. By contrast,
a single group controller is a single point of failure and hence not
fault tolerant.

Al t hough group keying is often used to secure group comunications,
anot her application of group keying arises in security architectures
for distributed fault-tol erant conputing. For exanple, Kenneth
Birman [ Rei 93] and his research group at Cornell have studi ed how the
noti on of a secure process group can be used to effect secure,

di stributed, fault-tolerant conputing. Their efforts include the

I SIS, Horus [Hor], and Ensenbl e [Hay98] Systens, which provide a
framework and tool kit for devel opi ng distributed applications.

Bi rman [ Rod97] and his group have also applied simlar ideas to
design a virtual private network that can handl e network faults,
decentral i zed managenent, and dynam c nenmbership. Unfortunately,



their "solution currently scales [only] to approximtely 100

machi nes" [Rod97, p. 14]. Also, they claim that for data
confidentiality, "[their] keys are so dynamic and short-1lived

[ changed once a minute] that the approach could be used with a fairly
weak cryptographic scheme" [Rod97, p. 1].
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Li Gong [ Gon96, Keu96] designed and inplenented a toolkit called

Encl aves for buil ding secure user-level group applications. Enclaves
enabl e users to formvirtual private networks on the Internet

dynam cally. Hi s methods, however, do not scale to |arge groups.

O her recent work in group managenent includes research by Fenner

[ Fen97] .

2.3 Authentication in Large G oups

There are several ongoing projects to develop infrastructures to
support authentication. Anmong these are the followi ng. The X 509

[ Ken81] approach is based on a hierarchical global nane space. By
contrast, the SDSI/SPKI approaches of Rivest and Lanpson [Riv96], and
Ellison [EI197] are based on linked | ocal nane spaces. The Secure
DNS approach of Eastl ake [Eas97] builds on the existing DNS (Domain
Nane Systen.

In addition, there is work on batch authentication [Nac94], which
provides a way to verify many certificates simultaneously for
certificates signed by the same authority under the sane signature
key.

2.4 Milticast Security

Securing nulticast is an active area of research. Sone exanpl es of
this research are works by Kent [Ken81], Gong and Shachan [ Gon94],
Bal | ardi e and Crowcroft [Bal 95], Deering [ Dee98, Dee89], Bagnal
[Bag99], Mttra [Mt97], Caronni, et al. [Car98], and Canetti and

Pi nkas [ Can98], which address issues, requirements, architectures,
protocols, and techniques. In addition, the works by Ballardie

[ Bal 96] and Har ki ns [ Hark98a] on key establishment discuss a variety
of security problens and solutions for multicast. Securing Mone

[ KumB5] broadcasts is one driving application.

3. Group Operations and Their Security Requirenents

W envi sion that the nanagenent of group communi cati ons keys will
take place in a setting in which there will be a conmuni cati ons
system a set of possibly overlapping groups of individuals with
conmon purposes, and individual group nembers. A systens manager
wi | | manage the communi cations system and a group manager wl|l
manage each group. We envision that groups will conprise a hierarchy
of subgroups, with subgroup and organi zati onal managers negoti ating



on behal f of subgroup nenbers.
Sone of the above mentioned works on multicast security (e.qg.
Canetti and Pinkas [Can98]) and on group managenent (e.g. Harney and

Har der [ Harn99a]) al so provi de rel evant background for the
requi renments of OFT group operations.
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3.1 Operations
Associ ated with each rol e (system nanager, group manager, i ndividual)
is a set of operations, mnimally including the follow ng
operations.

Operations processed by the system manager:

i nduct individual into system
- evict individual fromsystem
- create group, and

di ssol ve group.

Section 5 explains the concept of group induction. 1In short, the
nost inportant results of system (or group) induction are for an

i ndi vidual to establish a base system key known only to the

i ndi vi dual and the system (or group) manager, and for the system (or
group) nmanager to check the credentials of the individual

Qperations processed by a group manager

- add memnber(s) to group,

- renove nenber(s) from group,

- evict nmenber(s) from group

- initiate communications session, and
- terminate communi cati ons session

Thi s docunent focuses on the crucial operations of adding and

del eting nenmbers froma group. Note that our OFT nmethod offers sone
econony of scal e when adding or deleting two or nore individuals

si mul taneously. There are two types of nenmbership deletions: a
tenmporary removal (when the individual has not |lost his security
privileges), and a permanent eviction as the result of |oss of
security privileges.

Operations requested by individuals:

- request to join group,

- request to | eave group,

- request to join session,

- request to | eave session, and
- request to return to session



It is possible that an individual mght tenporarily |ose contact with
his group nanager -- for exanple, as might happen if an airplane

flies out of radio range of his group. Therefore, there nust be a way
for such a nenber to re-synchroni ze key establishment with the group

3.2 Security Requirenents

The primary security requirements for the group operations of adding
and del eting nmenbers are forward and backward security, as quantified
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by the degree of forward or backward security [Men97, pp

528-529]. We say that a nmethod has t-forward security if and only
if (iff) not colluding evictees can read any future conmuni cations
traffic of the group. Simlarly, a nmethod has t-backward security
iff no group of t colluding new menbers can read any previous group
traffic. A method has perfect forward (backward) security iff the
net hod has t-forward (t-backward) security for all t.

Backward security is optional. Wen a new nmenber is added, the group
manager may choose to create a new group key, thus denying the new
menber access to the old key and hence previous traffic. W seek

net hods, such as OFT, that provide perfect forward security, with the
option of perfect backward security.

Carefully note our definitions of the phrases "perfect forward
security" and "perfect backward security." Qur use of these
conveni ent phrases should not be confused with the different
requi renent, as explained by Menezes et al. [Men97, p. 496], that
conprom se of |ong-term keys does not reveal past session keys.
Simlarly, our use of these phrases does not necessarily inmply

i nformati on-theoretic "perfectly-secure key distribution" in the
sense used by Blundo et al. [Blu92].

Two additional val uable security measures are degree of traceability
and degree of disclosure anmplification. A nethod is t-traceable iff
nore than t colluding nmenbers are required to | eak plaintext or
sessi on keys without being identified if |eaked material is

di scovered. Disclosure anplification refers to the extent of

unaut hori zed di sclosure of internal state information (e.g. subgroup
keys) caused by the unauthorized disclosure of certain other interna
state information.

In addition, when specifying security requirements for particul ar
applications, it is inmportant to understand the security needs and
assunptions with regard to any underlying cryptographic prinitives
(e.g. one-way functions) and with regard to fundanental types of
cryptographic strength (e.g. infornmation theoretic, conputational
guant um uncertai nty).



4. One-Way Function Trees

A One-VWay Function Tree (OFT) is a binary tree, each node x of which
is associated with two cryptographic keys: a node key k x and a

bl i nded node key k' x = g(k_x). The blinded node key is conputed
fromthe node key using a one-way function g; it is blinded in the
sense that a computationally limted adversary cannot find k_x from
k' _x.

Al t hough the concept of a one-way function tree is not new (e.g. in
1979, Merkle [Mer79] proposed an authentication system based on a
simlar idea), our application of this concept is novel.
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4.1 Structure of an OFT

A group nanager nmmintains a one-way function tree. Each leaf is

associ ated with a nmenber of the group. The manager uses a symetric
encryption function E to communi cate securely with subsets of group
nmenbers, using unblinded keys as encryption keys as expl ai ned bel ow.

A random y-chosen key is assigned to each nenber. This key is shared
with the manager (via an external secure channel), and the key is
assigned as the node key of the menber's leaf. A variety of choices
are possi bl e governi ng who chooses the keys. 1In particular, the key
could be chosen by the manager, menber, or a conbination thereof (see
Section 4.3).

4.1.1 The Oiginal OFT Structure

Each internal node of the tree has exactly two children. The
i nterior node keys are defined by the rule:

k_x = f( g(k_left(x)), g(k_right(x)) ), (1)

where left(x) and right(x) denotes the left and right child of the
node x, respectively. The function g is one-way, and the function f
is a "mxing" function (e.g. XOR). The node key associated with the
root of the tree is the group key, which the group can use to

conmuni cate with privacy anong group nenbers and/or authentication of
group memnbership

The security of the system depends on the fact that each nenber's
know edge about the current state of the key tree is limted by the
follow ng invariant:

OFT Security lInvariant - each nember knows the unblinded node keys
on the path fromits node to the root, and the blinded node keys
that are siblings to its path to the root, and no other blinded or
unbl i nded keys.

This invariant is maintained by all operations that add nenbers to



the group, and by all operations that delete nenmbers fromthe group
See Figure 1.
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Figure 1: An exanmple of an OFT key tree. The nenmber at the

| eaf | abeled M knows the keys of the nodes |abeled @ (including
the root key, which is used as the group key), and the blinded
keys of the nodes | abel ed #.

MG ew and Sherman [ Mc@8] discuss the properties of f and g in
detail and give some prelimnary observations regardi ng the security
of OFT. A rigorous proof of the necessary and sufficient properties
of f and g needed to satisfy formal security requirenents for OFT
remai ns an open probl em

In conparison with LKH, there is necessarily sone |loss in entropy of
the group key in OFT and OFC as a result of the functiona

rel ati onshi ps anong node keys. W estinate this loss in entropy to
be very small (less than one bit for group sizes of 10 nillion).

4.1.2 An Inproved OFT Structure

G ven the (clained) provable security properties of Canetti's

[ Can99b] OFC al gorithm we believe that the security of OFT (at |east
in a provability sense) can be inproved by adapting sonme of the
detail ed functional relationships of OFCto OFT. This Section
briefly outlines howthis technical nodification to OFT woul d work
and introduces new conveni ent terninology that can be used to
describe the three hierarchical methods (LKH, OFT, OFC) in a comon

f ramewor k



Each node v in the key tree has a node secret x_v and a node key
k_ v. The group key is the node secret of the root, which is
functionally related to the node secrets of the other nodes. The
node keys are used only as encryption keys for broadcast
conmuni cati ons fromthe manager

Let H be any I ength-doubling pseudorandom function, and let f || g =
H, where || denotes concatenation. Thus, for any input y, f(y) is
the left half of Hy), and g(y) is the right half. (These functions
are separate fromthe f and g from Section 4.1.1.) Now, under

sui tabl e assunmptions on H we have that f and g are conputationally
i ndependent, which fact facilitates security proofs.

Let v be an interior node in the key tree, and let L and R be,
respectively, the left- and right- children of v. |In both OFT and
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OFC, we have that k v = g(x_v) (simlarly, k L = g(x L) and k R =
g(x_ R). In OFT, the node secret for v is computed as follows:

x_v = f(x_L) XOR f(x_R), (2)

where XOR denotes bitw se exclusive-or. By contrast, in OFC, if the
edge (x_L, x_v) lay on the current chain, then it would be true that
x_v = f(x_L).

A typical manager broadcast in OFT would include a component such as
E(k R f(x_L)). Wth the inproved OFT structure, in the foregoing

br oadcast conponent we have that k R and f(x_L) are conputationally
i ndependent .

4.2 Al gorithmns

The operations of adding and evicting nmenbers rely on the

conmuni cati on of new blinded key val ues, fromthe manager to al
menbers, after the node key associated with a | eaf has changed. To
mai ntain security, each blinded node key nust be comunicated only to
t he appropriate subset of nmenbers. |f the blinded key k' x changes,
then its new val ue must be comunicated to all of the nenbers who
store it. These nenbers are associated with the descendants of the
sibling of x, and they know the unblinded node key k_s, where s is
the sibling of x. To provide the new value of the blinded key to the
appropriate set of menbers, and keeping it from other nenbers, the
manager encrypts k' _x with k_s before broadcasting it to the group
(Here and throughout, we shall use the verb "broadcast"” in the sense
of "group broadcast" -- sending a nessage fromthe group manager to
all nmenmbers of the group.)

Because the utility of OFT is not restricted to multicast
envi ronnents, throughout we sonetinmes refer to "unicast"
transm ssions, as for exanple to inplenent the add- nenber operation.



In typical nulticast environments, where no unicast is possible, such
uni cast nmessages woul d be sent as nulticasts.

4.2.1 Adding a menber

As shown in Figure 2, when a new nenber joins the group, an existing
| eaf node x is split, creating new nodes left(x) and right(x). The
menber associated with x becomes associated with left(x), and the new
menber is associated with right(x). Both menbers are given new

keys. The old nenmber gets a new key because their forner sibling
knows the ol d blinded node key and could use this information in

col lusion with another group nmenber to find an unblinded key that is
not on his path to the root. The new val ues of the blinded node keys
t hat have changed are broadcast securely to the appropriate
subgroups, as described in the previous paragraph. The nunber of

bl i nded keys that nust be broadcast to the group is equal to the

di stance fromx to the root plus two. 1In addition, in a unicast
transm ssion (see |ast paragraph of Section 4.2), the new nenmber is
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given their set of blinded node keys, using the external secure
channel. In order to keep the height h of the tree as |ow as
possi bl e, when a new nmenber is added, the | eaf closest to the root is
split.

before after
B U B U + B U @-------- +
| |
e e +----@---+ tom e H- -+
| | | | | | |
+--4- -+ * * * +- - H- -+ +--@-+ * *
| | X | | | |
* * * * # @
X New

Figure 2: Inserting a new nenber into an OFT key tree. Via a
uni cast, the newly added nenber (New) is inforned of the blinded
keys of the nodes | abeled # and of the unblinded keys of nodes

| abeled @ Via a multicast, the other nenbers who need to know
are inforned of the blinded keys at nodes | abeled @

4.2.2 Evicting a nmenber

As shown in Figure 3, when the nmenber associated with a leaf y is
evicted fromthe group, the nenber assigned to the sibling of y is

reassigned to the parent p of y and given a new | eaf key value. |If
the sibling s of y is the root of a subtree, then p becones s, noving
the subtree closer to the root. In this case, one of the | eaves of

this subtree is given a new key (so that the evictee no | onger knows
the blinded key associated with the root of the subtree). The new



val ues of the blinded node keys that have changed are broadcast
securely to the appropriate subgroups. The nunber of keys that mnust
be broadcast is equal to the distance fromy to the root.

before after
B U B U + B U @®@-------- +
|

B B +----@---+ B

| | | | | |
R +--F-- 4+ * * R @ * *
| | | | | | X
* * * * * *

X M

Figure 3. Evicting a nenber froman OFT key tree. \Wen nmenber M
is evicted, Ms sibling X is assigned a new key, which in turn
alters the keys at nodes labeled @ Via a multicast, the other
nmenbers who need to know are inforned of the new blinded keys

at nodes | abeled @
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4.2.3 Initialization

Group initialization is the process through which the group
establishes an initial group communi cati ons key. For our OFT nethod,
this process involves two steps. First, the group manager broadcasts
some information to the group nenbers needed to apply the OFT
key-updating procedures. Second, the menbers conmpute a shared group
conmuni cati ons key, which is needed to begin secure group
communi cati ons.

Group initialization is separate from group induction, which is
explained in Section 6. During group induction, each nenmber

est abl i shes an individual group base key known only by the nenber and
the group manager. Group initialization assunes that each menber has
al ready established an individual group base key.

In the first step of OFT group initialization, the nmanager broadcasts
every blinded node key in the OFT to all group nenbers. 1In this
broadcast, each blinded node key is encrypted by the unblinded key of
the sibling node, so that only nmenbers in the sibling subtree can

| earn the blinded node key. All nmenbers receive the entire broadcast,
whi ch consists of a sequence of encrypted blinded node keys.

As di scussed in Section 5, there are sone inplenentation choices that
need to be made concerning how nenbers parse broadcast messages to
extract the information they need. |In particular, each nenber needs
to associate nodes in the key tree with new node keys conmuni cat ed
fromthe group nmanager as encrypted parts of broadcast nessages. One
solution is to rely on the order in which the keys are broadcast--for
exanpl e, a postorder traversal of the OFT. |In many applications,
however, it may be preferable (redundantly) to include node nunbers



in such broadcast nessages, as we did in our prototype.
4.3 Properties

In this section we coment briefly on the security, resource usage,
and salient characteristic features of The OFT nethod. For nore
details, see the paper by MG ew and Shernman [ Mc(08] .

The security properties of OFT stemfromthe systeminvariant stated
in Section 4.1, fromthe strength of the component one-way function
and fromthe random sel ecti on of |eaf keys. |In short, OFT provides
perfect forward security and optional perfect backward security.

Thus, arbitrary coalitions of evicted nmenbers cannot directly compute
t he group communi cati ons key nor any unblinded node key.

Evi cted nmenbers have sone infornation about the key tree but not
enough to conpute directly any unblinded node key. After a menber is
evicted, the keys along the path fromthe nmenber's node to the root
change. After this change, the evictee knows only the blinded keys
of the siblings of the nodes along the path fromthe evictee to the
root. These blinded nodes are insufficient to conpute directly any
unbl i nded key.
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Interestingly, OFT is a centralized, nenber-contributory nethod. OFT
is centralized in the sense that the group manager plays a specia
trusted role. OFT is nenber contributory in the sense that each |eaf
can contribute entropy to the group conmunication key.

The hierarchical nature of OFT distributes the conputational costs of
re- keying anmong the entire group, so that the nanagers conputationa
burden is conparable to that of a group nmenmber. Table 1 bel ow
summari zes the salient resource usage of adding or deleting a menber
with OFT in terms of tinme, menory, nunber of bits broadcast, and
nunber of random bits needed.

Resource Measure Group Menber Cost G oup Manager Cost
Ti me h h

Menory hK 2nK

Bits broadcast 0 hK + h
Random bi ts gener at ed 0 K

Table 1: Summary of resource usage of adding or deleting
a menber with OFT. Here, n is the group size, Kis the
size of a key in bits, and h is the height of the OFT (h
= 1lg n when the tree is balanced). Either the nenber or
t he manager coul d generate the randombits needed at the
| eaves.



4.4 Enhanced OFT+ and LKH+ Al gorithns

As suggested in an observation attributed to Radia Perl man, the

add- nenber operation in LKH can be significantly inmproved to run in
constant time. The nethod is to conpute the new group conmuni cati ons
key by applying a one-way function to the current group
conmuni cati ons key; to unicast the group key to the new nenber; and
to broadcast that this update has been done. W shall refer to this
refi nement of LKH, which maintains perfect backward security, as
LKH+.

Unfortunately, this refinenent does not apply to the del ete-nenber
operation. Fortunately, in nmany applications, add-nenmber is
perfornmed nmuch nore frequently than is evict-nmenber. Independently
of Perlman, V. Viswanathan [Vis96, pp. 25-26] al so suggested a
simlar constant-tine nenber-parallel add-menber idea.

A simlar refinenent is also possible for OFT, which we shall cal
OFT+. For both LKH+ and OFT+, the add-nenber operation advances the
group comuni cations key and marks (i.e. places on a list) the

speci fied menber to be added at the next full re-key (e.g. typically
at the next evict-nmenber operation). Thus, the work of addi ng new
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menbers is deferred until the next re-key. Two savings, however, are
possible. First, there is an econony of scal e when adding nmultiple
nmenbers, especially when the new nenbers will be placed conpactly in
the sane section of the key tree. Second, a newy added nenber m ght
be evicted before the next re-Kkey.

The cost of the deferred add-menber operations is given by the size
of the so-called CAT (Commobn Ancestor Tree) of the nenbers (see

[ @8, Sections 3.3 and 5.3]). |In practice, the cost of adding R
new menmbers at once (assuming they will be placed conpactly in the
same section of the tree) is approximately 2R + I g (n/R), where n is
t he nunber of nodes in the key tree.

4.5 Conparisons with O her Leadi ng Key-Establishnent Mt hods

In this section we briefly conpare our OFT al gorithm agai nst the two
| eadi ng conpeting algorithns for establishing keys in |arge dynamc
groups: the Logical Key Hi erarchy (LKH)[Harn99b, Wal 97], and the
Single Key Distribution Center (SKDC). As reviewed in Section 2,
these two al gorithms and OFT are the main choices available to system
engi neers who do not wish to trust network routers in |arge group
applications. OFT and LKH are appeal i ng because their conputation,
broadcast, and nenory requirenments scale logarithmcally with group
size. The enhanced al gorithms LKH+ and OFT+ (described in Section
4.4) are especially appealing for their constant-tinme add- nember
operations. Despite its linear complexity, SKDC is appealing for its



sinmplicity.
4.5.1 Comnparison Criteria

The choi ce of which key-establishnment al gorithm should be used can be
answered neaningfully only in the context of the requirenents of
particul ar applications. To assist engineers in naking their

choi ces, we shall sunmarize sone of the major properties of SDKC,

LHK, LKH+, OFT, and OFT+ in terns of selected quantitative comnparison
criteria. These criteria include total delay, nunber of bits
broadcast, nunber of bits unicast, nmanager conputation, maxi num
menber conputation, number of random bits generated, and nanager and
menber nenory requirenents. Each of these methods provides perfect
forward security with the option of perfect backward security.

The five | eading candi date nethods differ also in terns of required
primtives, security semantics, central versus contributory flavor,
and resynchroni zati on capabilities (for dealing with group nenbers
who tenporarily are unable to receive nmanager broadcasts). For
exanpl e, SDKC and LKH require encryption functions; LKH+ and OFT
require encryption functions and one-way functions. Although none of
t he authors of any of these methods has provided a formal proof of
security, some engineers may have greater confidence in the security
of methods with sinpler security semantics. Listed in increasing
conplexity of security senmantics, the nethods are: SDKC, LKH, LKH+,
OFT, OFT+. Wth regard to the source of entropy of randombits in

Bal enson, McGrew, Sherman expires February 25, 2001 [ Page 15]

| NTERNET- DRAFT August 25, 2000

conmon group conmuni cati on keys, SDKC, LKH, and LKH+ may be vi ewed as
menber non-contributory nmet hods because the group manager provides
all of the entropy. By contrast, OFT and OFT+ can be used in either
a nmenber non-contributory or menber-contributory fashion. Mst
applications have a need to provide a resynchronization capability;
sone nethods may provi de sone degree of passive

nmenber - synchroni zati on.

VWen asked why she based her LKH nmethod on a keyed encryption
function rather than on a faster keyl ess one-way function (as used in
OFT), Wallner [private communication (11/19/97)] expl ained that her
notivating application was a radi o conmmuni cati on system In this
application, the avail able hardware supported a keyed encryption
function but not a keyless one-way function. Wallner also remarked
(wi thout connection to the choice of encryption function versus
one-way function), that in her application, it was very inportant to
conserve battery power. Although these considerations were inportant
to her application, other applications might have different

requi renents or available primtives; thus the rationale for
Wal I ner's choices do not necessarily apply to other applications.

4.5.2 Quantitative Comparison of SKDC, LKH, LKH+, OFT, and OFT+



Tables 2 and 3 sunmarize the tinme, broadcast, and space requirenents
of each of the five |eading candidate al gorithns (SKDC, LKH, LKH+,
and OFT). Specifically, for each algorithmand for each of the
initialize, add- menmber, evict-nenber operations, Table 2 sunmarizes
the total delay, nunber of bits broadcast, nunber of bits unicast,
manager tine, maxi num nenber tine, and nunber of randombits
generated. Table 3 summarizes the nmanager and menber nenory

requi renents. For nore details, see McGrew and Shernan [ Mc(08] .

In typical nulticast environments, where no unicast is possible, the
add- nermber uni cast nmessages of LKH+, OFT, and OFT+ woul d be sent as
mul ti casts.

4.5.3 Sunmary

For nmoderate size groups, the sinple SKDC nay often be appealing.

For very large groups, however, many applications will |ikely demand
a nethod that scales logarithmically in total delay and nember nenory
usage. For such applications, especially if the add-nenber is nore
frequent than the evict-nenber operation, the OFT+ and LKH+ net hods

| ook very attractive for their constant-time add-nenber. LKH+ and
OFT+ are simlar algorithns, with LKH+ offering relatively sinpler
security semantics, and with OFT+ requiring fewer bits to transmt
for re-keying. |If for the application it is critical to mninze the
nunber of bits broadcast or the nunmber of random bits generated, or
if a nenber-contributory method is needed, then OFT+ nmay be the

nmet hod of choi ce.
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Initialization

RESOURCE MEASURE SKDC LKH LKH+ OFT OFT+
Total del ay n 2n 2n 3n 3n
Nurmber of bits broadcast nK 2nK+h 2nK+h 2nK+h 2nK+h
Nurmber of bits unicast 0 0 0 0 0
Manager conputation n 2n 2n 3n 3n
Max menber conputation 1 h h 2h 2h
No. of random bits generated K 2nK 2nK nK nK
Add nenber
RESOURCE MEASURE SKDC LKH LKH+ OFT OFT+
Total del ay n 2h 1 3h 1
Nurmber of bits broadcast nK 2hK+h h hK+h h
Nurmber of bits unicast 0 0 K hK K
Manager conputation n 2h 1 3h 1
Max member conputation 1 h 1 2h 1
No. of random bits generated K hK 0 K 0
Evi ct menber*
RESOURCE MEASURE SKDC LKH LKH+ OFT OFT+
Total del ay n 2h 2h 3h 3h

Nunber of bits broadcast nK+h 2hK+h 2hK+h hK+h hK+h



Nunmber of bits unicast 0 0 0 0 0
Manager conputation n 2h 2h 3h 3h
Max menber conputation 1 h h 2h 2h
No. of random bits generated K hK hK K K

(* For LKH+ and OFT+, if R add-nenber actions have been deferred, then
t he evict-menber operation will additionally broadcast
[2R + I g(n/R]K bits. See Section 4.4.)

Table 2: Summary of tine and communication usage of
initialization, add-menmber, and evict-nmenber with the SKDC,

LKH, LKH+, OFT, and OFT+ key-establishnment methods. Here, nis
the group size, Kis the size of a key in bits, and h is the
hei ght of the key tree (h = 1g n when the tree is bal anced).
Note that while LKH and LKH+ have | ower nmgnitudes of tota
delay, the units of tinme for OFT are typically nmuch smaller
because keyl ess one-way functions are much faster than are
keyed-encryption functions.

Menmory Usage

RESOURCE MEASURE SKDC LKH LKH+ OFT OFT+
Manager storage nK 2nK 2nK 2nK 2nK
Max menber storage 2K hK hK hK hK

Tabl e 3: Summary of mamnager and nenber nmenory usage in the
SKDC, LKH, LKH+, OFT, and OFT+ Key-establishnment nethods.
Here, n is the group size, Kis the size of a key in bits,
and h is the height of the key tree (h = 1g n when the tree
i s bal anced).
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5. Design Choices, |Inplementation |ssues, and Experience

In this section we identify inportant engi neering decisions that nust
be addressed in the inplementation of the OFT algorithm W al so

di scuss sonme of the | essons |earned from our prototype

i mpl enent ati on.

5.1 Design Choices

Several inportant engi neering decisions rmust be made in the

i mpl enentation of the OFT algorithm the choice of f and g, the
format of broadcasts by the manager, the representation of the tree,
and time-space tradeoffs by each nenber involving how nany unblinded
ancestor keys to store.

The function g can be based on a cryptographic hash function such as
MD5 [Riv92] or SHA-1 [Sha-1]. It is possible that the node keys do
not need to be as large as the output size of the underlying
function. For exanple, MD5 has a sixteen-byte output, while DES keys
are only seven bytes long. The function g can be constructed from



MD5 by discarding sone of the output, as is done by S/ KEY, so that
t he node keys (and thus the broadcasts) are snaller.

The function f does not need to be one-way; it needs only to mx its
inputs. This fact suggests that f(x,y) = x XORy is a fast, sinple,
and effective choice (XOR denotes the bitw se excl usive-or
function). O course, the functions f and g nust not interact

pat hol ogi cally so as, for exanmple, to undo g.

The representation of the tree and the formats of the nmessages from

t he group nmanager are inportant engineering decisions. For example,
the tree could be represented as a record and pointer structure, or
as a linear array. W recomend that nessage formats for messages
broadcast fromthe manager explicitly include node nunber information
to identify which parts of a nmessage correspond to which subtrees.

5.2 Inmplenentation | ssues and Experience

The NAI prototype inplenentation of the OFT+ algorithmwas carried
out in 1999, for the DCCM OFT Tool kit. The purpose of this Java

i npl enentation is to denonstrate proof of concept and to gain insight
into inplenentation issues.

The prototype uses the follow ng paraneter choices: the key size is
128 bits; f is XOR and g is SHA-1 with 160 bits of output.

For sinmplicity, and to avoid ever having to change a nmenber's node
nunber in the key tree, the prototype uses the followi ng alternate
i mpl enentati on of OFT operations: the key tree is constructed with
all |eaves always on the lowest level. Thus, initially, the key tree
is allocated for a certain maxi num size. To grow beyond this size,
the tree could be doubled in size by inexpensively making the current
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tree the left subtree of a new tree and broadcasti ng the new root
node nunber.

The NAI prototype raised three inportant inplenmentation issues:
adapti ng nessagi ng for unreliable conmunications, node nunbering, and
node storage expl osion

To inplement the OFT algorithmin the multicast environment for which
it was intended requires sone nessagi ng adaptations. The finite

maxi mum transni ssion unit in this connectionless environment requires
t hat nmessages be sent in packets. UDP packets can arrive out of
order or fail to arrive. Al nessages need to be protected for
confidentiality, integrity, and authentication. The prototype
protects its internal nessages using the Blowfish encryption and with
SHA- 1- based integrity and authentication checks.

As an exanpl e of a nmessaging inplenentation detail, note that to
encrypt a 160-bit SHA-1 output with a 128-bit bl ock cipher requires



sone type of chunking. The prototype applies the Blowfish algorithm
in ECB node with no padding to 128-bit data bl ocks. These bl ocks are
protected using the standard authentication and integrity mechani sns
for all OFT nmessages; alternatively, one mght use some type of

bl ock chaining (e.g. CBC node).

During the course of OFT operations, it is necessary to be able to
refer to menbers by their nanes and to refer to key tree nodes by
their topological positions. Also, it is necessary to be able to nmap
bet ween nenber nanes and their associated nodes. To this end it is
convenient to nmintain node nunbers. Moreover, since there is no
efficient reliable way to i nform nenbers of any changes in their node
nunbers, it is especially convenient if the node numbers never

change. For these reasons, in the prototype, nenber nanes are
equated with node nunbers, and node nunbers never change.

Because OFT is intended for very |arge groups, the anpunt of storage
al l ocated per node in the key tree significantly affects the tota
amount of menory used. W refer to this issue as the node storage
expl osion. Care nust be taken not to squander nmenory on el aborate
node structures. For exanple, on space considerations al one, the
tree-bal anci ng strategies of Myer et al. [My99] are unlikely to be
Wi se engi neering choices for today's technol ogy.

In addition, the following two | essons were learned. First, it is

i nportant but nontrivial for a nenber to verify when it has the
correct group key. A nenber might conpute the wong group key for
two reasons: The nmenber night never receive some key-update
nessages. Also, in a sequence of key-update nessages, the menber

m ght not have any way of know ng that additional key-update nmessages
are yet to come. These situations are conplicated by the unreliable
nature of the rmulticast environnent. W view these
key-synchroni zati on i ssues as orthogonal to OFT; that is, these

i ssues exi st in many communi cations systens for a variety of reasons
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and shoul d be solved as part of the standard key managenent service.
For exanple, one solution is to attach confidential key checksuns to
keyi ng data, which is what the prototype does. Another solution
which the prototype also uses, is to allow nenbers to send
resynchroni zati on request nessages to the group manager.

Second, it is inportant that the conponents be appropriately matched
and coordinated. For exanple, inefficiencies can arise if the
keysize is not a multiple of the blocksize of the encryption function
used for confidentiality.

Currently, the prototype has handl ed groups of up to 100,000 nenbers
on a Pentiumwith 64 MB of RAM with adjustnents to the swap space.
The maxi mum possible group is Iimted by two factors: the size of
the initial nmessage, and the node storage expl osion



6. Anortized Group Induction

Bef ore a group can establish an initial group comunications key, the
nmenbers nmust be inducted (enrolled) into the group. For centralized
key establishnent nethods including OFT, an inportant objective of
this induction step is for each nenber to establish an individua

base key known only to the nmenber and the group manager. The

i nducti on process al so ensures that each nenmber has the necessary
certificates to take advantage of the supporting authentication
infrastructure. The main conputational goal of induction is to
mnimze its total delay.

For each group nember to establish a separate base key with the G oup
Manager, the sinplest approach is for the manager to engage each
nmenber in a separate pairw se authenticated key exchange protocol
such as the Internet Key Exchange (1 KE) protocol [Hark98b, Mau98,
Onl. Unfortunately, this sinple approach scales linearly in group
si ze.

In this section we describe a new approach to group induction due to
Sherman [ She98, Bal 98b] that anortizes the relatively high cost of a
pai rwi se key exchange over multiple entries into groups. This

anortization saves tinme when many users beconme nenbers of two or nore

groups. We call this new approach "anortized induction.” An |BM
team [ Bl u97] independently discovered a simlar idea in a network
cont ext .

6.1 I nduction Mde

Assume there is a universe of N individuals fromwhich G groups are
formed, each group having at nost n menbers. Assune further that N
is much smaller than Gn; that is, many individuals belong to severa
groups. It is for this reasonable assunption that anortized

i nduction offers significant savings.
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We assume that there is a systemthat adm nisters nultiple groups,
each of whose group communi cations key is established by a
key-establ i shnent al gorithm such as OFT. Each participant may join
one or nore group. Each group has a group nanager, and there is a
system manager who controls induction into the system For
sinmplicity we shall describe the induction process in terns of a

si ngl e system nanager, though the concept of system manager can be
extended to a nore general system managenent function which mght be
di stributed. For each group, each nember nust establish an

i ndi vi dual base key known only to the menber and the group manager

Anmortized induction reduces the nunber of expensive pairw se key
exchanges fromGh to N, which can be a significant savings.
Amortized induction comes at the cost of Gn one-way function



applications by the system manager, but these function eval uations
are nmuch faster than pairw se key exchanges. For exanple, a single
application of the MD5 hash function is approximately 1000 tines
faster than a single | SAKMP/ QAKLEY key exchange

6.2 Induction Al gorithm

VWhenever an individual first enters the system the nenmber

est abl i shes an individual system base key known only to the

i ndi vidual and the system nanager. For exanmple, this step could be
carried out using the | KE Key- Exchange Protocol. Thereafter
whenever the individual joins a group, the individual can establish
an individual group base key with the group nmanager as a one-way
function of the individual's system base key, the individual's nane,
and the group nane.

More specifically, let A be the group name. For each nember M the
group base key KA Mfor Mis conmputed as a one-way function F of Ms
system base key K M the nane of M and the group name. For exanple,

KAM = F( KM M A), (2)

where F is a publicly known one-way function such as the hash
function MD5. The total nenber delay in this conputation is
constant .

The function F nmust satisfy the followi ng properties: it nmust be easy
to compute given its three inputs, and it nust be infeasible for
anyone to conpute the output given only the last two inputs (even
under an adaptive chosen pl ai ntext/ciphertext attack).

VWhenever a group manager i s appointed, the group manager establishes
a manager key k_A known only to the group manager and the system
manager. For added security this key establishnent could be carried
out using the sanme pairw se key-exchange protocol used in the

i nduction process; alternatively, it would be possible to conpute
manager keys along the |lines of Equation 2.
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VWhenever menbers of a group need to be inducted, the system nanager
conputes the group base keys and unicasts themto the group manager,
encrypted under the nanager key k_A. The length of this unicast is
linear in the group size. Note that, unlike the SKDC net hod, no group
broadcast is required. Menbers of different groups can be inducted
in parallel.

6.3 An Exanpl e of Induction
To illustrate the anortized induction process, consider a toy exanmple

in which there are three individuals Q R S and two groups A = {Q
R} and B = {S}



VWhen Member Q is inducted into the system he establishes a base
system key K Q known only to Q and the system manager. Simlarly,
Menbers R and S establish base system keys K R and K_S,

respectively. At the appointnment of Group Manager A, Manager A

est abl i shes a manager key k_A known only to Manager A and to the
system manager. Simlarly, G oup Manager B shares a nanager key k_B
with the system nanager.

To induct nenbers of Group A, the system manager conputes the group
base keys KA Q and KA R for Menbers Q and R, respectively, and sends
themto Manager A encrypted under manager key k_A. For exanple, KA Q
=f(KQ Q A and KAR=f(KRRA). In parallel, Menbers Q and R
each conputes his own group base key. Menbers of Group B are
simlarly inducted.

7. Concl usi on and Open Probl errs

We have presented and anal yzed a new practical hierarchical algorithm
for establishing shared cryptographic keys for |arge,

dynam cal | y-changi ng groups. Qur algorithmis based on a nove
application of One-way Function Trees (OFTS).

Unl i ke previously proposed solutions based on information theory,
publ i c-key cryptography, hybrid approaches, or a single key

di stribution center, our OFT al gorithm has comunication
conput ati on, and storage requirenments, which scale logarithnically
with group size, for the add or evict operation. Each of the

af orenmenti oned nethods typically scales linearly or worse (see
Section 2.1).

In conparison with the first proposed hierarchical method that does
not depend on trusted routers -- the Logical Key H erarchy (LKH) --
our OFT algorithmreduces by approxi mately hal f the nunber of bits
broadcast by the manager per add or evict operation. By contrast,
LKH has relatively sinpler security semantics than does OFT. The
user tinme and space requirenments of OFT and LKH are roughly
conparable. For nmany applications, including nulticasts, mnimzing
broadcast size is especially inportant.
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The One-Way Function Chain (OFC) variation of OFT recently due to
Canetti, et al. [Can99b] is a very attractive proposal for its
sinmplicity, broadcast size (sinmlar to OFT), and provable security.

The exact savings in broadcast size of OFT over LKH depends on the
parameter choices in the OFT and LKH i npl ementations, including the
key lengths and the output sizes of the one-way function, encryption
function, and m xing function. |If the one-way function expands its

i nput nore than does the encryption function, then the savings in
broadcast size will be less than a factor of two. For exanple, using



128-bit group keys and the 160-bit SHA-1 one-way function, our
prototype OFT achi eves a savings in broadcast size over LKH of (2 X
128) / 160 = 1.6, which is slightly less than two.

Al t hough a reduction in broadcast size of one half nmay seem

relatively small, we conjecture that the performance of the LKH
al gorithm may be approaching theoretical Iimts and therefore only
relatively small inprovenments may be possible. Canetti et al

[ Can99] give sone evidence supporting this conjecture by proving
upper and | ower bounds with gap of at nost Q(b) = Q(lg n), where b is
a paraneter (see Section 2.1).

Ref i nements to the OFT and LKH net hods which we call OFT+ and LKH+
(see Section 4.4), offer significant performance inprovenents.
Specifically, in OFT+ and LKH+, the cost of the add-nmenber operation
one one-way function application, a unicast of one key, and one short
broadcast. There is also a deferred cost for the next re-key
operation. These inmprovenent to OFT and LKH make OFT+ and LKH+
attractive choices for many applications.

It is possible to inplement the OFT algorithmw th k-ary trees, as
studied in LKH by Canetti et al. [Can99]. The optinmal choice of k
depends on what cost nmetric is to be mninized. The choice k = 2

m ni m zes broadcast size for single nenmber eviction. By contrast, to
m nimze total nanager computation, Wng et al. [Wn98] show
experimentally that k = 4 is best in LKH W suspect that a simlar
result may al so hold for OFT.

MG ew and Sherman [ Mc@8] di scuss and anal yze savings that are
possi bl e by separately batching nmultiple add or nultiple evict
operations. Similar and possibly even greater savings may be
possi bl e by batchi ng adds and evicts together, as al so suggested by
Yang (personal correspondence 6/22/99).

The OFT nmethod is a centralized algorithmwith the option of nenber
contributions to the entropy of the conmon comunications key. |Its
mai n advant ages are that, in conparison with LKH+, it reduces by a
factor of two the number of bits required to be broadcast for each
evi ct-menber operation. It is also the only proposed scal abl e
nmenber - contri butory net hod.

Qur prelimnary security analysis of OFT [ Mc(8] raises some
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i nteresting questions about the security of function iterates, and
that of bottomup one-way function trees. Formally proving the
security of key-establishment algorithms is a difficult problem even
in the two-party case (e.g. see Bellare and Rogaway [ Bel 93]).

It is inmportant to realize that there are significant fundamental
[imtations to achieving security in |large groups -- one mght even
say that a secure large group is an oxynoron. |n nost |arge groups,



it is very likely that at |east one nermber is unreliable,
untrustworthy, malicious, or careless. Each nenber knows the combn
conmuni cati ons key and the plaintext, which is the main commodity
being protected. Using multiple comunications keys for different
subgroups woul d not enhance security since each nember would stil
have the plaintext. Any nmenber could disclose the plaintext.
Consequently, in large groups, it becones especially inportant to
detect traitors (e.g. through fingerprints and wat ermarks [ Kur98,
Sta97, Cho94]) and to limt the |loss caused by disclosures (e.g. by
rapi d evictions and re-keying). Special-purpose, physically secure
hardware may play a role in these objectives, by restricting access
to comuni cation keys, conplicating effective use of conproni sed
keys, and providing unique fingerprints.

Qur OFT algorithmoffers a practical approach with | ow broadcast size
to manage the demandi ng key establishnent requirenents of secure
applications for |arge, dynam c groups.

8. Security Considerations

Thi s docunent proposes a new al gorithmfor securely establishing a
shared, secret group comunications key in a |large, dynanic group
Sections 3.2, 4.1, and 4.3 describe the security properties of this
al gorithm
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10. Acronyns and Abbreviations

DCCM Dynam c Cryptographi c Context Managenent (a DARPA proj ect
[ Bal 98])

DNS Domain Nane System

GOH Goup Diffie-Hellman (a G oup key exchange protocol)

LKH Logical Key Hierarchy

LKH+ Logical Key Hierarchy, with inmproved constant-tine add-menber
operation

MSMP Ml ticast Security Managenent Protocol (an NSA/ Sparta effort
[ Har n99])

NAI Net wor k Associ ates, Inc.

OFC  One-Way Function Chain

OFT  One-Way Function Tree

OFT+ One-Way Function Tree, with inproved constant-tine add-nmenber
operation

SKDC Single Key Distribution Center

SMG  Secure Milticast G oup

TIS Trusted Information Systens, Inc.

XOR  Bit-w se exclusive-or
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