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Drafts as reference naterial or to cite themother than as
"work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
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Abstract

Security is increasingly becomng a concern in applications built on
multi-party communication. Centrally, protection of the application
content from non-authorized or malicious parties is the fundanental
goal of any security policy specification. This draft seeks to
illum nate the design space of secure multicast comrunication
policy. The security requirenments of existing application policies
are intended to be addressable by these policy dinmensions. It is
from an understandi ng of policy design space that the nmechanisns for
policy specification and enforcement can be derived.

Tabl e of Contents
1. Introduction

Al t hough security policy is an oft mentioned conponent of security
infrastructures, no single definition has been found to address the
needs of all parties and environnments. One working definition
defines policy as:

o the group security relevant behaviors, access contro
paraneters, and security mechanisnms.'...'' [HCH+00]

This definition best fits the viewpoint of policy as defining how
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security defines group behavior, who are the entities allowed to
partici pate, and which nechanisns will be used to achi eve mni ssion
critical goals. For the purposes of this docunent, we wll accept
t hese di mensi ons as defining the relevant properties of secure

mul ticast policy.

A group security context is the set of keys, nenbers, protocols, and
al gorithnms used to secure a singular group comunication. A policy
defines (directly or indirectly) how the security context should be
derived. A policy framework defines the entities and protocols used
to define, interpret, negotiate, and distribute a secure group

policy.

Once an understandi ng of what constitutes a policy is obtained, the
natural question of policy specification arises. This question
speaks to the requirements of both the representati on and
interpretation of policy, and the neans by which policy is

di stributed and authenti cated.

The central ains of this docunent are the definition of a group
nodel and an investigation of the dinensions al ong which policy my
be defined in secure multiparty comruni cati on. The group nodel
shoul d be conprehensive and flexible; the requirenents of arbitrary
group comuni cation security shoul d be expressible and achi evabl e.
In this nodel, we attenpt to identify those dinmensions of policy

rel evant to secure nulticast. This docunent does not seek to
identify specific solutions or nechanisns for providing group
security policy specification and enforcenment, leaving this to other
future docunents.

The renmai nder of this section describes the major conmponents and
chal | enges of secure group policy. The follow ng two subsection
describe a major distinction between group and | ocal policy upon
whi ch the nmodel defined in this document rests. The issues of
policy specification and negotiation are briefly described in
subsequent sections.

1.1 Goup Policy

A group policy defines the behavior of the group. Included in this
definition is the types of security guarantees provided to the
partici pants, the ways in which the guarantees are provided and the
definition of the relationships between the group participants.

1.2 Local Policy

ot ai ned fromthe | ocal environment, a | ocal policy defines the
requi renents and credentials of the local entities. Upon receiving
the group policy, both the group and | ocal policies should be
reconciled. Irreconcilable conflicts (see negotiation bel ow)
requires the local host abstain fromparticipation in the group

In addition to specifying mniml standards for group behavior, the
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[ ocal policy should identify which identities or credentials should
be accepted as authoritative. 1In the case of identities, an
aut henti cation nethod shoul d al so be defined.

1.3 Policy Specification

Once agreenment has been reached on the policy dinensions that wl|
be supported by a policy franmework the issue of specification
arises. A policy specification |anguage defines both how a policy
is represented and the rules with which the representation is
interpreted. The follow ng text outlines several design goals of
the policy representation

The policy | anguage shoul d be unanmbi guous. Because a policy will be
interpreted by host software, the mapping of the policy to mechanism
and credentials nmust be determnistic.

The policy | anguage shoul d be succinct. The costs associated with
policy distributionis likely to be a key deternminant in the success
of the policy framework. As such, the |anguage shoul d be designed
to be represented in as small a electronic format as possible.

The policy | anguage should be clear. A requirenment of the SMuG
architecture is that policy definitions nmust originate fromsecurity
personnel which may or nmay not be directly involved in application
devel opnent. Thus, the ability to relate the representation to rea
worl d objects is a goal. Were possible, a policy representation
shoul d be human readabl e.

1.4 Policy Negotiation

Reconci l i ati on, possibly through participant negotiation, of |oca
and group policy is a key task of the SMuG franmework. A open issue
is the extent to which a group policy may be altered during this
negotiation. Secure nulticast groups may be | arge and extend over
several administrative domains. Thus, the potentially conpeting
requi renents of group nmenbers must be weighed in creating a single,
coherent group security policy.

1.5 Rel ated Docunents

This informational docunent is intended to notivate the design of
the Secure Miulticast Research Group [SMuG secure multicast
architecture [HCBP99, CCP+99]. Specifically, this docunent intends
to identify potential policies that may be supported by the SMIG
secure nmulticast framework through the policy framework (problem
area 3). This should also serve as an informal policy requirenents
specification for the managenment of keying material (problemarea 2)
and nulticast data handling (problem 1) layers of the SMIG
architecture. A nore detail ed docunent defining the requirenents of
the policy franework is the subject of a future draft. A taxonony
of issues relating to the SMUG framework can be found in [ CP99].
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A secondary goal of this docunent is a requirements definition for
the framework policy specification |anguage. 1In this, we intend to
outline a general nodel which can be used as the basis of policy
specification. While the specifics of the policy |anguage are not
stipul ated, we expect that future documents will realize this nodel
in defining an el ectronic policy representation

1.6 Document Organization

The remai nder of this document is as follows. Section 2 defines a
group nmodel through a specification of the actions and rol es of
group participants. Section 3 describes the potential dinmensions on
whi ch policy may be defined, and identifies those policies required
for secure nulticast comunication

2. Group Mdel
This section outlines the group nodel under over which we define
policy, and is nmuch notivated by the enmergi ng GSAKMP pr ot oco
[HCH+00]. In this nodel, the defining characteristic of a group is a
statenment of rights associated with roles assuned by group nenbers.

A role defines the rights and responsibilities of any group nenber

assum ng that role. |In gaining access to the group, a group memnber
must assume one or nore roles. External entities may serve as roles
within the group. In this view, the task of the policy framework is

the specification and distribution of role definition, the neans and
specifics of role access control, and rules guiding the realization
of these role defined activities in the underlying nechani sns.

To notivate (one definition) of roles, we present an enuneration of
activities relating to the managenent of a group security context.

## Action Descri ption

1 key creation right to create a session key, or to
generate rekeying materia

2 key dissem nation This right allows a nmenber to distribute
keyi ng materi al

3 rekey action right to initiate a group rekey.
initiation

4 key access right to gain access to the session key

5 policy creation right to create/assert a group policy

6 policy nodification right to nmodify the group policy

7 grant rights right to grant rights to menbers/entities
external to the policy
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8 aut hori ze menber right to authorize/state authenticity of
group menber

9 adm t member right to admit a menber to the group
10 eject nenber right to renove a nenber fromthe group
11 audit group right to nonitor access control messages or

menber ship i nformati on

Tables 1 and 2 describe the set of access rights and rol es assuned
by group participants. This description of roles and rights is
intended to be informational. Particular instantiations of the SMUG
framework may define roles and rights as appropriate for their
purposes. W describe the nmeaning of each role in the follow ng
subsecti ons.

# Rol e Access Rights
1 group owner 5 6, 7, 11
2 group key authority 1, 2, 3, 4, 11

3 group nenbership authority 8, 9, 10
4 menber 4

Table 1 - Role Access Rights

The foll owi ng subsections describe the purpose, rights, and
responsibilities of the group roles defined in Table 1

2.2.1 Goup Owner

The group owner is the initiator of the group and controls the
policy for the group. The group owner is the entity that states
rules for admittance and determ nes the behavior of the group
(policy). Also, it nust identify the authorities that performthe
various nmanagenent duties for the group. Note that the group owner
may or may not be a nenmber of the group.

2.2.2 Goup Key Authority

The group key authority is the controller of keying actions wthin
the group. As such, this entity creates and coordi nates the

di stribution of all session keys and rel ated keying material. The
entities to which keying material will largely be driven by

i nformati on received fromthe group nembership authority. Note that



McDani el , Harney, Dinsnmore, and Prakash [ Page 6]

the group key authority need not be a nenber of the group or
di stinct fromthe group owner.

2.2.3 Goup Menbership Authority

The group nmenbership authority is the controller of menbership
actions within the group. As such, this entity authorizes and
admts the menbers of the group. The neans used to performthese
actions is dependent on the policy stated by the group owner. Note
that the group key authority need not be a nmenber of the group

2.2.4 Menber

A group nenmber is a participant in the group. The right to access
the session key inplies the ability to both send and receive
nessages within the group. Obviously, the menber is required to be
a nenber of the group. Note that a nenber specifically does not
have any rights to nonitor the group control nessages or nenbership
I f needed, these rights nmay later be granted through the definition
of a new role.

3. Policies
3.1 Goup Policy

A group policy defines group services and participant roles to be

i npl enented by the group. The central goal of the SMuG policy
framework (problemarea 3) is to provide services for specification,
di stribution, and negotiation of the group policy.

As defined by roles (see section 2.2 above), specification of the
group policy is to be perforned by sonme authorized entity. The
group policy is to be distributed to joining menbers by policy

di stribution points (see [CCP+99]). The nechani sm and architecture
of the specification and distribution nechanismis beyond the scope
of this docunent.

The foll owi ng subsections define several dinensions along which a
group policy may be defined.

3.1.1 Rekeying Policy

A commpn strategy to support secure group conmuni cation anpong
trusted menbers is to use a conmon symetric session key (e.g. KW
[ HVR97a, HVRO7b], GSAKMP [ HCH+00], Antigone [ MPHO99], DCCM [ DBH+00]).
An inportant policy issue for a group conmunication application is
deci di ng when a session nmust be rekeyed, i.e., the old session key
is discarded and a new session key is sent to all the menbers. This
policy is likely to drive nuch of the key management activities of

t he key managenent protocols [ HBHOO].

A rekeying policy defines how and when sessi on keys are created and
(re)distributed. The managenent of the session keys is a centra
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determ nant of the security afforded by the resulting session. As
such, the rekeying policy drives many subsequent policy and
mechani smrel ated deci si ons.

Associ ated with each rekeying policy is a number of properties which
define the security guarantees being provided to the group. Severa
properties of the session keying include:

sessi on key independence - no neani ngful information about one
session can be derived from anot her

perfect forward secrecy (PFS)- the property that a session key
provi des no neani ngful information about future session keys.

menbership forward secrecy (MFS) - the property that a menber
| eavi ng the group cannot obtain neaningful information about
future group conmmuni cati on.

perfect backward secrecy (PBW - the property that a session key
provi des no nmeani ngful information about past session keys.

menber shi p backward secrecy (MFS) - the property that a menber
joining the group cannot obtain neaningful information about past
group communi cati on.

failure secrecy - the property that a fail ed process can not
continue to actively or passively participate in the group. The
means in which failures are detected and reported is beyond the
scope of this document.

conprom se secrecy - the property that a conpromn sed process can
not continue to actively or passively participate in the group
The neans in which conpromni ses are detected and reported is
beyond the scope of this document.

limted lifetinme - the property that a session key has nmaxi mum
lifetinme (which may be neasured in tinme, bytes transnitted, or
some ot her gl obally measurable metric of group comunication).

Simlarly, the nechanismused to create session keys may have the
foll owi ng properties:

contributory keying - the property that each group nember
participate in the creation of the session key.

centralized keying - converse to contributory keying, this
property requires that (only) one or nore trusted parties
contribute to the creation of the key.

These properties are realized in sone conbination of key creation

al gorithm and rekeying protocols. The definition of these

al gorithms, protocols, and the (policy to mechani sm mapping
function is beyond the scope of this docunment. The Antigone system
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[ MPHO9] investigates the means by which policy nay be mapped into
mechani sns.

Support for sonme or all of the rekeying policies defined in this
section is a requirement of the SMuUG Policy framework.

A representation of a rekeying policy may be the set of properties
whi ch the rekeying nechanismis required to provide. Each property
may require additional policy specification and mechani snms. To
illustrate this point, we describe the features and requirenents of
two policies mentioned above.

3.1.1.1 Menbership Forward Secrecy

A menmbership forward secrecy policy is useful in secure conferencing
applications. The content of conferencing application is often
driven by the nenbers of the group. (e.g. The content of a sales
neeting may need to be protected from suppliers who have exited the
session.)

In nenbership forward secrecy, The group is required to protect
content from nmenbers of past security contexts. Therefore, any
rekeyi ng mechani sm and protocol supporting an MFS policy nust
provide the follow ng features:

a) protection of the LEAVE process (reliable, authenticated, and
timely)

b) rekey after every group menber LEAVE

c) provide PFS rekeying

It is imediately obvious MFS nmay be both be difficult to provide
and expensive. Thus, M-S policies may be inconpatible with large or
hi ghly dynami c groups. Support for MFS in the secure multicast
framework may not be required.

3.1.1.2 Limted Lifetine

Limted lifetime rekeying can be useful in a secure on-line
subscription service. Paying nenbers would periodically be sent a
new key that is valid until the next subscription interval. The
GKMP [ HVR97a, HVRO7b] protocol inplenents a tinme-sensitive rekeying
policy (albeit wi thout the session key independence required by the
this exanple). Limted lifetinme rekeying w thout independence
provides (primarily) protection against cryptanalysis of the session
key. The MARKS system [Bri 99] provides an efficient neans of
supporting limted lifetime rekeying within arbitrarily |arge groups.

VWere limted lifetime rekeying is used, the netric used to neasure
key lifetine and the threshold at which rekeying is required nmust be
stated in the group policy. Mechanisns inplenenting this policy
nmust support the nmeasurenent of key lifetinme and periodi c PFS

rekeyi ng.
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Limted lifetime rekeying is supported by the vast majority of

exi sting secure multicast and group comruni cation frameworks. The
nmechani smrequirements of this policy are sinple and strait-forward.
Finally, to avoid cryptanal ysis of session keys, periodic rekeying
is a good security practice. Thus, support for limted lifetine
rekeying is a likely requirenent of the SMuG policy franmework.

3.1.2 Access Control Policy

An access control policy states the identities/credentials, rights
and responsibilities of each nmenmber of the group. Access control in
our current group nodel is defined by the roles assunmed by group
partici pants. The specification, nmeaning, and nmechani sns for
assum ng these roles is as defined above in section 2.2.

Support for role defining access control policy is a requirenent for
t he SMUG policy franework.

3.1.3 Data Security Policy

The canoni cal security policy, a data security policy states the
security guarantees provided to application | evel nmessages. This
policy is likely to directly or indirectly state the data transforns
defined by the SMUG problem area 1 group [ CRCO0] used to secure
group messages. Several data security guarantees include;

confidentiality - Guarantee stating that no nmenber outside the
group can obtain the contents of a group nessage.

integrity - Quarantee stating that any nodification of a group
nmessage during transm ssion is detectable by the receiver.

group authentication - Guarantee stating that a received nessage
was transmitted by sone nenber of the group. This is typically a
byproduct of other (data security) guarantees.

source aut hentication (or sender authentication) - Guarantee
stating that the sender of a nessage can be uniquely identified.
Providing this guarantee in an efficient and scal able way is an
open issue. However, recent devel opments by Perrig et. al

[ PSTCOO0] outline several prom sing solutions for providing
efficient sender authentication

non-repudi ati on - Guarantee stating that a sender should not be
able to falsely deny sending a previously transnmtted nessage.

anonymty - Guarantee stating that the originator of a nessage
cannot be ascertained by receivers (or by outside parties).

The cryptographic algorithnms and used to provi de these guarantees

have varying strength and perfornmance characteristics. As such, a
dat a-security policy should be able to state the algorithm(s) that
may used to provide data security. A result of the selection of
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cryptographic algorithnms |eads to the followi ng kinds of secrecy:

epheneral secrecy - the data be protected for (only) a short
period after transmission. That is, the algorithm should prevent
easy access to content, but strong guarantees are not required.
One exanple, from [CP99] is:

[... to maintain epheneral secrecy when transmtting a video it
is sufficient to encrypt only the | ow order Fourier coefficients
in an MPEG encodi ng. ]

| ong-term secrecy - requirenent that the transnmtted data be
protected for an indefinite period after transmssion. This
requi res strong cryptographic algorithms.

A "cipher-suite" is one or nore cryptographic algorithms used to

i npl enent data rel ated guarantees. The policy specification should
allow, at a mininmum cipher suite definitions that support the
speci fication of acceptable algorithm parameters and nodes.
Additionally, the suite definition should indicate the guarantees
for which the suite should be used.

Support for sone, if not all, data security policies is a

requi renent of the SMuG policy framework. A definition of the
supported cipher suites should be devel oped by the multicast data
transform specifications (level 1).

3.1.4 Menber-Data Policy

A menber-data policy indicates the availability of group membership
i nfornation, states guarantees of the accuracy of this information,
and identifies the nechanismused for its distribution

I dentification of the menbership within a group session is an

i mportant requirement for a large class of applications. As
evi denced by a nunber of group conmunication systens, achieving
strong guarantees for the availability and correctness of group
menbership can be costly. Several nenber-data policies worth
consi dering are:

best-effort menber-data - In this policy, nenbership data will be
delivered as avail able. No guarantees about the accuracy or
timeliness of this information are provi ded. However,

due-dili gence shoul d be expended in providing accurate menbership
dat a.

positive menber-data - This policy guarantees that all nenbers in
t he nmenbership data are actively participating in the group. That
is, alisted nenber is guaranteed to be receiving data and has not
failed (see below, in Failure Policy 3.1.6, for a definition of a
process failure).

negative menber-data - This policy guarantees that every nenber of



McDani el , Harney, Dinsnmore, and Prakash [ Page 11]
the current security context is listed in the nmenbership data.

perfect menber-data - This policy guarantees that all nenbers in
t he menbership data actively participating in the group, and that
every menmber of the current security context is listed in the
menbership data. That is, both positive and negative nenber-data
i s provided.

A related policy is confidentiality of group nenbership. In
general , hiding the group menbership information from nenbers and
non-menbers is difficult to do in current networks. This is
primarily because the ability to nonitor nessages on the network
al | ows access to the source and destination of packets (in case of
uni casts) and at the nmulticast tree (in case of IP multicasts). 1In
mounting this traffic analysis attack, an adversary nmay deduce a

cl ose approxi mati on of group nenbership

It is unclear if nmenber-data policies are within the scope of the
SMUG framewor k. However, we note that the availability of accurate
menbership information is a pre-requisite of sone reliable multicast
sol utions being discussed by the Reliable Milticast Research G oup

[RM.
3.1.5 Conprom se Policy

A conpromi se policy identifies the types of conpronises to be
detected, the nmeans by which they are reported, and the nmechani sm
used for recovery. Conpronise related algorithnms may or nmay not be
prot ocol and keying al gorithm dependent. Further investigation of
the requirenents of these policies is required.

It is unclear if conprom se detection and recovery is within the
scope of the SMUG franeworKk.

3.1.6 Failure Policy

A failure policy defines what kinds of (menber) failures are to be
detected and the nechani sns used for failure detection, reporting,
and recovery. The definition of a failure policy should be derived
froma process "crash nodel". As defined in [Mil 93], traditiona
crash nodel s include;

fail-stop - The failed process i medi ately and permanently stops
sendi ng and receiving nessages. The vast majority of secure group
and nulticast franmeworks and protocols assune a fail-stop failure
nodel , if any.

nmessage- om ssion - The failed process will not receive or send
(omt) an arbitrary number of messages.

Byzantine - The failed process can exhi bit any behavior
what soever. A failed process in a Byzantine failure nodel should
be assuned to be actively attenpting to circunmvent the security of
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the group. As denpbnstrated in RAMPART [Rei 94] system known
nmechani sns providing protection from Byzantine failures are both
expensi ve and conpl ex. Note that nechani snms used to conbat
Byzantine failures are often sinmilar to conprom se recovery

al gorithms.

Systens supporting failure detection and recovery techni ques found
in survivability and distributed systenms literature typically do not
address security. Thus, the integration of these services with a
security infrastructure requires careful design and analysis. It is
uncl ear if these policies should be addressed by the SMuG franmework.

3.1.7 Donmi n Dependent Policy

A domai n dependent policy dictates ways in which the security
context may be effected by forces external to secure multicast
services. Such a policy would specify the nodification of group
behavior in response to the observation of an external event or
state.

An exanpl e of a domain dependent policy is the nodification of group
access rights during a launch wi ndow. At the Kennedy Space Center
(NASA), nonitoring devices on the space shuttle continuously
transmit data to a number of monitoring applications. CQutside a

[ aunch wi ndow, the applications may alter configuration or test

devi ces as needed. During the | aunch wi ndow, these devices transmt
noni toring data, but access to configuration and testing interfaces
is prohibited. One group (dommin dependent) policy supporting the
requi renents of this environnent would state that no application
shoul d be able to send to the group during the launch w ndow.

Anot her policy would outright prohibit the (testing) applications
fromparticipating in the group during a | aunch w ndow.

Devel opi ng an enumneration of all potential domain dependent policies
is infeasible. Thus, if supported, flexible interfaces for
reporting external events and state nust be provided. An open issue
are the security requirements for the event detection and state
assessment mechani sms. A second issue is the support of donain
dependent roles (such as the application role in the above exanple).

At a minimum it seenms necessary for the secure nmulticast group to
provide interfaces to secure group related activities. Such
activities may include (but are not restricted to); initiate
rekeyi ng, nember ejection, and conproni se recovery.

3.2 Local Policy

A local policy states the security and performance requirenents of
the I ocal infrastructure on the SMuG franework. The nechani sm used
for the specification and distribution of local policy is beyond the
scope of this docunent.

The foll owi ng subsecti ons define several dinensions along which a
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| ocal policy may be defined.
3.2.1 Infrastructure Policy

An infrastructure policy identifies the locally trusted entities and
i ndi cates whi ch mechani sms may be used to obtain other credentials.

In this, a statenent of what groups the host is allowed to join may

be implicitly specified.

Typically, this policy is used to identify the identity, |ocation,
and nechani sm of locally held credentials (e.g. long termkeys). It
is fromthese credentials that access to the group services will be
likely be obtained. An exanple policy of this type nay identify a
file in the local filesystemthat contains a long termkey. Note
that the neans in which the contents of the file is interpreted mnust
al so be specified.

Conversely, the infrastructure will also state the neans in which
the identities and credentials received fromthe group will be
verified (.e.g. location of locally trusted CA). The identity of
trusted franmework conmponents (e.g. policy distribution points) may
al so be specified.

Support for infrastructure policy is a requirenent of the SMIG
f r amewor k

3.2.2 Policy Requirenents

This policy state the m nimum services a host will accept. |In this,
it may state the follow ng requirenments of any group

trusted entities - This policy states which parties may assune
roles within the group. For exanple, one policy nmay state that a
| ocal process may only join groups whose key controller is a
specific host (e.g. antigone.citi.umn ch.edu).

data security policies - This policy requires that groups provide
particul ar data security policies.

others - In general, any policy expressible in the group policy
shoul d be able to be stated as a policy requirement.

Policy requirements are likely to drive any policy negotiation
process. Converging on a set of services that neet the requirenents
of all nenbers is an open issue.

Support for policy requirenents is a requirenment of the SMIG
f ramewor k
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