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Thi s docunent proposes an architecture for secure IP nulticast.
It identifies the basic conponents and their functionalities,
and specifies how these components interact with each other and

wi th the surroundi ng systens.

The main design principles followed in developing this architecture are
simplicity, flexibility, ease of incorporation within existing systemns.
In particular, the design attenpts to mmc the | PSec architecture, and
to re-use existing | PSec nechani sns wherever possible.

The proposed architecture is able to accommpdate many of the existing
proposals for multicast key managenent. In this draft, we concentrate
on the architectural building bl ocks required to enable a group nenber
(either a receiver or a sender of data) to use secure IP nulticast.
Desi gn of the group controller(s) is left to future documents.
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1. Introduction

Thi s docunent proposes a basic architecture for a secure |P multicast
standard. It identifies the basic conponents and their
functionalities, and specifies how these conponents interact with
each other and with the surrounding systens. We start with a brief
overvi ew of the security requirements for multicast conmunication

We t hen describe sone basic design principles followed here.

Next, we sketch and notivate the overall design. W al so suggest
design principles for two main nodul es: key managenent and source

aut hentication. Finally, some issues for discussion and rel ated

wor k are presented.

G ven the large variance in the characteristics and security

requi renents of different nmulticast applications, it is unlikely
that a single solution will be adequate for handling all possible
applications (see [CP,Q). Still, we believe that the architecture
descri bed here is flexible and general enough to serve as

a conmmon ground for nobst future solutions.

Foll owing the rationale of the IPSec architecture [ KEN98c],

this docunent goes beyond maki ng the m ni nrum specifications
required for interoperability. It sketches the interna

design required of a secure nulticast protocol. Such a detailed
specification is needed since the overall security of the system
often depends on the correct internal operation of all the
conmponent s.

The current version of this docunent does not fully specify the
internal structure of all the nmobdul es. These will be described in
subsequent docunents.
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2. Security requirements fromnulticast comunication

We briefly sketch the salient security requirenents. A nore detailed
di scussi on appears in [CP].

(a) Group nenbership control and confidentiality: This neans
maki ng sure that the group commrunication

is accessible only to legitimte group nenbers. This docunent
concentrates on a "flat" access control structure; that is, al
the group communication is accessible to all group nenbers.

Hi erarchi cal group nenbership (as in, say, [HM) is not addressed
here, and can be added at a | ater stage.

Group nmenbership control is usually inmplenented

by having a group key shared by all group menbers. Al group data
conmuni cation is encrypted via synmetric encryption using this key.
The architecture proposed here follows this approach

For many applications, group nmenbership is likely to vary over tine.

It is often required that nembers |eaving a group | ose access to future
group communication. It

is also sonetinmes required that menbers joining a group will not gain
access to group comruni cati on that occurred before they joined.

Note that in order to inplement access control it must be possible to
authenticate the identity of potential group menmbers. This can be done
using public-key certificates of potential menbers.

(b) Group data authentication: This refers to the process by which a
group nmenber is able to verify that the group comuni cati on origi nat ed
froma source within the group. Here the recipient of the comunication
is not generally able to authenticate the individual source but is able
to verify that the comuni cation originated with sone nmenber of the

gr oup.

We foll ow the usual approach of inplenenting group data authentication
using a dedi cated key shared anmong all group nenbers. Al the

conmuni cated data is authenticated via Message Aut hentication Codes,
usi ng the comon key.

(c¢) Individual source authentication: This refers to the process by
whi ch group nmenbers are able to verify the identity of the sender of
data to the group. The problem of source authentication in multicast



is inherently different fromthe source authentication problemfor
poi nt -t o-poi nt connections since single MAC based sol utions (such as
those used in | PSec) are not applicable here. (see [CP] for a survey
of techniques for achieving this goal).

O her security concerns, like non-repudiability and anonynity, are
not addressed here, and will be determ ned by the specific
i mpl enent ati on.
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3. Design Goals and Cuidelines

Qur main design goals are sinplicity, flexibility, ease of
i ncorporation within existing systenms. To achi eve these goal s,
we follow the guidelines listed here:

(a) Make the design i ndependent fromthe underlying routing nechani sm

The architecture does not interfere with the routing nechani sm of
the data. Data packets nmay be routed via any nulticast or unicast
routing. For sake of sinplicity and

nodul arity of design, we recomrend that the key managenent mechani sm
assune reliable communi cation. Yet, no specific mechanismfor
obtaining reliability is specified. Any reliable multicast or

uni cast nmechani sm (e.g., TCP) can be used.

(b) Mmic the | PSec architecture and desi gn as nuch as possible.

As in IPSEC, we separate the nodul es that handl e data fromthose that
handl e key management. Functions such as the generation, distribution
and update of cryptographic keys are encapsul ated in a key nanagenent
nmodul e. I n addition, the key managenent nodule is placed in the
"application |layer" of the comunication, and outside the OS kernel
This facilitates application specific operations, such as nultiplexing
of data for different users and certificate verification. The data
handling part lies nmostly in the IP layer, using | PSec nodul es. (Yet,
we introduce an additional |evel of data handling, in the interest of
source authentication. See details in the sequel.)

(c) Use existing components wherever possible.

Specifically, we use |IPSec's ESP and AH protocols for encrypting and
aut henticating data. The ESP protocol [KEN98a] is used for
exchangi ng encrypted and authenticated multicast data.

If confidentiality is not an issue or if additiona

aut henti cation beyond what is provided by the ESP authentication
nmechani smis required (such as authentication of the |IP header)

then the AH protocol can al so be used.

Since | PSec was nostly designed for unicast, there are a few

i ssues that arise when the ESP/ AH protocols are used for
mul ti cast data. We di scuss sone of these issues in Section 6.

Mul ticast-specific packet transformati ons may be introduced



in the future

(d) Mnimze nodifications of the OS kernel

The current architecture is structured so that the new nulticast
security specific components are kept in the application space and
the 1 PSec components that are currently in the OS kernel can be used
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for multicast security without nodification. It is expected that with
time, some of the multicast specific conmponents nay be nmoved to the
kernel and | PSec conmponents already in the kernel would be nodified
to better support multicast.

(e) Flexibility in the choice of cryptographic algorithnms and key
managenent schenes.

By re-using the I PSec design for data transport, we retain the
flexibility of using any data encryption and aut hentication
al gori thm which can be supported by I PSec.

The new conponents introduced in this docunent, nanely the
Mul ticast Internet Key Exchange Mddule (M KE) and the Source
Aut henti cati on Mddul e (SAM provide frameworks which are

fl exi bl e enough to support nobst group key managenent and
sour ce aut hentication schenes.

4. Architecture

This section presents the architecture. We start with a bl ock di agram
and continue to describe the functionalities of the various conponents,
and the data fl ows.

4.1 Architectural Block Di agram

There are two types of entities involved in Secure Milticast, namely
the group nmenbers which participate in the Secure Milticast
conmuni cati ons and the controller(s) which nanage keys for the group
or parts of the group and enforce access control. The architecture of
the controller(s) depends on the group access control and key
managenent nmechani smand is expected to vary widely. Therefore we
concentrate on the architecture of a group nmenber where uniformty
is desirable and is achievabl e.



The architecture separates between control and data plane functions.
The primary responsibility of control plane functions is to manage
group menbershi p and enforce access control privileges. Data pl ane
functions handle nmulticast data distribution and cryptographic
operations such as encryption, decryption, digital signature
generation and signature verification



Canetti et. al. [ Page 6]
| NTERNET DRAFT February 1999

The bl ock di agram of a secure nulticast host is shown bel ow
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/\ * /\
| | * | |
Cont r ol || join/leave * Dat a | | send/receive
API | ] * API | ]
| | * | |
\/ * | ]
__________________________ * ||
I I * | |
|  MULTI CAST | NTERNET | * | ]
| KEY EXCHANGE MODULE | * | ]
I ( MI KE) I * | |
__________________________ * \/
/\ | e
| | \ * I
e * | SENDER AUTHEN. |
| ] | MULTI CAST SECURITY |---->| MODULE |
| ] | ASSOCI ATI ON | * ( SAM) |
| | I ( MSA) | % e
[ * /\
| ] | * || User Space
:::::::::::::::::::l :::::::::::::::* s ———————————
[ ] | * [ ] Ker nel
| | I * \/
| | I B
N >| | PSec |
| ] * | (AH + ESP) |
\/ * e -
* /\
Secure Mul ticast Key * | ]
Managenent Fl ows * \/
*
* Secure Miul ticast Data
*

FlI ow

Figure 1. Bl ock diagram of secure nulticast framework
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4.2. Architecture Overvi ew

We describe the architecture of a nenber of a secure

mul ticast group. The nenber could either be a data recipient or a
data sender or both. Fromthe application's perspective, the secure
nmul ticast franework provides a sinple APl for using secure
nmulticast. This APl is logically partitioned into the Data API
which deals with sending and receiving multicast data securely

and the Control APl which deals with the process of |eaving and
joining a secure multicast group and the associ ated access contro
and key update functions.

4.2.1 Architectural Conponents

The maj or architectural components of the Secure Milticast Framework
are:

(a) MKE - Milticast Internet Key Exchange.

This nmodul e is responsible for key nanagenment and

i mpl enents the Control API which permits applications to join and
| eave secure nulticast groups. This nodule resides in the
application layer, outside the OS kernel. It interacts with the
M KE nodul es of the group controller(s), and generates and

mai ntains a Miulticast Security Association (MSA) that contains:

(i) Goup keys for encryption/decryption and authentication of
data (via the AH ESP nodul es).

(ii) Signing/Verification keys for source authentication of data
by the SAM nodul e, descri bed bel ow.

(iii) Oher information regarding the connection, as in an | PSec SA

In order to make a M KE specification conplete, the MKE
nodul es within the group controller(s) need to be specified.
See nore discussion on the design of MKE in section 5.

An additional functionality of MKE is periodic updates of the NMSA



whenever group keys or keys used by SAM are changed.
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(b) IPSec nodul es: AH ESP.

These are the | PSec nodul es that reside in the OS kerne

and deal with encryption/decryption and authentication of data
packets. These nodul es provide Encryption/Decryption and G oup

Aut hentication of incom ng or outgoing Milticast Data. Data is
encrypted with the group key by the sender(s) and decrypted using
the sane key by receivers. The ESP header remains as defined in the
uni cast case; the protocol header preceding the ESP header will
contain the value 50 in its Protocol (IPv4) or Next Header (IPv6,
Extension) field and its destination |IP address will be the IP

nmul ticast group address, a class D address. Thus, the packet wll
be forwarded to all nenbers of the group by routers supporting

mul ticast delivery. ESP can be used in conjunction with the ESP
aut hentication option (nmore on authentication below). In principle,
ESP for multicast traffic can be used either in transport or tunne
node, although transport node is clearly nore adequate in an

envi ronnent where nost participating nenbers are end hosts.

For multicast data authentication different techniques will be used
dependi ng on whet her group or individual sender authentication is
desired. For group authentication, the protocol designed for

uni cast I P security, nanely the I P Authentication Header (AH)

[ KEN98b] and/or the authentication option within ESP are sufficient.
Al nmenbers share a common, synmmetric authentication key which is
adnmi ni stered by the group controller and which is used to generate

t he nessage aut hentication code (MAC). The AH header remai ns as defined
in the unicast case; the protocol header preceding the ESP header

will contain the value 51 in its Protocol (1Pv4) or Next Header (IPv6
Extension) field and its destination |IP address will be the IP

mul ticast group address, a class D address. The SPI value is

sel ected, as for ESP, by the controller

(c) SAM - Source Authentication Mdule.

This nmodul e is responsible for the transformati ons that enable

aut henticating the source of received data and possibly for

replay protection. Scal able source authentication would typically

i nvol ve operations that span nore than a single packet, both for

out goi ng and i ncom ng data. (UDP frames are good candi dates for a

basic unit for authentication.) Thus, it seens reasonable to place

this conmponent in a higher layer in the protocol stack, specifically in
the application |ayer above UDP. Another advantage of placing SAM

in the application layer is that this way the OS kernel need not

be i medi atel y changed.



The internal structure of the SAM depends to a |arge extent on the
source authentication nechani smused. Two basic

source aut hentication nechani sns exist. One is authentication by public
key signatures which may be applied on a group of packets via a variety
of mechani sms (see [CP]). The other is authentication via symetric
aut hentication with nultiple keys [ CGIPM .
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An additional potential functionality of SAMis to provide replay
protection for data, in case that the | PSEC replay protection mechani sm
is turned off because of multiple sender problens. (See Section 6.)

We defer further design details of SAMto future docunents.

4.2.2 Data and Control Flows

Typi cal operation of the system proceeds as foll ows:

Remar k:
Here we assume that the data is sent/received via reliable or
unreliable IP nmulticast. However, the security nechani sm
descri bed here can be used even when the data is being routed via
poi nt -t o- poi nt connections, such as TCP

The nmenber initiates a secure nulticast session by invoking the join
operation in the Control APl which is inplenented by MKE. This enables
the nmenber to register in the group as a sender or a receiver or both.
Subsequently, the menber is able to send and receive datagrans securely
to the multicast group using the send/receive functions of the Data API.
Al'l group key managenent, data encryption/decryption and group/source
aut hentication functions are managed by the secure nulticast franework
and are transparent to the nmenber. If at sone later point in time the
nmenber decides to | eave the secure multicast group then this is done by
i nvoki ng the | eave operation in the Control API. This action eventually
results in the term nation of the nenber's ability to securely

send/ recei ve messages to the group

We now outline the data and control flows in nore detail

(a) Control Flows:

- Client Join: The application invokes MKE to join a multicast group
At a minimm the application rmust identify the group that it wishes to
join and provide information as to the authentication required (e.g.
whet her or not source authentication is required and if so, the

sources it will trust).



M KE t hen perforns the process of registering with the group
controller(s), sets up a Miulticast Security Association (MSA), invokes
a standard regi stration mechanismfor the underlying IP nulticast group
and enabl es the ESP/ AH and SAM nodul es to start processing data.

The registration process will inevitably include comrunication with
the group controller(s) and this conmunication will require mechani sms
for authentication of the parties as well as confidentiality of the

i nformati on exchanged. This comuni cation, its authentication and
encryption nechani sns should be dealt with within the M KE nodul e.
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At the end of the join process, a Milticast Security Association

(MSA) needs to be set up. (See Section 4.2.1 for the proposed contents
of the MBA.) The relevant information fromthe MSA is then pushed to

t he ESP/ AH and SAM nodul es.

- Key update: Key updates nessages are internal MKE nessages and are
not part of the high-level architecture. These nmessages are

aut henticated and encrypted separately, as specified in MKE. A specia
cl ass of key update nessages consist of nmenber expul sion nmessages in
whi ch the controller expels the nmenber fromthe group. The

expul sion process is dependent on the specifics of the Key Managenent
Protocol, but should result in the menber being cryptographically unable
to send/receive nessages fromthe secure nmulticast group. In this case
M KE nodul e shoul d treat an expul sion nessage |ike a nmenber | eave
request wthout the need to contact the controller(s).

- Cient Leave: First MKE is invoked to de-register with the group
controller(s). Next the Milticast Security Association is del eted
(or marked stale). Finally, the host executes the standard
procedure for |eaving the underlying IP rmulticast group

(b) Data Fl ows

- Sending of data: |If source authentication is not needed, then data
is transmitted directly via UDP (or a reliable nulticast |ayer) and
the 1PSec nodule in the IP layer, with the IP nulticast group in the
desti nation address.

I f source authentication is needed then the data is first
transferred to the SAM There the data is processed for source
verification. (The keys for perform ng these operations are

obtained fromthe MSA.) Next, the data is directed to the AH ESP
transformations in the kernel. These transfornmati ons are executed
with the group keys that appear in the MSA. Finally the data packets
are sent on the channel in the standard way.

- Receipt of data: Incom ng data packets are first being processed by
| PSec's AH/ ESP transformations in the kernel. There the data is
decrypted and group authentication is verified. Next, the data stream
is processed by the SAM and source identity is authenticated, if
needed. Finally, the data is handed to the calling application
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5. Design Guidelines For MKE

Al t hough the design of MKE deserves a separate document, we proceed
to suggest some requirenents for MKE, describe an architectura
framework that will allow MKE to nmeet these requirenents and yet

be flexi ble enough to acconmobdate a variety of group key nanagenent
techni ques. This framework provides an interface for plugging in

di fferent group key nanagenent nodules into MKE. Next we suggest
sone design principles for one such pluggabl e group key nmanagenent
nodul e which we call the Milticast Key Managenent Modul e (MKW .

5.1 Requirenments of MKE

(a) MKE should support the sinmple scenario where there is only a
single group controller that comunicates with all group menbers.
More conpl ex environnents where internedi ate servers facilitate the
conmuni cati on may al so be supported.

(b) MKE should support having a set of keys (for synmetric encryption
and aut hentication) shared anobng all group nembers. In addition

MKE will help in forwarding the public verification keys of the

group controller and of senders in the group, to support source

aut hentication by group menbers. (Note that these verification keys
may be different fromthe long-termcertificates of these parties.)

(c) MKE will be placed in the application |layer of the
conmuni cati on, and outside the OS kernel

(d) MKE should be flexible enough to acconmpdat e any reasonabl e
nmul ticast group key managenent sol ution
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5.2 Architectural Block Diagram of MKE
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| | | |
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| # 1 || #2 | | #N | | MBA CONTROL
------------------------------- | FLOS
/\ \%
o
| | | MSA |
T
| |
\/

Secure Multicast Key
Managenent Fl ows

Figure 2: Bl ock diagram of M KE

5.3 An exanpl e Group Key Managenment Modul e.

This section suggests a group key managenent nodul es that can

be plugged into MKE. W call this suggested nmodul e as the Milti cast
Key Managenent Mdul e (MKMV) .

The main design criterion for MKMM are simlar to those for



Secure Multicast Franework, i.e., sinplicity and the re-use of
exi sting solutions and standards such as | PSEC and | KE
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where possible. This nodul e uses | PSEC to set-up secure channels
for all point-to-point between the host and the controller(s).
O course, other solutions that provide secure channels (e.g.
SSL or proprietary comunication protocols) can be used instead.

(a) Point-to-point conmuni cati on between a group nenber and the
controller (say, for group registration and de-registration) wll
be secured via a standard | PSec connection established by IKE. This

connection will provide confidentiality as well as authentication of
the infornmati on exchanged. In particular, the group keys and additiona
information will be transmitted as DATA in the secure connection. The
| PSec SA between a group nenber and a controller will be short-1lived,
and will generally NOT | ast throughout the lifetinme of the nulticast
gr oup.

(b) Key update nessages will be transmitted fromthe group controller

to the menbers using an abstract transportati on nechanism called
"Reliable Multicast Shim (RVS). This abstract mechani sm provides
reliable multicast, in the sense that any nmessage transmtted via
the RM5 is guaranteed to reach all group nenbers.

The RMS abstraction can then be inplenmented via any avail abl e
reliable multicast nechanism or alternatively via point-to-point
reliabl e communication (TCP).

(c) Key update nessages sent by the controller will have a specia
format. In particular, they will be authenticated using public-key
signatures that are verifiable using a public key that is handed to
the nmenbers at registration time. MKMMw Il inplenment its own

signature verification mechani sm
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5.4 Architectural Block Diagram of Milticast Key Managenment Modul e
(MKMV) .

The following is the architectural block di agram of MKMM

| FRAVEWORK ||
| | KEY MGMT
| MULTI CAST | MODULE
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| MODULE | MBA CONTROL
| | FLOAS
| e m et Vv
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Mulitcastable Key = = @ ------eoioiaaaoon
Management Fl ows | | PSEC |
(incl. Key Updates | AH ESP |
I\
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Key Managenent (e.g., between ||
menber and controller).\/



Figure 3. Structure of Milticast Key Management Modul e.
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6.

| ssues related to the use of | KE and | PSEC

In this section we discuss sone issues and apparent problens rel ated
to the use of the | PSEC conmponents (I KE, AH, ESP) in a secure
mul ticast protocol. Some of these issues appear to have satisfactory
solutions. Other issues are brought up for further discussion

6.1 Use of IKE

It is clear that group key managenent is very different from

key managenent for point-to-point communications and therefore

the Internet Key Exchange Protocol (IKE) cannot be re-used for

group key management. However, it is proposed that the key

exchange nodul e for nulticast (which we call MKE, for the Milticast
I nternet Key Exchange nodul e) shoul d use | KE whenever it

needs to establish point-to-point security associations between
entities.

Simlarly, the problem of source authentication for nmulticast
requires a different solution than the approach used in | PSec.
W al so propose that the Source Authentication Mddule (SAM in
this framework use existing standards such as standards for
digital signatures and certification wherever possible.

6.2 Identification of Milticast Security Associations

In the Internet Protocol, a Security Association (SA) is uniquely
identified by the conbination of the destination address, Security
Par ameter Index (SPI) and the protocol used (e.g., AH, ESP)

As stated in the Security Architecture for the Internet Protoco
docunent [ KEN98c], the destination address can be either unicast
or nulticast; the definition of an SA renains the sane.

6.3 SPI Assi gnnent

In unicast SAs, in order to avoid potential conflicts of SPI val ues,
receivers are responsible for assignnent of the SPI. Since in the
nmul ticast case there are multiple destinations, all within the sane
mul ticast destination address, such an approach is inpractical since
it would require coordination by all receivers. Selection by the
sender woul d al so be problematic, especially in the case of multiple



group senders.

Wthin our framework, a reasonable solution to the problemis to
utilize the benefits of the centralized controller by requiring that
the group controller selects the SPI for each multicast group and
conmuni cates it to menbers, senders and receivers during

registration. Selection by the controller guarantees that the SAis
uni quely identified by the combination of the SPI val ue, the multicast
group address and the protocol
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As stated in [ KEN98c], multiple senders to a nulticast group MAY use a
single Security Association (and hence Security Paraneter Index) for
all traffic to that group. 1In that case, the receiver only knows that
t he nessage cane froma system knowi ng the security association data
for that nulticast group. Miulticast traffic MAY al so use a separate
Security Association (and hence SPI) for each sender to the multicast
group, in which case source authentication can al so be provided via

| PSEC. The assignnment of SA's to senders can be done by the group
controller.

6.4 Sequence Nunber Handling and Repl ay-Prevention

According to the |latest ESP and AH drafts, both ESP and AH headers
contain a mandatory, nonotonically increasing, sequence number field

i ntended to provide anti-replay protection. Processing of the sequence
nunber is at the discretion of the receiver, but the sender MJST

al ways transnmit it. The sender's and receiver's counters have to be
initialized to 0 when the SA is established and the first packet of
that SA will have a sequence nunber of 1.

In the case of multiple senders using the same security association
(and hence the same SPI val ue) consistency and nonotonicity of the
sequence nunber cannot be guaranteed. Hence, as stated in the |atest
ESP draft, anti-replay service SHOULD NOT be used in a multi-sender
environnent that enploys a single SA. Milticast security

i mpl enent ati ons shoul d thus ensure that receivers do not

perform sequence nunber processing and verification

We see two possible solutions to provide anti-replay protection:

(1) Using nultiple SAs, one for each sender. (Al these SAs
may be part of a single MSA.)

(2) Putting anti-replay protection in sone higher |evel nodul e such
as SAM This solution requires application-layer fram ng of
mul ti cast nessages.

Further work and debate is needed to deci de which solution is best
for the first inplenentations of secure nulticast.



6.5 Allowi ng | PSEC processing of multicast packets

Sone current inplenmentations of the IP protocol stack will

di scard any I P packet with a class D destination address

and a "protocol" field that is not UDP. Such inplenmentations
need to be changed to support |P-nmulticast packets protected
by 1 PSEC.



Canetti et. al. [ Page 17]

| NTERNET DRAFT February 1999

7. Related work

Several recent works suggest mechanisnms for |IP multicast

[ HCD, HM HCM HD] . (See al so the mini-survey in [CP].) Typically,

t hese works concentrate on the key nmanagenment nodule (MKE, in our
term nol ogy). Most of these suggest a design that can be

i ncorporated within the architecture proposed here either

as a pluggabl e group key nmanagenment nodul e under M KE or

in sone cases even as a version of MKMM (such as the schenes

based on [WHA].) An exception is the [HCD1] design that calls for a
hi erarchy of group keys for data encryption.

The notion of Milticast Security Association (MSA) is addressed in
the 1 PSec architecture docunent [KEN98c] and in [HCM, with
roughly the sane functionality. (Here we introduce the additional
functionality of use by SAM)
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