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1. Abstract

Wth the growmth and conmercialization of the Internet, the need for
secure IP rmulticast is growing. In this draft we present a taxonony
of multicast security issues. We first sketch some nulticast group
parameters that are relevant to security, and outline the basic
security issues concerning nulticast in general, with emphasis on IP
mul ticast. Next we suggest two ~benchmark' scenarios for secure

mul ticast solutions. Lastly we review some previous works.
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2. Introduction

In addition to traditional wunicast comrunication, the |nternet

Prot ocol supports a multicast node where a packet is addressed to

a group of recipients. The main notivation behind this node is
efficiency, both in sender resources (one transm ssion serves al

reci pients) and in network resources (far less traffic). The main
challenge in efficient nmulticast transm ssion is routing: howto get
a packet to its intended recipients with mniml |atency and
bandwi dt h consunption. See work done at the MBONED and | DVR wor ki ng
groups. Reliable nulticast is being studied in the | RTF Reliable

Mul ticast working group.

The growt h and conmercialization of the Internet offers a | arge
variety of scenarios where multicast transmssion will greatly save
i n bandwi dt h and sender resources. |nmedi ate exanpl es include news
feeds and stock quotes, video transnissions, teleconferencing,
software updates, and nore. (See [Quinn] for a nore conplete survey
on multicast applications.) Yet, multicast transni ssion introduces
security concerns that are far nore conplex than those of sinmple
uni cast. Even dealing with the “standard' issues of nessage and
source aut hentication and secrecy beconmes nmuch nore conplex; in
addition other concerns arise, such as access control, trust in
group centers, trust in routers, dynam c group nmenbership, and

ot hers.
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Security solutions should nesh well with current mnulticast

routing protocols, and should have as snall overhead as possible.

In particular, a realistic solution rmust maintain the current way by
whi ch {\ em data packets} are being routed; yet additional contro
nessages may be introduced, for key exchange and access control
These nessages need not necessarily be sent via nulticast.

As a first step towards a workabl e solution, we present a taxonomny
of multicast security concerns and scenarios, with a strong enphasis
on P multicast. First we list multicast group characteristics

that are relevant to security. Next we list security concerns and
some trust issues. W also discuss inmportant perfornmance paraneters.

It soon becones clear that the scenarios are so diverse that there
is little hope for a single security solution that acconmpdat es al
scenarios. Thus we suggest two ~benchmark' scenarios for

mul ticast security solutions. One scenario involves a single sender
(say, an on-line stock-quotes distributor) and a | arge nunber of
passi ve recipients (say, hundreds of thousands). The second scenario
depicts relatively snall interactive groups of up to few thousands
of participants.

Lastly we present a brief survey of existing work on multicast
security. (The authors apol ogi ze in advance for any
m sinterpretati ons and oni ssions. Please wite and conpl ain. They

will be happy to update and correct the draft.) Two main issues
emerge, where the performance of current solutions | eaves much to be
desi red:

- Source authentication: How to nmake sure that information
is arriving unnodi fied froma particular group nmenber
(as opposed to information com ng from "one of the group nenbers").

- Menbership revocation: How to prevent a |eaving nmenber from
future access to the group resources.

3. A Taxonony of multicast security issues
3.1 Muilticast group characteristics

We |ist salient parameters of multicast groups. These paraneters
crucially affect the security architecture that shoul d be used.

Group size: Can vary fromseveral tens of participants in snal
di scussi on groups, through thousands in virtual conferences
and cl asses, and up to several millions in |arge broadcasts.

Menber characteristics: These include conmputing power (do all nenbers
have simlar conputing power or can sonme nenbers be | oaded nore
than others?) and attention (are menbers on-line at all tines?).
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Menbership dynam cs: Is the group menbership static and known in
advance? O herwi se, do nenbers only join, or do nmenbers al so
| eave? how frequently does menbershi p change and how fast shoul d
changes be updat ed? Are menbershi p changes bursty?

Expected life time: Is the group expected to | ast several m nutes?
days? an unbounded anobunt of tine?

Nunber and type of senders: Is there a single party that sends data?
several such parties? all parties? Do few senders generate nost
of the traffic? Is the identity of the senders known i n advance?
Are non-nenbers expected to send data to the group?

Vol une and type of traffic: |Is there heavy volume of comunication?
Must the comunication arrive in real-tine? what is the allowed
| atency? For instance, is it data comrunication (less stringent
real -tinme requirenments, |ow volune), audio (nust be real-tine,
| ow volune), or video (real-time, high volune)?

3.2 Security requirenments and trust issues

We |ist several security requirements and trust-related concerns. Not
all issues are relevant to all multicast applications; yet they
shoul d be kept in mind when designing a system

Group managenent and access control: Making sure that only registered
and legitimate parties have access to the conmuni cati on addressed
to the group. (Sonetimes it may be necessary also to allow only
group nmenmbers to send data to the group.) Sometines this is
enforced by having a group key that is known only to group nenbers;
other, nore hierarchical solutions exist as well. Here severa
secur|ty concerns are invol ved:

How to authenticate potential group nenbers

How to securely distribute the group key(s).

How to revoke nmenbership of |eaving nenbers

How to prevent joining nenbers fromaccess to past group

conmuni cat i on.

How to periodically refresh the group key(s).

* How to log information and allow for external auditing.

*

*

*

*
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Ephereral secrecy: Preventing non group-nmenbers from having easy
access to the transmitted data. Here a mechani smthat only del ays
access, or prevents access only to crucial parts of the data may be
sufficient. (For instance, to maintain epheneral secrecy when
transmitting a video it is sufficient to encrypt only the
| ow-order Fourier coefficients in an MPEG encodi ng.) Ephermer al
secrecy is often sufficient to protect multicasted contents, in
cases where the content itself is not confidenti al

Long-term secrecy: Making sure that the data remains secret to
non- group nenmbers, for a substantial amount of tine after
transm ssion. This may often not be a requirenent for nulticast
traffic. In particular, the larger the multicast group the
weaker the secrecy assurance is (even if the cryptography
is perfect).

Forward Secrecy: Making sure that encrypted data renmi ns secret
even if the key is conprom sed (either by cryptanal ysis or
by break-in) at a |ater date. This requirenent is needed only for
applications that require |long-term secrecy. Thus in many
mul ticast applications it is not necessary.

Sender and data authenticity: Mking sure that the received data
originates with the claimed sender and was not nodified on
the way. Authenticity takes two flavors: Goup authenticity
means that a group menber can recogni ze whet her a nessage
was sent by a group nmenber. Source authenticity nmeans that
it is possible to identify the particular sender within the group
It may al so be desirable to verify the origin of messages
even if the originator is not a group nember.

Anonym ty: Several flavors are possible. One is keeping the identity
of group nenmbers secret fromoutsiders or fromother group nenbers.
Anot her is keeping the identity of the sender of a message secret.
A related concern is protection fromtraffic analysis.

Non-repudi ability: This refers to the ability of receivers of data to
prove to third parties that the data has been transmtted, together
with the source. Non-repudiability is sonewhat contradictory to
anonymty, and it is not clear whether it should be inplemented in
an | P-1ayer protocol

Service availability: Mintaining service availability against
mal i ci ous attack is ever nmore challenging in a nulticast setting,
since clogging attacks are easier to nmount and are nuch nore
har nf ul .
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3.3 Performance paraneters

We |ist relevant performance paranmeters. Relative inmportance of

t hese paranmeters may vary from application to application. These
par amet ers shoul d al ways be neasured agai nst the degree of security
achi eved.

Lat ency, bandwi dth and work overhead per data packets. These are
the nost i medi ate costs and should typically be minimzed at the
hi ghest priority. Here distinction should be nmade between the | oad
on strong server nmachi nes and on weak end-users. An additiona
i nportant paraneter here is the ambunt of buffering needed at the
sendi ng side and at the receiving side, both in terns of required
space and in terns of packet del ay.

Lat ency, bandwi dth and work overhead per control packets. These are
typically less frequent, thus efficiency here is sonewhat |ess
crucial. The control messages usually deal with key distribution
and refreshment.

Group initialization, and nmenber addition and del eti on over heads.
Group initialization occurs once. In groups with highly dynamc
menber ship, efficient addition (and especially del etion) of
menbers may be an inportant concern.

Sender initialization, the overhead of a sender when it starts
transmitting to the group

Congestion control, especially around centralized control services
at peak sign-on and sign-off times. (A quintessential scenario
is areal-time broadcast where nmany people join right before the
br oadcast begins and | eave right after it ends.)

Resume overhead: The work incurred when a group nmenber becomnes
active after being dormant (say, off-line) for a while.

4. Benchmark Scenari os

As seen above, it takes nany paraneters to characterize a nulticast
security scenario, and a | arge nunber of potential scenarios exist.
Different scenarios call for different solutions; it seems unlikely
that a single solution will accombdate all scenari os.

We present two very different scenarios for secure nulticast,

and sketch possible solutions and chal | enges. These scenari os seem
to be the ones that require nobst urgent solutions; in addition, they
span a large fraction of the concerns described above, and sol utions
here may well be useful in other scenarios as well. Thus we suggest
t hese scenari os as benchmarks for evaluating security sol utions.
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4.1 Single source broadcast

Here a single source wishes to continuously broadcast data to a | arge
nunber of passive recipients. The source can be a news agency that

br oadcasts stock-quotes and news-feeds to payi ng custoners, or

possi bly a Pay-TV station. We list a nunber of characteristics:

The nunber of recipients can be up to hundreds of thousands and nore.
The source is typically a top-end machine with anpl e resources.

It can also be parallelized or split to several sources in different
| ocations. The recipients are typically | ower-end nmachi nes

with limted resources. Consequently, the security solution nust
optim ze for efficiency at the recipient side.

The life-tinme of the group is usually long. Yet, the group
nmenbership is dynanmic: nenbers join and leave at a relatively high
rate. In addition, at peak tinmes (say, before and after inportant
broadcasts) a high volune of sign-on/sign-off requests are expected.
It can be assuned that menbers have a long-termrelationship with the
group; this nay facilitate processing of sign-on/sign-off requests.

The volunme of transmitted data may vary considerably: if only

text is being transmtted then the volunme is relatively [ow (and

the latency requirenents are quite relaxed); if audio/video is
transmtted then the volume can be very high and very little | atency
is allowed.

Aut henticity of the transmitted data is a crucial concern and

shoul d be strictly maintained: a client nust never accept a forged
stock-quote as authentic. In particular, it should not accept a stock
quote that originated with any other group nember than the specified
sender. Another inportant concern is preventing

non- menbers fromusing the service. This can be achi eved by
encrypting the data; yet the encryption may be relatively

weak/ epheneral since there is no real secrecy requirement - only
prevention from easy unauthori zed use.

The required |l atency of the conmunication varies from application

to application. Menber revocati on would be performed within

m nutes or seconds fromthe tinme it is requested (but it is typically
not required to renpbve nenbers within fractions of a second)

There is typically a natural group owner that manages access-contro
as well as key nanagenent. However, the sender of data may be a
different entity (say, Yahoo! broadcasting Reuters stock-quotes

via its hone-page).

Canetti, Pinkas [ Page 6]



| NTERNET DRAFT August 2000
4.2 Virtual Conferences

Typi cal virtual conference scenarios may include on-1ine neetings
of corporate executives or commttees, town-hall type neetings,
interactive lectures and classes, or multiparty video gamnes.

A virtual conference involves several tens to hundreds of peers,
often with roughly simlar conputational resources. Usually nost,
or all, group menbers may a-priori wish to transmt data

(al though often there is a snmall set of menbers that generate
nost of the bandw dth).

The group is often forned per event and is relatively short-1lived
(say, few minutes or hours). Menbership is often static: nenbers
join at start-up, and remmin signed on throughout. Furthernore,
even if a nenmber leaves it is often not crucial to
cryptographically revoke their group nmenbership

Bandwi dth and | atency requirenments vary fromapplication to
application, sinmlarly to the case of single source

broadcast. However, l|atency (and especially sender initialization)
shoul d typically be very small in order to facilitate the
simultaneity and interactivity of virtual conferences.

Aut henticity of data {\em and sender} may be the nobst crucia
security concern. |In some scenarios maintaining secrecy of data and
anonymty of nmenbers nmay be inmportant as well; in other

scenarios secrecy of data is not a concern at all. There is often a
natural group owner that may serve as a trusted center. Yet,

it is always beneficial to distribute trust as nuch as possible.

5. A mni-survey of known rel ated work

Following is a short survey of nulticast security related work. The
aut hors apol ogi ze i n advance for any msinterpretations and

om ssions. Please wite and conplain. They will be happy to update
and correct the draft.

The first three sections of the survey describe work on three main

i ssues descri bed above: group key nmanagemnent, individua

aut hentication, and nenbership revocation. The |ast section describes
wor k on prototypes which inplenent various el enments of nulticast
security.
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5.1 Wrks on group key managenent

The works bel ow concentrate on establishing and managi ng a conmon
key anpbng all group nenmbers. This key can be used for encryption
and group authentication, but is insufficient for individua

aut hentication. Group managenent is closely related to user
revocati on nethods (see Section 5.3) since it should prevent a

| eavi ng group nmenber from further decrypting the group
conmuni cat i on.

The GKMP protocol [ GKMPA, GKMPS] generates and maintains symetric
keys for the nenbers of a nulticast group. In this protocol a

mul ticast group has a dedicated Group Controller (GC) which is
responsi bl e for managi ng the group keys. The GC generates the

group keys in a joint operation with a selected group

nmenber. Afterwards it contacts each group nenber validates its

perm ssions, and sends it the group keys (encrypted using a key which
is mutually shared between the GC and that menber). This approach may
have scal ability problens since a single entity, the GC is
responsi ble for sending the keys to all group nenbers.

The Scal able Multicast Key Distribution schene (SMKD) [Ballardie] is
based on the Core-Based Tree (CBT) routing protocol and provides
secure join to a CBT group tree in a scal abl e approach. It utilizes
the hard-state approach of CBT in which routers on the delivery tree
know the identities of their tree-neighbors. Wen a CBT group is
initiated in this scheme the core of the tree operates as the group
control l er and generates the group session keys and key distribution
keys. As routers join the delivery tree they are del egated the
ability to authenticate joining menbers and provide themw th the
group key. This approach is highly scal able. However, it is tied to a
specific routing protocol, and does not provide a separation between
the routing and the security nmechanism (ln particular, it puts high
trust in the routers, since each router in the delivery tree obtains
the sane keys as the group controller.)
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The MKMP [ MKMP] key managemrent protocol enables the initial Goup Key
Manager to del egate the key distribution authority to other

parties in a dynamic way. It first generates the group key.

Then it delegates the key distribution ability to

sel ected parties by sending a nessage to the nulticast group
soliciting these parties. This nessage contains keys and access
lists which can only be decrypted by the solicited parties. After
they obtain this material they can operate as G oup Key Managers.
Thi s dynani c approach has the advantage that the group topol ogy can
be adapted on-line. MKMP uses a single key for the entire group and
t hus does not require hop-by-hop decryption/re-encryption of the
payl oad.

The lolus schene [Mttra] handles the scalability problem

by introducing a "secure distribution tree". The nulticast group is
di vided i nto subgroups which are arranged hierarchically. There is a
Group Security Controller (GSC) managi ng the top-Ilevel group, and
Group Security Internediaries (GSIs) for nmanaging the different
subgroups. Each subgroup has its own sub-key which is chosen by its
manager. A GSI knows the keys of its subgroup and of a higher |eve
subgroup, so it can "transl ate" nessages to/from higher |evels.

A di sadvantage of this approach is the latency incurred by GSls
decrypting and re-encrypting each data packet (although the use of
encryption indirection enables this latency to be constant and

i ndependent of the packets length). The renmpval of an untrusted GSl
is al so conpl ex.

The work of Poovendran et al [PACB] identifies two major drawbacks of
the GKMP protocol which result fromthe use of a single group
controller: the group controller is a single point of failure, and
its heavy load m ght affect scalability. It is suggested to use a
panel of three controllers, where every two panel menbers can operate
as a group controller. It is furthernore proposed to inprove

scal ability by segnmenting the group into clusters, which are each
managed by a sub-controll er panel

The Internet draft of Hardjono et al [HCD] suggests a hierarchica
framework for group key managenent, similar to that of lolus. The
network is divided into regions: many "l eaf regions" and a single
"trunk region" which which is used to connect |eaf regions and does
not contain any nmenber hosts. Each region can have a different key
management protocol. In particular, different |eaf regions can have
different intra-region group key nanagenment protocols, and the trunk
regi on operates an inter-region group key nanagenent protocol
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In [HCM an intra-region group key managenent protocol is presented
in detail. To enable scalability a domain is further divided into
areas, where each host belongs to a single area. There is a single
Domai n- Key-Di stri butor and many Area-Key-Distributors which are
responsi ble for each area. A host only communi cates with the AKD of
its area. A key for the nmenbers of a multicast group in a donain is
generated by the DKD and is propagated to the hosts through the

AKD s. This schene presents an interesting new concept: the group key
is conmon to nenbers in the entire domain, while the contro
nessages for key updates are transferred via the
Area-Key-Distributors, using two |evels of keys. This nmethod enjoys
"the best of two worlds": First, the data packets need not be
re-encrypted en-route and can be routed using any multicast routing
protocol. Second, the group (or donmin) controller need not keep
track of all group nembers; instead, it can keep track only of the
AKDs. This facilitates scalability while maintaining i ndependence
fromthe data routing nechanism Note that this protocol is for
managi ng a multicast group inside a domain (a "leaf" in the terms of
[HCD]) whereas a different protocol can be used for inter-domain
("trunk") key managenent of the group

Kruus [Kruus] focuses on identifying and surveying security rel ated
i ssues for multicast group key nanagenent. The paper descri bes
several approaches for group key managerment and for user revocation

Banerj ee and Bhattacharjee [BB] suggest using spatial clustering of
group nmenbers in order to scale rekeying and other nulticast based
applications. The group menbers are divided to clusters, which each
have a cluster leader. In a higher level, the cluster |eaders are
divided to clusters, which have their own | eaders, and so on. An
anal ysis of the rekeying algorithmshows that the anortized cost of
rekeying is constant.

The previous schenes have a single group controller (GC), which is a
single point of failure, or otherw se use several GCs in a way which
conprom ses the security of the whole group, or part of the group, if
any one of the GCs is broken into. Alternatively, one could use a

di stri buted pseudo-random system [ NPR] whi ch uses several servers to
produce keys. The system has n servers, and a host nust contact k
servers in order to obtain a key. The system ensures that two or nore
hosts, that need to obtain the sanme key, |learn the sane key val ue
even if they contact different, non-intersecting, sets of k

servers. The system provi des better security in the sense that an
adversary must break into at least k servers in order to | earn keys.

Rodeh et al. [Rodeh] introduced al gorithms for managenment of

group- keys in group-conmmuni cation systenms. Unlike prior work, based
on centralized key-servers, this solution is conpletely distributed
and fault-tolerant and its perfornance is conparable to the
centralized sol ution.
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5.2 Works on individual authentication

In order to authenticate that a nessage was sent by one of the group
menbers it is sufficient to use Message Authenticati on Codes (MACs,
see e.g. [HVAC]) with a single shared key known to all group
nmenbers. However, this method does not suffice to enable individua
aut hentication, i.e. it cannot be used to authenticate a nessage as
originating froma specific party.

Source authentication can be achieved if the sender of the

nessage signs it using a digital signature schene. However, the
conput ati onal conplexity of conputing and verifying digita
signatures, as well as the length of the signature, is

significant. RSA signatures might be an appealing choice of a
signature schene since it is possible to use themin a node which
consi derably reduces the running time of the verification algorithm
(Furthernore, the use of Batch RSA [Fiat] enables the source to sign
many nessages in parallel, with a conputational overhead which is not
considerably | arger than signing a single nessage. The sender shoul d,
however, know all the messages that should be signed before it can
sign the first nmessage.)

It is possible to use signature schemes based on elliptic curves,
which are very efficient both in processing tinme and in bandw dth.
Anot her interesting approach is to use on-line/off-line signature
schenes. These enable the signer to performnost of its
conputation off-line, even before it learns the message that it
shoul d sign. When this nmessage becones known the signer only has
to performa very efficient conputation in order to conplete the
si gnat ure.

The schemes of Gennaro and Rohatgi [GR] enable to efficiently sign
streans of data. Basically, the idea is to partition data packets
into chains. Each data packet includes a hash of the next packets in
the chain, and then only the first packet in the chain needs to be
signed. There are two types of schenes, for data streams which are
avai l abl e off-line (and therefore the whole stream can be exam ned by
the source before it sends the first packet), and for real-tine data.
A maj or drawback of the suggested schenes is that they do not dea
well with unreliable comunication channels and night therefore not
be suitable for large scale nulticast groups. Furthernore, the schene
for real-time data introduces a considerabl e comruni cati on overhead
per packet.

Wong and Lam [ W.] address the probl em of source authentication in the
presence of unreliable communication. Their scheme allows a receiver
to individually authenticate each packet. The idea is to let the
sender buffer a number of packets; once enough packets are buffered

t he sender computes a hash-tree of the packets (a la Merkle
[Merkle]), and signs the root. This signature is attached to each
packet, together with the appropriate hashes that allow verification



of the packet independently of other packets. It is also suggested
that signatures will be perfornmed using a variant of Fiat-Shanmr

si gnatures, which (using sone heuristics) are nore efficient than

ot her common signature schemes.
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Rohat gi [ Rohatgi] describes a schene that gets rid of buffering

al together, even at the sender side. The idea is to prepare and sign
the hash tree in the [W.,] schene ahead of time, where the | eaves
correspond to public keys of one-tine signatures a |a Lanport. This
way, each packet can be signed (using the one-tinme signature schene)
and sent without delay. Simlarly, each packet can be verified upon
arrival independently of other packets. The mmi n drawback of that
schene is the size of the signature, which is up to 270 byes per
packet .

Anot her approach to making the [GR] schene resilient to packet |oss
was taken by Perrig et. al. [PCTS]. (A simlar idea appears in [G.)
First, they let the hash of each packet appear in the next packet
(rather than in the previous one). Then, they include the hash

of each packet in several additional packets "down the streant
fromthe hashed packet. This provides resilience to packet | oss,
provi ded that the choice of packets that contain the hash of each
packet is a good one. They al so suggest other optinzations that
reduce the bandw dth overhead of their schene.

Bui | di ng on previous work [FNL, DFFT], Canetti et al [Cd M\P]

suggest individual authentication schenes which are based on
efficient MACs rather than on public key signatures. These schenes
are designed to be secure against coalitions of up to k of group
nmenbers, where k is a paraneter which affects the overhead. To
explain the approach, let us present a sinplified exanple: The idea
is to use some number, n, of MAC keys. The pre-desi ghated sender has
all keys, where each one of the receivers has n/2 keys, chosen at
random from the n keys. Now, each nessage is MACed with each one of
the n keys, and a recipient verifies the MACs whose keys it knows.

A coalition of bad parties can nake sone “victinm accept forged
nmessages only it the coalition knows all the MAC keys that the victim
knows. The paraneters are set so that the probability that such a
bad event occurs is small.

Yet anot her approach to providing source authentication uses only
symmetric cryptography, nore specifically on nessage authentication
codes (MACs), and is based on del ayed di scl osure of keys by the
sender. The idea, common to all above schenes, is to have the sender
attach to each packet a MAC conputed using a key $k$ known only to
itself. The receiver buffers the recei ved packet w thout being able
to authenticate it. If the packet is received after sone
““deadline'', it is discarded. A short while later, the sender

di scl oses $k$ and the receiver is able to authenticate the packet.
(See nore details within.) Consequently, a single MAC per packet
suffices to provide source authentication, provided that the sender
has synchronized its clock with the sender ahead of tinme.
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This technique was first used by Cheung [ Cheung] in the context

of authenticating conmunication anbng routers. It was then used in the
Guy Fawks protocol [Fawks] for interactive unicast comunication

In the context of nulticast streamed data it was proposed by severa

aut hors [BCC, Briscoe, PCTS]. An Internet Draft based on the TESLA schene
of [PCTS] was recently witten [ PCBST].

5.3 Works on menbership revocation

In order to prevent new group nmenbers (respectively, |eaving nmenbers)
from accessing data sent before they joined (respectively, after they
| eave), the group controller needs to change a nulticast group key
whenever menbership in the group changes. Wiile it is rather
straightforward to efficiently update the group key when a new nmemnber
joins the group, this is not the case when a nenber is renoved from
the group since this nmenber already knows the group key.

The approach taken in many group key managenent protocols

[ GKMPA, SMKD, MKMP]  to renpbve untrusted nenbers is to generate a new
group key and send it independently to each of the remaining group
menbers (using secret keys which are shared between each of the
menbers and the group controller), thus essentially creating a new
mul ticast group without the untrusted menber. This approach is

non- scal abl e.

As di scussed in Section 5.1, an alternative approach is to divide the
mul ticast group to subgroups with independent subgroup keys. Wen a
menber is removed it is only required to send individually encrypted
nessages to nenbers of the subgroup of the renoved nenber. This
approach, taken in [Mttra, PACB, HCD, HCM, is nore scal able. It

requi res that each subgroup contains a trusted controller (e.g. the
Group Security Internediary in the lolus systemof [Mttra]). If this
party becones untrusted then a nore conpl ex revocation procedure
(which is not described in these drafts) should be run. (Note

that the scheme of [HCM suggests that subgroups (domains) are
further partitioned to smaller subgroups (areas) with their own
controllers, to provide better scalability).

Canetti, Pinkas [ Page 13]



| NTERNET DRAFT August 2000

Br oadcast encryption [FN] is a schenme to encrypt nessages froma
single source to a dynamically changi ng group of recipients. Wen a
menber is |eaving the schene can be used to send the new group

key to the remaini ng nenbers. The scheme uses a paraneter k which is
the maxi mumtol erable size of a corrupt coalition of fornmer group
nmenbers that nmight try to learn a key they should not get. The

over head of the schene depends on the naxi mum nunber of potentia
menbers in the group, and the maxi mum size of the corrupt coalition
but not on the number of menbers which are renmoved. Therefore
overhead is better than in other user revocation nethods if the
nunber of leaving/joining nenbers is large. The schene is based on
using a set of keys and applying a clever nmethod of assigning subsets
of these keys to group nenbers. This assignnment makes sure that for
every corrupt coalition of k users it is possible to encrypt a
nessage such that the keys known to its coalition nenbers do not
suffice for decryption, whereas the keys of any other nenber do.

Wal I ner et al [WHA] (and, independently, [WE]) introduce a

scal abl e, tree based user revocation scheme. For a group of n menbers
there is a total of 2n keys but each nember is only required to store
I og(n) keys. When a group nenber is renmoved the group controller
sends a single nessage of size 2log(n) to all menbers, and each
menber perfornms | og(n) (rather efficient) conputations in order to
generate the new group key. The renmpved menmber cannot conmpute the new
group key even if it receives this nessage. The basic idea of the
schenme is to inagine the users as the | eaves of a binary tree, assign
a key to each node, give each user the keys in the path fromits | eaf
to the root and use the root key as the group key. Wen a user is
renoved all the keys it holds are replaced. Two drawbacks of the
schenme are that it requires the center to keep track of 2n keys, and
requi res each nmenber to receive and process each nenber-revocation
nmessage in order to learn the current group key.

The scheme of [WHA] was generalized by [WAL] for trees of arbitrary
degree. It is possible to reduce the length of the nenber
revocati on nessage that the controller broadcasts to only |og(n)
encryptions (instead of 2log(n) in [WHA]). Different schemes that
achieve this property are presented in [CG MNP] and in [ Mg]

The schenme of [MS] affects the broadcast overhead of the menber
join operation, it increases it fromQ(l) in the schene of [WHA]

to log(n). The schene of [CA MNP] does not increase the overhead of
menber join. The security of the schenme of [CA MNP] can be
rigorously proven based on the security (i.e. pseudorandonmess) of
the cryptographic function that is used.

Canetti, Pinkas [ Page 14]



| NTERNET DRAFT August 2000

A menber revocation schene of a different flavor is suggested in
[NP1]. It enables to revoke the keys of up to k nenmbers, and is secure
against a coalition of all the revoked nmenbers. Th personal key of
each menber is of constant size, and the revocation nessage is of
size (k). The main idea is to give each menber a personal key which
is a share of a (k+1)-out-of-n secret sharing schene. Wen k nenbers
have to be renbved their keys are broadcast and the new group key is
set to be the secret. Each other menber has k+1 shares and can revea
the secret, whereas the revoked nenmbers have nothing but their k
shares. The schene was generalized to nmultiple revocations and to
interleaving with traitor tracing

5.4 Working prototypes

A prototype of the lolus system has been inplenented [Mttra]. It
uses a client application which interfaces between applications and
the lolus GSC/GSIs. It is clainmed there that the basic prototype is
rather a sinple to inplement and to use. There is only small

penalty for the decryption/encryption process of a GSI, and

this penalty does not depend on the size of the payl oad. Note however
that the lolus system does not provide any individual authentication
mechani sm

A toolkit for secure internet multicast is described in [CEKPS]. It
enphasi zes a separation between control and data functions. This
enabl es applications to have fine grain control over the data path,
whi | e keeping the control plain transparent to the applications. The
tool kit can operate w thout end-to-end support for multicast, using
data refl ectors connected via unicast tunnels. It is witten in

Java. Simlar to lolus, a multicast group is divided to subgroups
(domai ns), however the toolkit offers better flexibility, supports

i ndi vi dual authentication (by using digital signatures), and operates
over non-nulticast enabl ed backbones.

5.5 Architectures

Several works address the architectural issues involved in the key
management aspect of secure nulticast [HCD, GWKPA. GWKPS, WHA, W& ] .
These works have been described above.

In [CCPRRS] a host architecture for secure IP nulticast protocols is
suggested. The architecture is based on the | PSEC architecture [ Ken98]
and tries to use | PSEC conponents (IKE, AH, ESP) as much as possible.
As in IPSEC, the architecture calls for separation of the key
managenent (to take place in the application layer) fromthe data
transformations (to take place nostly in the IP layer). Yet, an
addi ti onal data-processing module is added in the application/UDP
layer. This nmodule is responsible for source authentication, which is
not taken care of by the IPSEC transfornations. The suggested
architecture is flexible and can adopt nmany of the key managenent
prot ocol s descri bed above.
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5.6 Fighting piracy

Secure nulticast is used to ensure the secrecy of the

conmuni cation inside the nulticast group. However not hing
prevents one of the legitimte nenbers of the group from hel pi ng
other, illegitinate parties to receive the nessages that are
sent to the group. This problemis well known in the context of
tel evisi on broadcasting, and is comonly referred to as
"piracy". There has been a consi derable anbunt of work on this
subj ect, notivated by the pay-TV industry. It is nmostly rel evant
to the one-to-nmany nulticast scenario.

The fight against piracy consists of two stages: (1) tracing the
pirates, and (2) taking action to prevent them from further
operation. W descri be bel ow sonme net hods whi ch can be used for
tracing. Once the source of piracy is detected it is possible to
prevent it fromfurther decryption using the user revocation
schenes we di scussed above. It might be also desirable to take

| egal actions against the pirates.

There are two nethods by which pirates can operate. They can either

(1) distribute decryption keys that enable to decrypt the group

conmuni cation, i.e. performillegal "key distribution", or
(2) decrypt the conmunication thensel ves and distribute the
decrypted content, i.e. performillegal "content distribution”

The content distribution attack is harder for |arge scale

i mpl enentati on and easier to detect, since the pirates should
essentially operate their own broadcast station. The key
distribution attack is therefore preferable to the pirates.

In order to prevent illegal key distribution pay-TV providers
provi de decryption keys in snmartcards which are supposed to

be "tanper proof". That is, it should be hard to extract froma
key froma smartcard. However, npbst smartcards have weaknesses
whi ch enable to extract the keys they contain (see e.g. [(]).

It is easier to trace the source of a key distribution attack
than that of a content distribution attack. The reason bei ng that
it is possible to give each user a somewhat different key (and
then, given a pirate decoder, recognize which keys were used to
construct it). It is a much harder task to distribute to each
user a different copy of the data such that each copy woul d seem
to have the sane content, but a pirate copy would identify its
source (even if the content was passed through different
transformations, e.g. lossy conpression, and was generated from
several legal copies). This task is known as waternmarki ng, and

i s discussed bel ow.
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Fighting illegal key distribution

A obvious method to trace the source of keys is to give each

user a personal key. The content should be encrypted with a
random key, which is itself encrypted with each of the persona
keys. The drawback of this schene is that it sends an additiona
encryption per user, and this overhead is only reasonable for
smal | groups. There are nore advanced net hods whose overhead is
much smal l er [ CFN, NP, CFNP, BF]. These met hods are secure as |long as
the pirates use |less than k keys, where k is a paraneter.

Fighting illegal content distribution:

In order to trace the source of the content it is essential to
insert init "water marks" which the pirates cannot renove. See
[ CKLS, PAK] for a discussion of nmarking nethods. An additiona
issue is the distribution of marks into the copies that are
delivered to users, i.e the problemof efficiently generating
uni que fingerprints. An efficient fingerprinting nethod is
suggested in [BS] (however, fingerprinting schenes are | ess
efficient than schenmes for tracing illegal key distribution).

Self enforcenent is an interesting concept: it intends to
prevent piracy (rather than trace its source) by discouraging
legitimate users fromgiving their keys to others. In order to
achieve this property each user's key contains sone information
which is private to the user (for exanple, his credit card
nunber). It is hoped for that users would be di scouraged from
provi di ng keys which contain this infornation to others.
Efficient tracing schemes are described in [DLN].
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