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Abstract

Several conference key distribution schemes have been presented. We focus on
a non-interactive solution. The Fiat-Naor key predistribution scheme, allows any
subset of n users to compute a conference key without any interaction. The scheme
is unconditionally secure against a conspiracy of at most w users pooling their secrets
together and the size of the secret key is optimal. However, to compute a conference
key a user may need to add exponentially many secrets, making the scheme not too
practical. In the variants we present there is often no need for any computation to
find the conference key. These keys are truly predistributed and our schemes do not
require more memory nor more randomness than the Fiat-Naor scheme.

1 Introduction

The problem of key distribution is one that has received a lot of attention by the cryp-
tographic and computer security communities. The Diffie-Hellman scheme allows 2 users
to exchange a secret key [7]. The Needham-Schroeder scheme [15] and Kerberos [8] are
other such key distribution schemes among many others. Generalizing this problem to
more than 2 users was first addressed in 1982 by Ingemarsson-Tang-Wong [11]. Another
example is the Burmester-Desmedt scheme [5]. Such schemes are often called conference
key distribution schemes. All schemes mentioned so far require interaction.

In certain applications one wants to avoid interaction. Examples of such scenarios are:

when transmission delay is large, an interactive conference key scheme will slow down
the start of the communication, which may be urgent.

when the number of parties in the conference is very large, the resources needed
to set up the communication can be too large to be practical,



broadcast encryption, in which one party uses a broadcast station to send messages to
a set of people. In some circumstances the receiving parties may only have a receiver
to receive the broadcasted information, but not be able to transmit themselves, so
that an interactive scheme is impossible.

Some of these scenarios have military as well as civilian applications. Indeed, a civilian
example of broadcast encryption is pay-per-view TV and a military example is the radio
transmission to troops that must keep a radio silence.

The problem to awvoid interaction in key distribution was first studied by Blom at
Eurocrypt 84 [2]. In this scheme each of the n users receives a secret key. From his/her
secret key user ¢ can compute a common key with any other user j. In other words any
2 users can compute a common key without interaction. The scheme is secure against a
conspiracy of at most w (other) users. The more general problem has been discussed in
numerous papers. At Crypto '92 Blundo et al. generalized Blom’s scheme to allow any ¢
users (out of the n users) to compute a common key without interaction [4]. They also
showed that the size of the secret key of each user is optimal. At Crypto '93 Fiat and Naor
presented a scheme that allows any subset of n users to compute a conference key which
is secure against a conspiracy of at most w users [10]. At Eurocrypt 94 Blundo-Cresti
proved the optimality of the space complexity of the Fiat-Naor scheme, i.e., that the size
of the secret key of each user is optimal in the Fiat-Naor scheme. All schemes discussed in
this paragraph have unconditional security.

A problem that has not been studied is the time complexity of conference key distribu-
tion with unconditional security. When we survey the Fiat-Naor scheme (see Sections 3.2—
3.3) we will see that the computation involved in computing a conference key can be rather
extensive. We will see that in some cases the computation of a conference key requires
a time exponential in the number of participants. In many applications we cannot afford
waiting a long time to compute a conference key. Indeed emergency cyber meetings should
not take too long to set up. Another example is the computation of a common key in pay
television. Viewers often decide just before the start of a program that they want to watch
a pay TV program [9].

From now on we will call non-interactive conference key distribution schemes: confer-
ence key predistribution schemes, a terminology first introduced by Matsumoto-Imai [14].
We should observe that Fiat and Naor and Blundo-Cresti called their schemes broadcast
encryption schemes, but it is straightforward to see that those actually correspond to con-
ference key predistribution schemes (for a deeper discussion see [13]).

In this report we proceed as follows. In Section 2 we first discuss the notation we use in
this text and survey the definition of conference key predistribution scheme. In Section 3
we survey the Fiat-Naor key predistribution scheme. In Section 4 we discuss a variant of
the Fiat-Naor scheme which requires no computation, i.e., is just a table look-up method,
when the size of the conference is large. In Section 5 we discuss the case that the conference
is small. We end with discussing practical remarks and how to use the scheme in a dynamic
setting in Section 6.



2 Notation

2.1 Notation and informal definition

When we choose an element a € A uniformly random and independent (of other events)
we just write: a €z A. When we write A C B we mean that A is a subset of B and do not
exclude that A could be the empty set or that A = B.

We assume that there is a Trusted Initial Key Distributor and that the conference will
consists of a subset of n parties denoted by & = {1,2,...,n}. (Note that it is easy to
combine the action of several parties so that no single Trusted Initial Key Distributor is
needed, by using secure multiparty computation (see e.g., [1, 6])). The Trusted Initial
Key Distributor generates secrets and privately gives the secret u; to user ¢. This initial
distribution is done in a preliminary phase, i.e., well before a conference key is needed.
This secret information will enable parties to set up a conference key.

Informally we say that a scheme is a (< n, < w)-Key Predistribution Scheme if:

1. in any conference P C U any user ¢ in P can compute from its secret u; the common
conference key kp.

2. any set of conspirators F' such that PN F = @ and |[FFNU| < w has no knowledge of
the conference key kp.

Observe that the condition P N F = () makes sense. Indeed, if a party j € PN F, it
can compute kp and leak it to the other parties in F'. We call the set of outsiders who are
conspirators: O = F'\ U.

2.2 Formal definition

We now give a formal definition of a (< n, < w)-Key Predistribution Scheme. This can be
skipped in a first reading.

For 1 <i < n, let U; denote the set of all possible secret values u;. For any set of parties
X, let Ux denote the Cartesian product U;, X U, X - - - x Uy;, where X N\U = {iy, iy, ...,1;}
and 1 <143 < iy <--- <14; <n. We assume that there is a probability distribution on Uy,
and that the Trusted Initial Key Distributor chooses u;; € Uy according to this probability
distribution.

Let Kp denote the set of all possible conference keys associated with P. We assume
that Kp = K for each P € P.

Definition 1 We say that the scheme is a (< n, < w)-Key Predistribution Scheme if the
following conditions are satisfied:

1. (Completeness) VP C U,Vi € P,Yu,; € U;,Jkp € Kp:
PI'(KP = k‘P | Uz = U'z) =1.
2. (Security) VP C U,Vkp € Kp,VF (|[FNU| < w and PNF = 0),Vup € Up (Pr(Ur =

UF) > 0) :
PI‘(KP = kp ‘ UF :UF) = PI‘(KP = kp)



3 The Fiat-Naor scheme

3.1 The scheme

Fiat and Naor presented the following (< n, < w)-Key Predistribution Scheme [10].
Set-up phase

Let g be a (large enough) positive integer. For every subset F' C U of cardinality at most
w the Trusted Initial Key Distributor chooses sp €gr Z, and gives sr to every member of
F = (U\ F) as the secret information.

Computing a conference key

When members of a conference P C U want to compute a common conference key kp each
member computes:

kp= Y sp (modyg), (1)

F
|F|<w
FcP

where P = U/ \ P. It is rather obvious to see that the scheme satisfies the definition of
Key Predistribution Scheme. Indeed, from the set-up phase we know that each party in P
knows the values sp when F C P and |F| < w. So, each member can calculate kp. The
security follows from the the fact that a set of conspirators F' (where |[F' NU| < w and
F'N P = () does not know S(Finuy €r Zq using the properties of the one-time pad.

Note that the Fiat-Naor scheme works over any finite (Abelian) group. So, an imple-
mentation in GF'(q) makes the scheme more efficient.

3.2 An example

We now give an example for illustration.
Take n = 5 and w = 1 then the Trusted Initial Key Distributor chooses sg, s{13, 52},
5(3}, 5{4}, S{5} €R Z4- The secret information of the users is:

Uy (50, 5(2}, (3}, S{a3, 5¢5})
up = (50,51}, S(3} S{a}5 S{5})
us = (50, 5{1}, S{2}, 5(4}, S(5)
us = (0,501}, Sq2}, 543}, 5¢5})

( )

Us = (S¢,S5{1}, S{2}s {3}, S{4}

If P ={1,2} then kp = s + (5} + S(a) + §(5) mod ¢.

3.3 Required amount of computation

We now briefly discuss the number of keys sy that need to be added up when computing
a conference key kp in the Fiat-Naor scheme. It is obvious that this corresponds to:

- min(w,n—|P|) n—\P|
{F|FcCPand|F|<uw}= > ( . ) (2)

i=0 4



This is maximal when |P| is minimal, i.e., |P| = 2. So, using Fiat-Naor as a two party
scheme is very inefficient from a computational viewpoint.
Observe that the number of keys sy that need to be stored by each party is >, (”fl)

(3
and that the Trusted Initial Key Distributor chooses > (’Z‘) independent keys. Both
values were proven to be optimal by Blundo-Cresti [3]. Since the computation time of
the Fiat-Naor scheme is in the worst case proportional to the storage requirement (for a
fixed key size) it seems that the computational complexity of the scheme is no problem.
However, if a key is 128 bits long, and one stores up to 4 Gbytes of keys on the disk, one
can roughly store 40 million keys. However, seeking those from the disk will be very slow!
So, in practical situations it is important to reduce the number of keys sp to seek when
computing kp. We now focus on how to address this problem.

4 A variant of Fiat-Naor optimal for large conferences

4.1 The scheme

It is obvious that a scheme is optimal from a computational viewpoint when no computation
is required, i.e., when only one table look-up is required. When P = U the Fiat-Naor
scheme only requires one table look-up. Indeed, ky; = sy as can easily be seen from (1).
Observe that no other conference P satisfies this property in the Fiat-Naor scheme, as
follows easily from (2).

We now present a variant of the Fiat-Naor scheme. Set-up phase
Let ¢ be a (large enough) positive integer. The Trusted Initial Key Distributor:

Step 1 chooses kp €r Z, for each P of cardinality at least n — w.

Step 2 privately gives to user ¢ the conference key kp for each P in which ; € P and
|P| >n —w.

Computing a conference key
When |P| > n — w, each party in P uses kp from memory, else each party computes:

kp = Z krp  (mod g). (3)

PCFCU
|F|=n—w

We now prove that the new scheme is a (< n, < w)-Key Predistribution Scheme.

Theorem 1 The scheme in this section is a (< n, < w)-Key Predistribution Scheme.

Proof. = We first prove completeness. When |P| > n — w it is obvious that the parties
in P can compute kp. We now focus on the case that |P| < n —w. In this case kp is the
sum of kp, where P C F and |F| =n — w. So, when i € P, we have that i € F' and since
|F| = n — w, party 7 knows kp.

We now prove the security of the scheme. Let F' be a set of collaborators, where
|[F'NU| <wand F'NP = (. When |P| > n — w, then kp is only known to the parties in
P, so the security follows trivially.



We now consider the security for the case that |P| < n — w. Since |[F' NU| < w and
|P| < n—w, we have that there exists a set F' such that |[F|=n—w and P C F C Y and
F'NF = 0. Indeed take F' a subset of U \ F' where [U\ F'| > n —w containing P. Now kg
is not known to any user in F’ (and any party outside /) and is known to all parties in P.
The formal proof of security follows from the independent and uniformly random choices
by the Trusted Initial Key Distributor and the property of the one-time pad. O

It is obvious to see that the scheme generalizes over any finite (Abelian) group.

4.2 An example

Take n = 5 and w = 1. The Trusted Initial Key Distributor chooses k{1 2345}, k{2,3,4,5},
k13,450, k{1,245), k{1,2,35), k{1,2,34) €Er Z4- The secret information of the users is:
Uy k12,345, k13,450, k{1,245 k{1,2,3,5) K{1,2,3,4}

uy = (k{1,2,34,5) k{2,3.4,5)> K{1,2,45) k{12,355 K{1,2,3,4)

Ug =

( )
( )
us = (k2345) k2,345 F{1,3,45) k11,2,3,5) K{1,2,3,4})
(kg1,2,3,4,5) k2,345 k13,450 k{1,2,4,5) F{1,2,3,4)
( )

us = (k{2,345 k23,45 ki13,45) ki1,2,45) k1,235

If P= {1, 2} then k‘p = k{1,274,5} + k{1,2,3,5} + k{1,2,3,4} mod q.

4.3 Required amount of computation

From a computation complexity viewpoint, it is trivial to see that this scheme is optimal
for conferences P where |P| > n —w. When |P| < n —w the number of keys that must be
added is:

HF | PCFcUand |Fl=n—w)=| " IF (4)

B - \n—w—|P|

Comparing (2) and (4) we immediately see that the new scheme always requires less ad-
ditions, provided w > 0. Indeed, since |P| < n —w we have that w < n — |P], so
w = min(w, n — |PJ). So,

_|p _|pP min(w,n—|P|) _|p
n= 1Pl Y (n=IPl) "G (= 1Pl
n—w— |P| w = i

The larger w the larger the saving.

It seems that when one requires that the computational complexity corresponds to a
table look-up for all P for which |P| > n — w that the computational complexity of our
scheme is then optimal for all P. Since other schemes may exist that are based on simpler
operations than addition, such a claim seems hard to prove formally. We leave this as an
open problem. We now address the complementary question.



5 A variant of Fiat-Naor optimal for small confer-
ences

5.1 A generalization

Let us discuss a generalization of Section 4. In the scheme of Section 4 we only needed a
table look-up to find the key of P in P = {P | P C U/ and |P| > n— w}. One can wonder
whether there exists other choices for P that satisfy this property without the need for the
Trusted Initial Key Distributor to use more randomness than required or for the parties
to store more keys than required (see [3]).

We affirm that such other P exists. We discuss the case that w = 1 and P = {P |
|P| =2 or |P|=n}.

5.2 A scheme for w=1

We first argue that when n > 3 the keys that will be distributed by the Trusted Initial Key
Distributor must be dependent. Indeed, when n > 3 we require a table look-up for more
sets than the Trusted Initial Key Distributor will choose independent keys, as follows from
the fact that [{P | |[P|=2or |P|=n}| =1+ (g) > 1+ n when n > 3. We now explain
the scheme.

Set-up phase

Let g be a (large enough) positive integer such that ged(g,n — 2) = 1. The Trusted Initial
Key Distributor:

Step 1 chooses sp € Z, for each subset F' C U of cardinality at most 1.
Step 2 computes kp for each P C U of cardinality 2 using the Fiat-Naor scheme.

Step 3 privately gives to party ¢ the keys k;; = sp and kp for each P C U of cardinality
2 for which 7 € P, and does this for each party i € U.

Computing a conference key

When |P| =2 or |P| = n, each party i in P uses kp from memory, else each party i € P
computes sp € Z, for each subset F' C U of cardinality 1, except when F' = {3}, and uses
the Fiat-Naor scheme to compute the key kp using sy = ky.

Theorem 2 The scheme in this section is a (< n, < 1)-Key Predistribution Scheme.

Proof. It is sufficient to prove that there is a bijection (one-to-one correspondence)
between the keys party i receives and the keys sz it would have received in the Fiat-Naor
scheme.

As will be obvious soon, it is sufficient to consider the case ¢ = 1. The following
relationship between the keys kpr party 1 received from the Trusted Initial Key Distributor
and the keys s; (j # 1) it would have received in the Fiat-Naor scheme follows from (1),



giving:

ku 1 000 0 00 Sp

kg1,2) 1011 111 52)

k{1,3} 1 101 1 11 8{3}

k{1,4} . 1 110 1 11 . 3{4} (5)
k{l,n—2} 1111 ...011 5{n—2}

k{l,n—l} 1111 ...101 S{n—l}

k{l,n} 1111 ...110 S{H}

The square matrix in (5) defines a bijection if and only if its determinant is invertible over
Z, [12]. To check this, it is obviously sufficient to consider the determinant of the square
matrix stripped of its first row and first column, giving:

o011 ...111 111 ...1 10 1 1 1 ... 1 1
101 ... 1 11 111 ...1 01 0 —
110 ... 1 11 111 ... 011 0 0 0 ... -1 0
A= i i=F 0 e =l
111 ... 011 110 ... 111 0o 0 -1 ... 0 0
1 11 ... 1 1 101 ... 111 0 -1 0 ... 0 0
111 ...110 011 ...111 0 1 1 ... 1 1

where the last determinant is obtained from the second-to-last determinant by subtracting
the first row from all other rows, except from the last one, (the second determinant is
obtained from the first by interchanging the rows).

We continue to proceed by first rearranging the rows. In the obtained determinant one
then adds row 2 to row 3, then the new row 3 to row 4, etc. This gives:

1 1 1 1 10 111 11 0
0 1 1 1 11 011 11 1
0 -1 0 0 01 00 1 11 2
A—+l0 0 -1 0 01/=[000 11 3
0 0 0 .. -1 01 000 ...01n—3
0 0 0 .. 0 —-11 000 ...00 n—2

So A = £(n — 2), which has an inverse in Z, when ged(g,n —2) = 1.
The case 7 # 1 is identical when rearranging the columns and rows of the matrix in (5)
appropriately, as can easily be seen. O

Note that the scheme extends to GF(g) when ged(g,n —2) = 1.

5.3 Required amount of computation when w =1

It is obvious that the required amount of computation is minimum when |P| = 2 or |P| = n.
In the other cases the scheme requires more computation than the Fiat-Naor scheme since
the parties need to compute sg.

= o




The advantage of the scheme is clear in circumstances where it will primarily be used
for two-party conferences and exceptionally for larger conferences. FEach party then stores
almost the same number of keys it would store in the trivial two-party only scheme. Indeed
the number of keys a party must store in our scheme is n, while the trivial two-party only
scheme requires each party to store a key to communicate with each other party, i.e., n —1
keys. Moreover, in certain applications w = 1 is a sufficiently high security. In the military
this corresponds to the security given in two-man control.

5.4 Generalization to w > 1

We conjecture that for an appropriate choice of ¢ the scheme generalizes to the case that
P={P|2<|P|<w+1or|P|=n}.

6 Practical remarks

We conclude this report with some practical comments.

Although this scheme (as well as the Fiat-Naor scheme) only guarantees unconditional
security when it is used at most once, it is easy to make a scheme that can be reused.
Indeed, for a party P each member i computes the key kp as described above and uses
kp as the seed of a pseudo-random generator. The output of the generator is used as the
conference key. When freshness is required, the members of the party remember for which
parties they have used the generator and how often. When they need to compute a new
key for a conference P they will start from kp and run the generator one more time.

We now discuss dynamic aspects for the following scenarios:

one party is taken over by the enemy. In this case no new keys need to be distributed.
The members of U avoid setting up new conferences involving this member.

multi parties are taken over by the enemy. As long as the number of parties taken
over by the enemy is less or equal than w, there is no need for a new distribution.
If that number is higher than w, the Trusted Initial Key Distributor must give new
keys. A proactive [16] solution is trivial to design.

a member leaves an ongoing conference. The members compute without interaction
the new key.

a known member is added to the ongoing conference. The members compute with-
out interaction the new key.

a new party joins the set U/ of known members, as happens in dynamic coalitions.
If this was not foreseen in advance extra keys need to be distributed.
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