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SNMP ADVISORY TEAM
Background

e Chartered After 36th IETF

o Security and Administrative Framework
Evolution for SNMP Advisory Team (AKA
Advisory Team)

e Principal Goal: Identify Single Approach
for SNMP-NG That Can Move to Open
Working Group
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SNMP ADVISORY TEAM
Members

 David Harrington ~ * Russ Mundy

e Jeff Johnson e Shawn Routhier
e David Levi e Glenn Waters
e John Linn e Bert Wijnen

@ IETF, Dec9, 96, #3



SNMP ADVISORY TEAM
Approach Highlights

e Used As Much From Existing Technology
Base as Practical

« Constrained to Requirements of Existing
v2* & USEC Proposals

e Did Not Choose One “Winner”

e |dentified a Set of Modules and Interfaces
that Perform Required Functions
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SNMP ADVISORY TEAM
Approach Highlights (cont)

« Approach Emphasizes Modularity

* Documents Expected to Follow the
Modularity

It IsNot Necessarily Expected that
|mplementations Will Choose To Follow
Strict Modularity
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from Transport

SNMP-NG GENERIC MODULES

M essage Processing,
& Control
module

Security Modd
module

5 4_’ Proxy
S A | Application

Local Processing
module




USER-BASED SNMP-NG MODULES & SUB-MODULES

User-Based Securityl Message Processing, |
_______________________________________ Model Processing | & Control
3 g Auth - | Management
. t : : : . .
Teble | Application
EE ...................................... E é Determing | “wo——
: _— ! Naming :
time IMEINeX Scope Proxy
Tble | Handling
Application
| T s
priv
Table[ |
TrapTable
: : : >DestinationAddrs
e e Local Processing Security Model
UserTable i TrapCrow
> snmpEnginel D : .
> userName : I nstrumentation
authProtocol : Trap.
privProtocol : Processing
acGroup :
: SecurityCookie g View Access PDU
. i .................................................. LOOkUp COﬂtFOl PI'OC ng
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SNMP Advisory Team

Message Format |llustrations



SNMP-NG MESSAGE FORMAT

Global Security Model Naming

Data Information Scope PDU
-Version
-MsgiD SECURITY MODEL oned A
-MMS SPECIFIC DATA -ContextName (Includes perations
-SecurityModel and Varbinds)
-QOS/RptFlag

ScopedPDU
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SNMP-NG MESSAGE FORMAT
User-Based Security Framework

Global Security Model Naming
Data Information Scope PDU
SECURITY MODEL
SPECIFIC DATA
~User-Based -AuthParam -PrivParam
General Param | | ( ayedM D5 (DES)
(snmpEnginel D, Digest)
Boots, Time, J
UserName)

User-Based Security Framework

IS .

F, Dec 9, 96, # 10

Model Information




SNMP Advisory Team

Security Framework
Processing Scenarios
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RECEIVE SNMP-NG noAuth/noPriv MESSAGE  rrangport
Security Model Message Processing, f/
e Processing & Control :
= Auth : é oS | M t
= u : ! L QOS : anagemen
;| auth : 42// - ptr to SecurityModel Data : Application
: Table - ptr to message
' Determing | ‘s
Fmd Nami ng :
time IMENES Scope Proxy
Tele e+ | Handling
ScopedPDU-MMS Application
Group
....................................... SecurityCookie 5 :
' =y ScopajPDU e reeneaeaeeneaeaaaa, s
priv :
Table| |
TrapTable
: >DedtinationAddrs
....................................... =~‘ QOS
e Local Processing Security Model
UserTable : B
>snmpEnginel D :
>userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
: SecurityCookie : View Access PDU
7 i .................................................. LOOkUp Control PI'OC ng
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GENERATE SNMP-NG noAuth/noPriv MESSAGE

_______________________________________________________________________________________________ STV VIO Transport
: ) V3
Security Modél : Message Processing, /
_ Processing : & Control :
e : 5 ,
Auth : Message ———» . | Management
- o[ auth : : : i cati
| Table § 5 Application
R T | § Determing | S l
| - 9%t |Naming |
; Imeliness - Scop :
t”;bT - securityCookie Scope : Proxy
Teple 'l Handing
Application
| 1V it
priv
Table| |
TrapTable
: : : >DedtinationAddrs
e Local Processing Seourity Mode
UserTable i TIaIE)
>snmpEnginel D :
>userName i | nstrumentation
authProtocol : Trap_
privProtocol § Processing
acGroup :
: SecurityCookie : View Access PDU
- i .................................................. Lookup Control PrOC ng
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Security Model Message Processing, f/
A Processing & Control :
D : - snmpEnginel D - MMS :
L Tauth Auh 1 5 - userName : - QOS - |M ana_gement
= Tl < ptr to authParams 42// - ptr to SecurityModel Data - | Application
- ErrorCode : : R :
: or sucoese ——— | ptr to whole message § ptr to message . :
....................................... 4 : Determine
. : Namin :
. Timeliness 5 - snmpEnginel D : aming : Prox
'|I'g]b? ErrorCode - ; - Boots SCOpe y
= or success | - Time ErorCodey 7 .| Hendling
T~ orR" | Application
6 ScopedPDU-MMS : :
....................................... Group : :
: B : SecurityCookie ; e e
{ priv Y : ScopedPDU :
| Table[ ]| :
TrapTable
: >DedtinationAddrs
................................................................ E Local Processing| |Q9S
: Security Model
UsarTable : TrapGroup
>snmpEnginel D :
>userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
; SecurityCookie View Access PDU
i .................................................. LOOkUp ContrOI PI‘OC ng
@ IETF, Dec9, 96, #14




............................................................................................... ettt e 1 7ENSPONT
: : A V7
Security Modél : Message Processing, /
_ Processing ! & Control
e 5 - y — f 5 §
. Auth /Y = : ’ . | Management
- | auth AuthH ; : A licati
- { Table data| - userName 5 - | Apphication
D <€ ptr to authParams : :
................................. " - pir to whole message : Determing
: | GlobalData Namin e
G Timelines 3 : - ScopedPDU 9 : Pr
.Il.glb? B e E | securityCookie | SCOPE : oy
2 - snmpEnginel D : . | Application
| | ——
priv
Table[ |
TrapTable
: >DedtinationAddrs
Local Processing| |QCS
; ocal Processing Security Model
UserTable : TrapGroup
>snmpEnginel D :
>userName i | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
: SecurityCookie : View Access PDU
- i .................................................. LOOkUp Control PrOC ng
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RECEIVE SNMP-NG Auth/Priv MESSAGE

............................................................................................... ettt e, TTENSPONT
Security Model Message Processing, f/
A Processing & Control :
: : : -MMS
g Alth : S”S;r“ﬂz‘i"e' D g -QOS Management
[ auth u / - ptr to SecurityM odel Data i cati
: - ptr to authParams : P y Application
| Table ErrorCode | P ; - ptr to message
o SUocess. - ptr to whole message
................................ Determine
i Naming
e - sShmpEnginel D
time Tléndlcn:ﬁ - Boots Scope Froxy
rrorcode - H g
Teble or Success | - Time EMOrCO0BT A7 oo Handling
OR Application
ScopedPDU-MMS
....................................... Group
B SecurityCookiet @
priv W 7 - userName ScopedPDU
Teble["| _ . € pirtoprivParams
Decrypted ! 8 |- ptr to encrypted message TrapTable
ScopedPDUf ] >DestinationAddrs
................................................................. Local Processing| |99
9 Security Model
UsarTable TrapGroup
>snmpEnginel D
>userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup
SecurityCookie View Access PDU
- i .................................................. LOOkUp Control PrOC ng
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GENERATE SNMP-NG Auth/Priv MESSAGE Transport

e R sttt e -,
: Security Model : Message Processing, /
e Processing s & Control
= Auth 7 Message / . | Management
- i auth Autht—— ; : gy
| Table data| - ShmpEnginel D 5 | Application
D <€ userName : :
................................. o - ptr to authParams : Determing
_ ptr tOWhOIe mwe | Global Da[a . . ........................... P
- Timdines - 5 - ScopedPDU Naming :
'Il'glb(lae Bosi gy | securityCookie | SCOpe : Prox.y
\ e Handling
4 - snmpEnginel D . | Application

- s § B e
: 'FI)'Q\E)/I | | Encrypted-———> ;
: e :
ScopedPDU 24_-—- ;ﬁONS?\?params TrapTabI e
== L brioSopeirny | [osmtenadis
: g Security Model
UserTable g TrapGroup
>snmpEnginel D :
>userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
: SecurityCookie : View Access PDU
- i .................................................. LOOkUp Control PrOC ng
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SNMP Advisory Team

Administrative Framework
Processing Scenarios
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RECEIVE REQUEST_MSG ~_ Transport

Security Model Message Processing, f/
e Processing & Control 5
5 Auh ]| . [Mwms . | Management
|| auth -« - — — - : - QOS : g
- | Table : 24/ - ptr to SecurityModelData : Application
D : : - ptr to message . :
TSRS T : Determing
| RSN | Naming |
time Timeliness < — — — - 5 Scope § Proxy
Table : g
- — = — P ErrorCode] 7 ..o Han_dllr_lg
OR Application
ScopedPDU-MMS
....................................... Group
: Briv SecurityCookiet @/ -Q0S e
| priv : ScopedPDU
| Table[™] € - — — - ScopedPDU-MMS
TrapTable
T >DestinationAddrs
................................................................. Local Processing| (295
: 9 Security Model
UsarTable : - Group/” \- ScopedPDU-MMS TrapGroup
>snmpEnginel D : - Varbinds
5 - cont Instrumentation
userName : :
authProtocol : - Operatio - Trap_
privProtocol : 5 Processing
acGroup :
 Cooki : : |
: ==iyLooke : LVIiN - Operation Access 7 PDU
| OOKUP | - Context Control Processing
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GENERATE REQUEST_MSG Transport

: : V6
Security Model § Message Processing, |
....................................... Processing . & Control - | Application
D Auth M e/ %— -DestinationAdrs
- o auth - i T J : .| -SecurityModel
: | Table : : | -MMS
= l T § _ .| -SecurityCookie
R SO : : Slobal Determing : | -ScopedPDU
: : - GlobalData Nami :
amin :
: TS - ScopedPDU 9
ime < — — — | securityCookie | SCOPe :
Table 22
i e [ S TSRS = g
_ — " | -Model Specific
_ - .| SecurityL.ookup
_ - _ = st
— By : ;/// ///// N S EETIIEEIEEE R EErr it
'FI)'abIe_ — — — — > SecurityCookie + ~ - - —
' S -7 rapTable
l : & : >DestinationAddrs
................................................................ E Local Processing| 205
: g Security Model
UserTable i TrapGroup
> snmpEnginel D :
> userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup : _
: SecurityCookie : View Access PDU
e i .................................................. LOOkUp Control PrOC ng
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RECEIVE RESPONSE_MSG

............................................................................................... . TTENSPOTT
Security Model Message Processing, f/
oo Processing é & Control - | Application
: : -MMS :
o Auth : : -QOS
;| auth - — — — 24/ ptr to SecurityModel Data
o Table : : - ptr to message QOS
= — : ScopedPDU-MMS
i s S - SecurityModeIData
: ___ e N : MMS
e T|mel|neﬁ<_ ] ErrorCode : SecurityCookie
Table OR : ScopedPDU { : :
- - ScopedPDU-MMS T " ~|~SecurityCookie
Group : _ - :
SecurityCookie : _ -7 _ {
....................................... ScopedPDU : - P
- : - T T
priv : 5 - _ -
Table[ | € _ - — 3 : _ - —
3 ModelSpecifid L — ~ TrapTable
: SecurityStuff4~ g[())eéstlnatlonAddrs
................................................................ 5 Local Processin
: g Security Model
UserTable : TrapGroup
> snmpEnginel D :
> userName : I nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup : _
: SecurityCookie View Access PDU
. i .................................................. LOOkUp ContrOI PrOC ng
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GENERATE RESPONSE_MSG

............................................................................................... o = ., Transport
: : : : 4
| Security Model g Message Processing, /
L Processing : & Control :
...................................... : .
_ Auth o Message t———3> - | Management
;| auth - - : : g
. | Table : : 5 Application
% € - - — - : . :
e, : : Determing
5 : Glotaibaa | i - T
Timeliness - ScopedPDU J : Pr
time -~~~ : | securityCookie | SCOPE : oy
Tehio - S A ... | Handing
5 . | Application
| - N VT S
priv :
Table| — =+ — P>
: TrapTable
< - >DestinationAddrs
........................................................ .n QOS
e Local Processing Seourity Mode
UsarTable : - ScopedPDU TrapGroup
>snmpEnginel D : _
>userName 5 I nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
: SecurityCookie : View Access PDU
1 i .................................................. Lookup ContrOI PrOC ng
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RECEIVE TRAP_MSG Transport

Security Model Message Processing, |1 :
....................................... Processing i & Control . | Application
: : : L MMS :
o Auth : : L QOS
i auth - — — / ptr to SecurityModel Data
. | Teble : : - ptr to message QOS
= = : ScopedPDU-MMS
i s S - Sﬂ:urltyMOdelData
: Timelines ~ ErrorCod : MM.S
time <« — — — - rror OOeR ! SecurityCookie
Tele - - ScopedPDU-MMS I ey ScopedPDU .. ~|-SecurityCookie
Group : _ - :
SecurityCookie : _ -7 _ {
....................................... ScopedPDU : - -7
s - E 5 .//// //// ................................
Table| ] - - - .= -7 —
3 ModelSpecifid L — ~ rapiabie
: SecurityStuff{~ g[())eéstlnatlonAddrs
: ocal Processing Security Model
UserTable i TIaIE)
> snmpEnginel D : _
> userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup : _
: SecurityCookie View Access PDU
. i .................................................. LOOkUp ContrOI PrOC ng
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GENERATE TRAP_MSG Transport

10* / .
.................................................................................................................................................... : / _Varbl nds
: Security Modél g Message Processing, | |« ~ComedName
....................................... Processing o & Control y
Message ————» :
= Auth : © : M anagement
+ [ auth < - — — - : - GlobalData : Applicai
| Table .y : - ScopedPDU I’; pplication
D |- AS}/ - securityCookie _ | :
e é I Determing | | "
5 ___ : Naming |1 :
fime |__{Himeliness | oo™ | scope I|  Proxy
Tele LA 5 e ). | Handling
/ | Application
: _S'Csoege'\{'jggu -Context|D’
e ] -TrapGroup -Varbinds I’ :
: - Pr|V : 'QOS - -ConteXtName [ e
priv -DestinationAdrs |
Table[ | € - — — - | R
r e
i, _ apT
: >DedtinationAddrs
: 9 Security Model
UsarTable : TrapGroup
> snmpEnginel D
> userName
authProtocol : -ContextNam Trap.
privProtocol : 1 1 > Processing
acGroup : _
: SecurityCookie g Access View “00S DU
-* ........ Control 4 -QOS Lookup S_Group .
| NOTE: Stepswith * may - -Group -Operation| Processing
occur multipletimes : -Operation
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IS .

PROXY PROCESSING
Overview

Proxy Application

Te T4

Request

' Q@
P Dual Role i
=1 SNMP g
3 Engine/Entity Sls
o S |l

Response <8
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4
P> Proxied Request

Response From

Proxied Request



RECEIVE PROXY REQUEST MSG / Transport
............................................................................................... e T 5
Security Model Message Processing, |1 Proxy
....................................... Processing & Control | Handing
: : [ MMS Application
= Auth 5 : L oS [to GENERATE
al - — — - 2, L ptr to SecurityData : : | REQUEST_MSG]
Table § / I Btr 0 messa;)(/a inVersion 4 . | outVersion
— inModel 4~ | 5tModel
................................ =L _ mMM_S' © L outMMS
~ Al mSecQookle- L o0utQOS
time Timefiness <« - — — - 'r?a?ﬁi . | Desti nationAdrs
Table \ [ outSecCookie
- — — — P> ErrorCodet 7 A\ outSCOpedPDU
OR 4
ScopedPDU-MMS :
....................................... Group
: H.iv : %uritycookie ................................
priv : ScopedPDU
Table[ | < < — —
: TrapTable
TP >DestinationAddrs
................................................................. Local Processing| |Q9S
9 Security Model
UserTable TrapGroup
> snmpEnginelD
> userName | nstrumentation
authProtocol Trap_
privProtocol Processing
acGroup _
SecurityCookie View Access PDU
- i .................................................. LOOkUp Control PrOC ng
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RECEIVE PROXY RESPONSE _MSG ~_ Transport

Security Model Message Processing, |4 5f
5 Processin i & Control §
...................................... ocess q v Proxy
= . Auth ! : I Q0S . | Application
ol aut ] : :
A Taple < ZA/ ptr to SecurityM odel Data . | [to GENERATE
P : : - ptr to message : | RESPONSE]
P -~ _ : QOSy : | -ScopedPDU
e = o § SecurityModelData) _response o
: Timdiness : - M MS “handle’
time < - — — - : SecurityCookiet  \ [ OR
Table : PD :y| -ErrorCod
- — — — P> ErrorCode SO SCO ped ..... U ...... : frori-ode
OR . .
ScopedPDU-MMS
....................................... Group : :
{ priv : ScopedPDU : :
| Table[ ]| € - — — -
: : TrapTable
- T P : >DestinationAddrs
................................................................ E Local Processing| |Q9S
; 9 Security Model
UserTable i TrapGroup
> snmpEnginel D :
> userName : | nstrumentation
authProtocol : Trap_
privProtocol : Processing
acGroup :
: SecurityCookie View Access PDU
= i .................................................. LOOkUp ContrOI PrOC ng
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SNMP ADVISORY TEAM
Process Recommendations

* Re-Charter “standard” Working Group

* Develop Revised Documents With “Cut &
Paste” Approach

* Plan Face-to-Face Meeting (or 2) Prior to
April IETF

 Have |-D(s) Prepared Prior to April IETF
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