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Figure 1. Architecture of the Generic Software Wrapper s prototype on Solaris and FreeBSD.
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Figure 2. (A) C function prototypes of the C library functions corresponding to FreeBSD’s open, read,
and reboot system calls and (B) the system calls’ characterizations.
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Figure 3. Example wrapper s hello open (A), the wrapper equiv alent of “Hello World”, hello path
(B), a slightl y more general “Hello World” example, bsd noadmin (C), a wrapper that denies cer tain
administrative system calls on FreeBSD, and noadmin (D), a por table version of bsd noadmin.
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Figure 4. The por table dbcallcount wrapper
keeps a count of the number of invocations
of each system call in the built-in persistent
database .
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Figure 5. Steps of the Wrapper Life Cycle. (A) Initiall y, the WSS contains no wrapper s or Activ ation
Criteria, and the process hierar chy contains a single “r oot” process. (B) An Activ ation Criteria and
the Foo wrapper are installed. (C) The creation of a qualifying process leads the Activ ation Criteria
to activ ate an instance of the Foo wrapper . (D) The Foo wrapper is duplicated as p1 creates a child.
(E) Foo wrapper instances are deactiv ated with the termination of p1 and p2. (F) The Foo wrapper is
uninstalled.
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Table 1. FreeBSD Prototype Performance for Kernel Build and Web Server Benchmarks
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